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An opinionated Phoenix/Ecto OAuth 2.0 / OIDC authorization server on top of
attesto.
attesto brings the protocol, attesto_phoenix brings transport + persistence;
you bring principals, keys, and policy.
attesto is a transport-agnostic library of OAuth/OIDC primitives: JWT access
tokens, JWKS/key handling, DPoP, mTLS, PKCE, scope algebra, private-key client
assertions, signed request objects, JARM response JWTs, token introspection
primitives, and the token-lifecycle building blocks.
attesto_phoenix wires those primitives into a running server:
	HTTP endpoints (authorization, token, PAR, revocation, discovery, JWKS,
UserInfo, protected-resource metadata, optional dynamic registration) mounted
into your router with one macro. The authorization endpoint supports the
default query response mode and the JARM JWT response modes.
	Protected-resource plugs that verify Bearer JWTs and enforce DPoP / mTLS
sender-constraint binding.
	Ecto-backed implementations of every mutable store the OAuth/OIDC flows need
— authorization codes, refresh tokens, DPoP nonces, DPoP proof jti replay
records, and Pushed Authorization Request (PAR) references — so a clustered or
load-balanced deployment keeps no OAuth state per node.

It deliberately does not own your client registry, principal store, secret
hashing, scope catalog, or audit log. Those are application policy and are
supplied through a small set of neutral configuration callbacks.
What you can build with it
	An API that AI assistants can connect to. Assistant connectors — ChatGPT,
Claude — authorize through OAuth: PKCE, dynamic client registration, pushed
authorization requests, sender-constrained tokens, and protected-resource
discovery. attesto_phoenix mounts that whole surface with one router macro,
so your app can expose tools and data to an assistant without hand-rolling an
OAuth server.
	Your own authorization server. Issue short-lived, scoped JWT access tokens
and OIDC ID tokens for first-party apps and machine clients, instead of
outsourcing to a hosted identity provider.
	A resource server that resists stolen tokens. Verify access tokens locally
— signature, issuer, audience, and DPoP / mTLS sender-constraint — with no
token database or introspection call on the hot path, so a leaked bearer token
alone can't call the API.

The standards each use case rests on are catalogued below and in
the attesto core README;
you don't need to track them to use the library.
Positioning vs. attesto core
	Concern	attesto (core)	attesto_phoenix (this package)
	JWT mint/verify, JWKS, DPoP, mTLS, PKCE, scopes	yes	reuses core
	private_key_jwt, signed request objects, JARM, token exchange primitives	yes	wires into endpoints
	Grant orchestration primitives	yes	reuses core
	HTTP endpoints + router macro	no	yes
	Protected-resource plugs	core plug building blocks	Phoenix-friendly wrappers
	Ecto-backed token stores	store behaviours only	Ecto implementations
	Client registry, principals, keys, audit	no	supplied via callbacks

If you only need the protocol primitives and want to build your own transport,
depend on attesto directly. If you want a batteries-included Phoenix
authorization server, use attesto_phoenix.
Contents
	Installation
	Quick start
	Configuration
	Mounting the routes
	Protecting resources
	Database migration
	Guides and examples
	Development
	License

Installation
Add attesto_phoenix to your dependencies:
def deps do
  [
    {:attesto_phoenix, "~> 0.14"}
  ]
end
The optional Igniter installer needs igniter available while you run it. It is
not a runtime dependency of this package:
def deps do
  [
    {:attesto_phoenix, "~> 0.14"},
    {:igniter, "~> 0.5", only: [:dev], runtime: false}
  ]
end
Quick start
For a new Phoenix app, start with the installer. It is idempotent and writes the
host-owned callback modules as stubs rather than guessing your client registry,
principal model, or authorization policy.
mix deps.get
mix attesto_phoenix.install
mix attesto_phoenix.gen.migration --repo MyApp.Repo
mix ecto.migrate

Use --oauth-path-prefix when the OAuth endpoints should not live under
/oauth:
mix attesto_phoenix.install --oauth-path-prefix /mcp/oauth

After the installer runs, fill in the generated callback modules and configure a
keystore. The rest of this README shows the same pieces explicitly so you can
review what the installer generated or wire them by hand.
Configuration
All behavior is centralized in AttestoPhoenix.Config. Anything that is
inherently application policy is a neutral callback rather than a baked-in
assumption.
config :my_app, AttestoPhoenix.Config,
  # --- required ---
  issuer: "https://auth.example.com",
  keystore: MyApp.Keystore,            # implements Attesto.Keystore
  repo: MyApp.Repo,                    # Ecto.Repo for the token stores

  # host policy modules (preferred install surface)
  client_store: MyApp.OAuth.ClientStore,
  principal_store: MyApp.OAuth.PrincipalStore,
  scope_policy: MyApp.OAuth.ScopePolicy,
  consent_policy: MyApp.OAuth.ConsentPolicy,
  claims_provider: MyApp.OIDC.ClaimsProvider,
  event_sink: MyApp.OAuth.Events,

  # --- optional policy ---
  scopes_supported: ["profile", "email", "read:*", "write:*"],
  send_error: &MyApp.OAuthErrors.render/3,
  #   (conn, status, body_map -> conn), optional custom OAuth error envelope
  client_auth_signing_algs: Attesto.SigningAlg.fapi_algs(),
  request_object_policy: Attesto.RequestObject.Policy.generic(),

  # --- optional deployment + features ---
  require_https: true,
  trusted_proxies: ["10.0.0.0/8"],     # honor X-Forwarded-* only from these
  access_token_ttl: 900,
  refresh_token_ttl: 1_209_600,
  authorization_code_ttl: 60,
  dpop_enabled: true,
  dpop_nonce_required: false,
  mtls_enabled: false,                 # if true, also set :cert_der
  registration_enabled: false,         # if true, also set registration callbacks

  # RFC 8707 resource indicators (optional; see below)
  resource_indicators: [
    allowed_resources: ["https://api.example.com/a", "https://api.example.com/b"],
    allowed_resources_for: {MyApp.OAuth, :resources_for}  # optional per-client (client -> [uri])
  ]
Build the validated struct wherever you need it:
config = AttestoPhoenix.Config.from_otp_app(:my_app)
Required keys are validated at build time; a missing key (or a missing
dependency such as :cert_der when mTLS is enabled) raises immediately so
misconfiguration fails fast.
Resource indicators (RFC 8707)
When one authorization server fronts more than one protected resource (say an
admin API and an end-user API, or several MCP endpoints), a single fixed aud
cannot separate a token meant for one from a token meant for another — only
scope would, and scope is application policy, not a cryptographic boundary.
RFC 8707 fixes that: a client names the resource it wants with a resource
parameter, and the AS mints the token's aud to that identifier, so a token
issued for resource A is structurally invalid at sibling resource B.
It works across every grant. A client sends resource on the authorization
request (bound to the code) or the token request (client_credentials, token
exchange, jwt-bearer); the token endpoint mints aud from it, refresh carries
and may narrow it (subset-only), and token exchange cannot widen aud beyond
the subject token's. One or more resources are allowed (a multi-resource grant
mints a JWT aud array). A requested resource the server does not serve is
rejected with invalid_target.
resource_indicators[:allowed_resources] lists the resource identifiers this
server is willing to mint for (besides its own :audience, always served);
:allowed_resources_for is an optional (client -> [uri]) callback for
per-client scoping. With neither set and no resource requested, issuance keeps
the single configured :audience — so single-resource deployments need no
change. This is the issuer half of the RFC 9728 ↔ RFC 8707 chain: a resource
advertises its identifier via protected-resource metadata, the client echoes it
as resource, the AS mints that aud, and the resource server validates it
(see attesto_mcp for the resource-server half).
Host policy modules
The preferred install surface groups host-owned callbacks by concern:
	client registry -> :client_store
(load_client, verify_client_secret, client_jwks, client metadata)
	principals -> :principal_store
(load_principal, build_principal, principal kinds)
	scope policy -> :scope_policy
(authorize_scope, supported scopes)
	login / consent -> :consent_policy
(authenticate_resource_owner, consent)
	claims -> :claims_provider
(build_userinfo_claims/3, build_id_token_claims/4)
	audit / telemetry -> :event_sink (on_event)
	dynamic registration -> :registration (only with registration)

Flat callback keys such as :load_client, :verify_client_secret,
:client_jwks, :load_principal, and :authorize_scope are still accepted and
take precedence when present. Use them for small installs or targeted overrides;
use behaviour modules for production wiring.
Other deployment callbacks remain flat because they are endpoint mechanics, not
domain policy: :send_error, :www_authenticate, :no_store, :cert_der,
:require_https, and :trusted_proxies.
Mounting the routes
Use the router macro to mount the server endpoints under a scope you choose:
defmodule MyAppWeb.Router do
  use MyAppWeb, :router
  use AttestoPhoenix.Router

  pipeline :oauth do
    plug :accepts, ["json"]
  end

  scope "/" do
    pipe_through :oauth
    attesto_routes()
  end
end
attesto_routes/1 mounts:
	GET /.well-known/oauth-authorization-server (RFC 8414 metadata)
	GET /.well-known/openid-configuration (OIDC Discovery metadata)
	GET /.well-known/jwks.json (RFC 7517 JWK Set)
	GET /.well-known/oauth-protected-resource (RFC 9728 metadata)
	GET /oauth/authorize
	POST /oauth/token
	POST /oauth/par (RFC 9126)
	POST /oauth/revoke (RFC 7009)
	POST /oauth/register (RFC 7591, only when registration_enabled: true)
	DELETE /oauth/register/:client_id (RFC 7592, with registration)
	GET /oauth/userinfo
	POST /oauth/userinfo

Discovery and JWKS are public; the token and revocation endpoints authenticate
the client via your :load_client / :verify_client_secret callbacks.
The token endpoint also accepts private_key_jwt when :client_jwks is wired,
and supports authorization-code, refresh-token, client-credentials, OAuth
token-exchange, and JWT-assertion (jwt-bearer) grants. The PAR endpoint accepts the same confidential-client
secret methods plus private_key_jwt, then stores the authorization request
behind a one-time request_uri.
When :request_object_policy is configured, signed request objects are verified
at PAR submission and re-verified at /authorize; verified request-object
parameters are authoritative over unsigned request body/query values. Set
Attesto.RequestObject.Policy.fapi_message_signing/0 to enforce the FAPI 2.0
Message Signing JAR profile.
The authorization endpoint also emits JARM responses when the validated request
uses response_mode=jwt, query.jwt, fragment.jwt, or form_post.jwt.
Discovery advertises the supported response modes and the server signing
algorithms used for authorization response JWTs.
Protecting resources
pipeline :api_protected do
  plug AttestoPhoenix.Plug.Authenticate
end

scope "/api", MyAppWeb do
  pipe_through [:api, :api_protected]

  scope "/reports" do
    plug AttestoPhoenix.Plug.RequireScopes, "read:reports"
    get "/", ReportController, :index
  end
end
AttestoPhoenix.Plug.Authenticate verifies the Bearer JWT, enforces DPoP and
mTLS binding when enabled, resolves the subject via :load_principal, emits
neutral :auth_succeeded / :auth_denied events through :on_event, and
assigns:
	conn.assigns.attesto_claims - the verified JWT claims
	conn.assigns.attesto_principal - the host principal returned by
:load_principal
	conn.assigns.attesto_context - a neutral %{subject, client_id, scope, claims, cnf, principal} map

Bearer credentials default to the Authorization header only, matching
bearer_methods_supported: ["header"] in protected-resource metadata. Configure
bearer_methods_supported: ["header", "body"] only for resource servers that
intentionally accept RFC 6750 form-body access_token credentials.
AttestoPhoenix.Plug.RequireScopes enforces route-level scope authorization
using Attesto.Scope grant-form algebra. It accepts either a single scope
string or a list of required scopes.
When :resource_metadata is set on the config, a 401 challenge carries the
RFC 9728 resource_metadata pointer to the /.well-known/oauth-protected-resource
document (mounted by attesto_routes/1), so a client refused without a valid
token can discover which authorization server issues tokens for the resource.
For first-party web flows, keep cookie semantics in your app and pass a generic
credential extractor to the plug:
plug AttestoPhoenix.Plug.Authenticate,
  credential_from_conn: &MyAppWeb.Auth.access_token_from_cookie/1
The extractor returns {:ok, :bearer, token}, {:ok, :dpop, token}, or
:missing. Attesto still verifies the token through the same JWT/DPoP/mTLS
path; the cookie format and CSRF policy remain host concerns.
Req DPoP clients
attesto_phoenix is the server-side Phoenix layer. If you also use
Req for OAuth clients in tests or internal
tooling, req_dpop generates RFC 9449 DPoP
proofs that interoperate with AttestoPhoenix.Plug.Authenticate. It is not a
runtime dependency of this package; attesto_phoenix uses it only in tests as
an external client compatibility check.
Database migration
The generated migration owns the operational tables backing the attesto store
behaviours: attesto_authorization_codes, attesto_refresh_tokens,
dpop_nonces, dpop_replays, and attesto_pushed_authorization_requests, plus
two feature tables — attesto_client_id_metadata (the CIMD client-metadata
cache) and attesto_consent_grants (the single-use, request-bound consent-grant
primitive). It does not own a clients table (that is yours, behind
:load_client).
Generate the migration into your app:
mix attesto_phoenix.gen.migration --repo MyApp.Repo

Then run it:
mix ecto.migrate

Clustering
Every mutable OAuth store has a Postgres-backed implementation, so a clustered
or load-balanced deployment holds no OAuth state per node — a request can bounce
across machines mid-flow. Access tokens are stateless signed JWTs (any node
validates any token against the shared keystore); everything else lives in
Postgres with atomic single-use enforcement (DELETE … RETURNING for codes and
PAR references, conditional UPDATE for nonces, INSERT … ON CONFLICT for the
replay cache, transactional refresh rotation/family revocation).
To be fully clusterable, wire the Ecto stores (the mix attesto_phoenix.install
config block does this by default):
code_store:    AttestoPhoenix.Store.EctoCodeStore,
refresh_store: AttestoPhoenix.Store.EctoRefreshStore,
nonce_store:   AttestoPhoenix.Store.EctoNonceStore,
replay_check:  {AttestoPhoenix.Store.EctoReplayCheck, :check_and_record},
par_store:     AttestoPhoenix.Store.EctoPARStore
Single-node deployments may instead leave the defaults (in-memory ETS for
nonces, replay, and PAR); the Ecto variants exist for clustered correctness.
PAR is the one to watch: its default is single-node ETS, but FAPI 2.0
requires PAR, so a clustered FAPI deployment must set
par_store: AttestoPhoenix.Store.EctoPARStore or a pushed request_uri will not
resolve on the node that later handles /authorize.
Guides and examples
	Example configurations - confidential and public-client
configuration sketches.
	Consumer migration - moving from a custom or
legacy OAuth route surface while keeping historical migrations compiling.
	Proxy and canonical host - issuer,
forwarded header, and HTTPS behavior behind proxies/CDNs.
	Replay and nonce production notes -
shared-store requirements for clustered DPoP replay and nonce handling.
	Error envelope hooks - using :send_error and
related callbacks to keep a host application's API error format.
	Identity Assertion grant (ID-JAG / MCP EMA) -
enabling the jwt-bearer grant, configuring trusted issuers, and wiring the
subject-resolution callback.
	Livebook demo - a self-contained
Phoenix/Bandit resource-server demo using Req + req_dpop.

Development
mix deps.get
mix precommit
mix test --include ecto   # requires Postgres

License
MIT. See LICENSE.


  

    Example configurations

Two minimal AttestoPhoenix.Config setups. Both assume the host has wired the
router macro and a pipeline that installs the config on the connection.
Confidential client (server-side app, client secret)
A confidential client authenticates with a secret at the token endpoint
(RFC 6749 §2.3.1). This config issues access and refresh tokens for the
authorization-code grant and serves discovery.
AttestoPhoenix.Config.new(
  issuer: "https://auth.example",
  keystore: MyApp.Keystore,
  repo: MyApp.Repo,

  # Client registry (AttestoPhoenix.ClientStore).
  load_client: &MyApp.AuthZ.load_client/1,
  verify_client_secret: &MyApp.AuthZ.verify_client_secret/2,
  client_id: &MyApp.AuthZ.client_id/1,
  client_redirect_uris: &MyApp.AuthZ.client_redirect_uris/1,
  client_public?: fn _client -> false end,

  # Subject (AttestoPhoenix.PrincipalStore).
  load_principal: &MyApp.AuthZ.load_principal/1,
  build_principal: &MyApp.AuthZ.build_principal/3,

  # Login + consent (AttestoPhoenix.ConsentPolicy).
  authenticate_resource_owner: &MyApp.AuthZ.authenticate_resource_owner/3,
  consent: &MyApp.AuthZ.consent/3,

  # Scope policy (AttestoPhoenix.ScopePolicy); omit to default to
  # "subset of :scopes_supported".
  authorize_scope: &MyApp.AuthZ.authorize_scope/2,
  scopes_supported: ["openid", "profile", "email"],

  # Shared production token stores.
  code_store: AttestoPhoenix.Store.EctoCodeStore,
  refresh_store: AttestoPhoenix.Store.EctoRefreshStore,
  replay_check: &AttestoPhoenix.Store.EctoReplayCheck.check_and_record/2,
  nonce_store: AttestoPhoenix.Store.EctoNonceStore,
  sweep_interval_ms: 60_000
)
Public PKCE client (native / SPA, no secret)
A public client holds no secret and proves possession of the authorization
code with PKCE (RFC 7636). It authenticates at the token endpoint with
none.
AttestoPhoenix.Config.new(
  issuer: "https://auth.example",
  keystore: MyApp.Keystore,
  repo: MyApp.Repo,

  load_client: &MyApp.AuthZ.load_client/1,
  # A public client presents no secret; verification always fails closed if a
  # secret is somehow presented.
  verify_client_secret: fn _client, _secret -> false end,
  client_id: &MyApp.AuthZ.client_id/1,
  client_redirect_uris: &MyApp.AuthZ.client_redirect_uris/1,
  client_public?: fn _client -> true end,

  load_principal: &MyApp.AuthZ.load_principal/1,
  build_principal: &MyApp.AuthZ.build_principal/3,
  authenticate_resource_owner: &MyApp.AuthZ.authenticate_resource_owner/3,

  # require_pkce defaults to true; PKCE is enforced for the code grant.
  scopes_supported: ["openid", "profile"],

  code_store: AttestoPhoenix.Store.EctoCodeStore,
  refresh_store: AttestoPhoenix.Store.EctoRefreshStore,
  replay_check: &AttestoPhoenix.Store.EctoReplayCheck.check_and_record/2,
  nonce_store: AttestoPhoenix.Store.EctoNonceStore,
  sweep_interval_ms: 60_000
)
Mounting somewhere other than /oauth
Both configs above advertise the historic /oauth/* endpoints. To advertise a
different mount (for example /mcp/oauth), add a single key:
oauth_path_prefix: "/mcp/oauth"
See guides/consumer_migration.md for the details.


  

    Migrating to Attesto from Boruta or a custom OAuth provider

A checklist for replacing an existing OAuth/OIDC provider (Boruta, a
hand-rolled provider, or an ex_oauth2_provider-style library) with the
attesto / attesto_phoenix stack.
1. Mount the routes
Add the router macro and mount the endpoints. The well-known documents are
always at the host root (RFC 8615); the OAuth endpoints live under your chosen
prefix:
use AttestoPhoenix.Router

scope "/" do
  attesto_routes(registration: true)
end
2. Configure the host callbacks
Build an AttestoPhoenix.Config. The recommended production shape is the named
behaviours - AttestoPhoenix.ClientStore, AttestoPhoenix.PrincipalStore,
AttestoPhoenix.ScopePolicy, AttestoPhoenix.ConsentPolicy,
AttestoPhoenix.RegistrationStore, AttestoPhoenix.EventSink - wired into the
matching Config keys. See guides/examples.md for minimal configs.
3. Map your existing client store
Your old provider already has a client table. Point :load_client,
:verify_client_secret, :client_id, :client_redirect_uris, and
:client_public? at it. You do not need to migrate the rows into a new schema;
you need callbacks that read your existing rows.
4. Remove the runtime provider, keep historical migrations
This is the step that trips people up. When you delete the old provider
dependency:
	Remove the runtime code - the old provider's plugs, routes, and any
use OldProvider.X lines.

	Keep the historical migrations working. Your repo's migration history
still references the old provider's tables and, sometimes, helper modules
the old provider exposed at migration time. If you delete the dependency
outright, mix ecto.migrate on a fresh database fails when it reaches
those old migrations.
Options that keep history runnable:
	Leave the old migrations as-is and keep a thin compatibility shim for
any module they reference, OR
	Squash the historical migrations into a single baseline that no longer
references the removed dependency (only safe once every environment is
past those migrations), OR
	Replace the dependency-specific calls inside the old migration files
with the raw SQL they generated, so the migration no longer needs the
dependency at all.

Pick one before removing the dep from mix.exs. Do not remove the dep and
discover the break on the next clean deploy.


5. Scope and token claims
Move scope policy into :authorize_scope (or AttestoPhoenix.ScopePolicy) and
the principal/claim shaping into :build_principal /
:build_userinfo_claims. Attesto owns the JWT/JWKS/DPoP mechanics; your host
owns who the subject is and which scopes a client may hold.
6. Verify discovery
Fetch /.well-known/oauth-authorization-server and
/.well-known/openid-configuration and confirm every advertised endpoint URL
points at a route you actually mounted.
Note for a /mcp/oauth (or any non-/oauth) consumer
If you mount the OAuth endpoints somewhere other than /oauth - for example
under /mcp/oauth to avoid colliding with a legacy provider at /oauth - set
the mount once:
oauth_path_prefix: "/mcp/oauth"
With that set, the discovery documents and the RFC 7591
registration_client_uri advertise the /mcp/oauth/* paths automatically, and
AttestoPhoenix.Config.to_attesto_config/2 passes the resolved token path into
the core config for you. A consumer that previously hand-passed
token_endpoint_path: "/mcp/oauth/token" into to_attesto_config/2 can drop
that argument once :oauth_path_prefix is set, since the resolver now derives
it. (Explicit per-endpoint overrides such as :token_path still win if you
need a path that does not follow the prefix.)


  

    Issuer, resource, and redirect URL correctness behind a proxy

Behind Fly, NGINX, a CDN, or any reverse proxy, the request the application
sees is not the request the client sent: the scheme is often plain HTTP after
TLS termination, and the Host header may be an internal name. OAuth and OIDC
URL correctness depends on the canonical, client-visible host and scheme,
not on whatever reached the application socket.
Why this matters
	The issuer (iss) is minted into every token and published in the
discovery documents (RFC 8414 §2). It MUST be the canonical https URL
clients use. Deriving it from a live request behind a proxy can leak an
internal host or an http scheme.

	The DPoP htu (RFC 9449 §4.3) is the URL the client signed. If the
server computes htu from a proxied request it may not match what the
client signed, and valid proofs are rejected.

	Redirect URIs are exact-matched (RFC 6749 §3.1.2.3). A host/scheme
mismatch breaks the match.


Configure the canonical identity, not the request
AttestoPhoenix.Config:
	:issuer - set this to the fixed canonical https issuer URL. The library
derives the discovery issuer and the advertised endpoint URLs from it (via
the :oauth_path_prefix / per-endpoint path resolvers), so it never needs
to reconstruct the host from a request. This is stable behind any TLS
terminator.

	:trusted_proxies - the list of trusted proxy CIDRs/IPs that controls
whether X-Forwarded-* headers are honored. Default [] (no forwarded
trust): nothing is taken from a Forwarded / X-Forwarded-* header unless
the immediate peer is in this list. Set it to your proxy's address range so
forwarded scheme/host are trusted only from your proxy and never from an
arbitrary client.

	:require_https - keep this true (the default) in production so the
endpoints enforce HTTPS.

	:htu - (conn -> canonical_url_string). When the default derivation from
:trusted_proxies is not enough (an unusual proxy chain, a host rewrite),
override exactly how the DPoP htu is computed. Return the canonical URL
the client would have signed.


Checklist
	[ ] :issuer is the fixed canonical https URL (no internal host).
	[ ] :trusted_proxies lists your proxy's address range, nothing wider.
	[ ] :require_https is true.
	[ ] Advertised endpoint paths match the mount via :oauth_path_prefix (seethe consumer migration guide).

	[ ] If proofs are rejected behind the proxy, set :htu to return thecanonical signed URL.




  

    DPoP replay and nonce stores in production

The default DPoP jti replay cache and DPoP nonce store are single-node,
in-memory (ETS / process-local) stores. They are for development and test
only. Do not run them in a multi-node deployment.
Why the in-memory stores are dev/test only
DPoP (RFC 9449) defends against proof replay by remembering every jti it has
seen within the proof's acceptance window and rejecting a second use (RFC 9449
§11.1). Server-issued DPoP nonces (RFC 9449 §8 / §9) work the same way: the
nonce a client must echo is tracked server-side.
An in-memory store remembers only what one node has seen. With two or more
nodes behind a load balancer, a replayed proof that lands on a different node
than the original is not detected, because that node never saw the first
use. The replay protection silently degrades to "per-node," which is no
protection at all under any normal load-balancing.
DPoP replay protection is only as strong as the shared store behind it. If
the store is not shared across every node that terminates token requests, the
protection is not real.

What production requires
Wire a shared store that every node reads and writes:
	Replay check - set :replay_check to a shared implementation. The
library ships AttestoPhoenix.Store.EctoReplayCheck, backed by the same
Ecto repo as the rest of the token stores:
replay_check: &AttestoPhoenix.Store.EctoReplayCheck.check_and_record/2

	Nonce store - set :nonce_store to a shared
Attesto.DPoP.NonceStore implementation. The library ships
AttestoPhoenix.Store.EctoNonceStore:
nonce_store: AttestoPhoenix.Store.EctoNonceStore


A Redis-backed store is equally valid as long as every node shares it; the
contract is "one store, all nodes."
TTL and the sweeper
A shared replay/nonce store accumulates rows that are only relevant for the
proof acceptance window. Two things keep it bounded:
	TTL - each recorded jti / nonce carries an expiry tied to the
acceptance window. An expired row can never cause a false replay rejection,
so it is safe to delete.

	Sweeper - AttestoPhoenix.Store.Sweeper periodically deletes expired
rows. Start it under your supervision tree and set the interval via
:sweep_interval_ms in AttestoPhoenix.Config:
sweep_interval_ms: 60_000
If :sweep_interval_ms is unset the sweeper is not started, and expired
rows are retained until you prune them another way.


Checklist
	[ ] :replay_check points at a store shared by every node.
	[ ] :nonce_store points at a store shared by every node.
	[ ] The store's tables are migrated (mix attesto_phoenix.gen.migration).
	[ ] AttestoPhoenix.Store.Sweeper is supervised with :sweep_interval_msset, or another prune mechanism is in place.




  

    Fitting OAuth errors into an existing JSON error envelope

The authorization-server controllers and the protected-resource plugs render
errors through AttestoPhoenix.OAuthError, which owns the RFC-mandated status
codes, WWW-Authenticate challenges, and cache-control semantics. An app that
already has its own JSON error shape can reshape the body without losing
those RFC guarantees, using three optional transport hooks in
AttestoPhoenix.Config.
These hooks change only the transport rendering. The error code, the HTTP
status, the challenge header, and the no-store semantics are still owned by the
library.
:send_error - reshape the body
(conn, status, body_map -> conn). Called to serialize an OAuth/OIDC error
into the host's envelope. Preserve status and the meaning of body_map
(which carries error and, usually, error_description per RFC 6749 §5.2).
send_error: fn conn, status, body_map ->
  conn
  |> Plug.Conn.put_status(status)
  |> Phoenix.Controller.json(%{
    "ok" => false,
    # Keep the RFC fields so spec-compliant clients still parse the error.
    "error" => %{
      "code" => body_map["error"] || body_map[:error],
      "message" => body_map["error_description"] || body_map[:error_description]
    }
  })
end
Do not drop the RFC status: a token error is 400/401 for a reason
(RFC 6749 §5.2), and clients branch on it.
:www_authenticate - write the challenge header
(conn, challenge_string -> conn). RFC 6749 §5.2 and RFC 6750 §3 require a
matching WWW-Authenticate header on 401s. The library computes the exact
challenge string (scheme + error, error_description, scope, and DPoP
algs auth-params); this hook only writes it.
www_authenticate: fn conn, challenge ->
  Plug.Conn.put_resp_header(conn, "www-authenticate", challenge)
end
Write the challenge verbatim. Rewriting it risks dropping an auth-param a
client needs (for example the DPoP algs).
:no_store - suppress caching
(conn -> conn). A token/credential response must never be cached
(RFC 6749 §5.1). This hook applies the host's no-store headers.
no_store: fn conn ->
  Plug.Conn.put_resp_header(conn, "cache-control", "no-store")
end
What stays the library's job
	Choosing the error code and HTTP status per the governing RFC.
	Deciding when a WWW-Authenticate challenge or no-store header is
required.
	Computing the challenge string contents.

The hooks let you control the bytes; they do not let you change the protocol
semantics.


  

    Identity Assertion grant (ID-JAG / MCP Enterprise-Managed Authorization)

The Identity Assertion JWT Authorization Grant (ID-JAG,
draft-ietf-oauth-identity-assertion-authz-grant-04)
is the grant behind MCP Enterprise-Managed Authorization (EMA). It lets an
enterprise IdP centrally provision access to a resource application with no
browser redirect and no consent screen.
The flow has two token steps; attesto is the resource application's
authorization server and implements only the second:
	(not attesto's job) The client performs an RFC 8693 token exchange at the
IdP, trading the user's ID token / SAML assertion for an ID-JAG: a
short-lived JWT, signed by the IdP, asserting one user for one resource
application.

	(attesto's job) The client presents that ID-JAG to attesto's token endpoint
as an RFC 7523 §4 JWT-bearer authorization grant and receives a normal access
token:
POST /oauth/token
Authorization: Basic <client credentials>     # the grant requires client auth
Content-Type: application/x-www-form-urlencoded

grant_type=urn:ietf:params:oauth:grant-type:jwt-bearer
&assertion=<the ID-JAG JWT>
&scope=mcp:read            # optional; bounded by the assertion's scope claim


This is not private_key_jwt client authentication (RFC 7523 §3, which
asserts the client's identity) and not the
urn:ietf:params:oauth:grant-type:token-exchange grant (RFC 8693, which runs at
the IdP).
What attesto validates
Attesto.IdentityAssertion verifies the assertion and the token core maps every
failure to RFC 6749 §5.2 invalid_grant (a missing assertion parameter is
invalid_request):
	JOSE header typ is oauth-id-jag+jwt.
	the signature verifies against the trusted issuer's JWKS.
	iss is a configured trusted issuer (an unconfigured issuer is denied without
revealing the trusted set).
	aud is exactly this server's issuer identifier.
	the required iss, sub, aud, client_id, jti, exp, iat claims are
present; exp/iat/nbf are within skew and the assertion is not expired.
	the client_id claim matches the authenticated client.
	the jti has not been replayed.

The asserted scope claim (when present) is the ceiling on what the issued
token may carry; your :authorize_scope policy narrows from there.
Configuration
The feature is off by default. Enable it under :jwt_bearer:
config :my_app, AttestoPhoenix.Config,
  # ... issuer, keystore, repo, the usual callbacks ...
  jwt_bearer: [
    enabled: true,
    issuers: %{
      # A trusted enterprise IdP with STATIC keys:
      "https://idp.example.com" => [
        jwks: %{"keys" => [%{"kty" => "RSA", "kid" => "...", "n" => "...", "e" => "AQAB"}]},
        allowed_algs: ["RS256", "ES256"]   # optional; defaults to all supported
      ],
      # ...or one whose keys are fetched (and cached) from its JWKS URI:
      "https://idp.other.com" => [
        jwks_uri: "https://idp.other.com/.well-known/jwks.json"
      ]
    },
    assertion_max_lifetime_seconds: 300   # optional ceiling on exp - iat
  ],
  resolve_jwt_bearer_subject: &MyApp.AuthZ.resolve_jwt_bearer_subject/1
When enabled, urn:ietf:params:oauth:grant-type:jwt-bearer is added to
grant_types_supported (both discovery documents and the token endpoint honour
it). Config validation fails closed at boot if you enable the grant without a
trusted-issuer source or without the subject-resolution callback.
:jwt_bearer options
	key	meaning
	:enabled	turns the grant on (default false)
	:issuers	%{issuer_url => issuer_opts}; issuer_opts carries :jwks (static), :jwks_uri (fetched + cached), :allowed_algs, and an optional :audience override (defaults to the AS issuer)
	:assertion_max_lifetime_seconds	reject an assertion whose exp - iat exceeds this (default 300)
	:jwks_resolver	optional (issuer, issuer_opts) -> {:ok, jwks}; full host control, bypasses :jwks/:jwks_uri
	:jwks_fetcher / :jwks_cache	the SSRF-guarded remote-JWKS fetch + cache for :jwks_uri issuers (reused from the CIMD seam; default Req + the Ecto cache)

jti replay reuses the configured :replay_check (the same store as DPoP),
namespaced so an ID-JAG jti never collides with a DPoP proof's. In a cluster,
set :replay_check to {AttestoPhoenix.Store.EctoReplayCheck, :check_and_record}
as you would for DPoP.
Wiring the subject-resolution callback
The asserted sub is the IdP's identifier for the user; you map it to your
local subject. The callback receives the validated claims (signature, trust,
client_id binding, jti replay already checked) and returns the local subject
or denies. It is also installable as resolve_jwt_bearer_subject/1 on an
AttestoPhoenix.PrincipalStore module.
def resolve_jwt_bearer_subject(claims) do
  # `claims["sub"]` is unique when scoped with `claims["iss"]`; `claims["email"]`
  # is often also present. Map to YOUR account model however you choose.
  case MyApp.Accounts.fetch_by_external_id(claims["iss"], claims["sub"]) do
    {:ok, user} -> {:ok, "user:#{user.id}"}   # the subject the token is minted for
    :error -> {:error, :no_local_account}     # a deny becomes invalid_grant
  end
end
The returned subject string is exactly what your :build_principal callback then
receives, so token claim-shaping is unchanged from the other grants.
A refresh token is issued only when offline_access is granted and a
:refresh_store is configured (the same policy as the authorization-code grant).


  

    AttestoPhoenix Live Demo

This notebook starts a tiny Phoenix router under Bandit, wires
AttestoPhoenix.Plug.Authenticate, mints an Attesto access token, and calls the
protected route with Req plus
ReqDPoP. It is a self-contained demo of
the resource-server side of attesto_phoenix.
For a production authorization server, use the installer and migrations from the
README:
mix attesto_phoenix.install
mix attesto_phoenix.gen.migration --repo MyApp.Repo
mix ecto.migrate

Install packages
Mix.install([
  {:attesto_phoenix, "~> 0.6"},
  {:req, "~> 0.5"},
  {:req_dpop, "~> 0.5"},
  {:bandit, "~> 1.0"},
  {:phoenix, "~> 1.7"}
])
Configure a demo issuer
defmodule DemoKeystore do
  @behaviour Attesto.Keystore

  @impl true
  def signing_pem do
    :persistent_term.get({__MODULE__, :signing_pem})
  end

  @impl true
  def verification_pems, do: [signing_pem()]
end

signing_pem =
  JOSE.JWK.generate_key({:rsa, 2048})
  |> JOSE.JWK.to_pem()
  |> elem(1)

:persistent_term.put({DemoKeystore, :signing_pem}, signing_pem)

principal_kind =
  Attesto.PrincipalKind.new("user", "usr_",
    required_claims: [{"client_id", :non_empty_string}]
  )

demo_port = 4057 + :rand.uniform(1000)
demo_base_url = "https://localhost:#{demo_port}"

attesto_phoenix_config =
  AttestoPhoenix.Config.new(
    issuer: "https://issuer.example",
    audience: "https://issuer.example",
    keystore: DemoKeystore,
    repo: DemoRepo,
    load_client: fn _client_id -> {:error, :not_found} end,
    verify_client_secret: fn _client, _secret -> false end,
    load_principal: fn subject -> {:ok, %{subject: subject, role: :demo}} end,
    principal_kinds: [principal_kind],
    # Demo-only: production deployments should use a shared replay store.
    replay_check: fn _jti, _ttl_seconds -> :ok end,
    # Demo-only: pin the canonical DPoP htu to the HTTPS route the notebook
    # calls. Attesto rejects DPoP proofs over plain HTTP.
    htu: fn _conn -> demo_base_url <> "/api/protected" end,
    require_https: false
  )

attesto_config =
  AttestoPhoenix.Config.to_attesto_config(attesto_phoenix_config,
    principal_kinds: [principal_kind]
  )
Start a Phoenix router
defmodule DemoProtectedPlug do
  import Plug.Conn

  def init(opts), do: opts

  def call(conn, _opts) do
    body =
      JSON.encode!(%{
        ok: true,
        subject: conn.assigns.attesto_context.subject,
        scopes: conn.assigns.attesto_context.scope,
        sender: conn.assigns.attesto_context.cnf
      })

    conn
    |> put_resp_content_type("application/json")
    |> send_resp(200, body)
  end
end

defmodule DemoRouter do
  use Phoenix.Router

  pipeline :protected do
    plug :authenticate
  end

  scope "/api" do
    pipe_through :protected

    forward "/protected", DemoProtectedPlug
  end

  defp authenticate(conn, _opts) do
    AttestoPhoenix.Plug.Authenticate.call(conn,
      config: :persistent_term.get({__MODULE__, :attesto_phoenix_config})
    )
  end
end

:persistent_term.put({DemoRouter, :attesto_phoenix_config}, attesto_phoenix_config)

demo_cert = """
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
"""

demo_key = """
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----
"""

certfile = Path.join(System.tmp_dir!(), "attesto_phoenix_demo_cert.pem")
keyfile = Path.join(System.tmp_dir!(), "attesto_phoenix_demo_key.pem")
File.write!(certfile, demo_cert)
File.write!(keyfile, demo_key)

{:ok, _server} =
  Bandit.start_link(
    plug: DemoRouter,
    scheme: :https,
    port: demo_port,
    certfile: certfile,
    keyfile: keyfile
  )
Mint a DPoP-bound token
dpop_key = ReqDPoP.Key.generate(:es256)
dpop_jkt = ReqDPoP.Key.thumbprint(dpop_key)

principal = %{
  kind: "user",
  sub: "usr_demo_123",
  scopes: ["openid", "read:demo"],
  claims: %{"client_id" => "demo-client"}
}

{:ok, minted} = Attesto.Token.mint(attesto_config, principal, dpop_jkt: dpop_jkt)

minted.token_type
Call the protected route with Req + ReqDPoP
client =
  Req.new(
    base_url: demo_base_url,
    connect_options: [transport_opts: [verify: :verify_none]]
  )
  |> ReqDPoP.attach(key: dpop_key, access_token: minted.access_token)

response = Req.get!(client, url: "/api/protected")

{response.status, response.body}
Expected result:
{200,
 %{
   "ok" => true,
   "scopes" => ["openid", "read:demo"],
   "sender" => %{"jkt" => ^dpop_jkt},
   "subject" => "usr_demo_123"
 }}
Present the same token as Bearer
A DPoP-bound token must not work as a plain Bearer token.
bearer_response =
  Req.get!(demo_base_url <> "/api/protected",
    headers: [{"authorization", "Bearer " <> minted.access_token}],
    connect_options: [transport_opts: [verify: :verify_none]]
  )

{bearer_response.status, bearer_response.body}
Expected result:
{401, %{"error" => "invalid_token"}}


  

    Changelog

All notable changes to this project are documented here. The format is
based on Keep a Changelog and this
project adheres to Semantic Versioning.
[0.19.0] - 2026-06-23
Added
	Dynamic-registration default scope (RFC 7591 §2). A new
:registration_default_scope config assigns a scope to a client that
registers without one — :scopes_supported for the full catalog, or an
explicit list (validated against :scopes_supported at boot) — echoed back in
the §3.2.1 response so the client learns what it got. Default nil keeps the
prior fail-closed behavior (a scopeless registration stays scopeless). This
lets a scopeless DCR client (e.g. an MCP/agent client) register with a usable
scope as protocol behavior, rather than each host's authorize_scope fallback
reinventing it.

Changed
	Token-endpoint error diagnostics. POST /oauth/token now logs the
resolved RFC 6749 §5.2 error code + description at :debug at the single
render boundary, so a host operator can tell e.g. invalid_scope from
invalid_grant behind an otherwise-opaque 400 without reading the source. The
level is :debug so a 4xx under load is never prod log noise; the structured
:token_denied event still carries the same reason for hosts that want it
louder.

[0.18.0] - 2026-06-23
Added
	OpenID Connect Logout (RP-Initiated Logout 1.0 + Back-Channel Logout 1.0).
A logout: true option on attesto_routes/1 mounts GET/POST /oauth/end_session (AttestoPhoenix.Controller.EndSessionController), gated
by a logout: [enabled: true] config block. The endpoint verifies the
id_token_hint, validates post_logout_redirect_uri against the client's
registered set (exact match — no open redirect), and either redirects with
state or hands off to the host's logged-out page.
	The host is the session authority: a REQUIRED :terminate_session
callback clears the browser session and returns the confirmed
%{sid, subject} that scopes the Back-Channel fan-out — so a replayed or
stolen id_token_hint cannot force-log-out an arbitrary session.
AttestoPhoenix.Config raises at boot if logout is enabled without it (no
fail-open logout). :render_logged_out is an optional page renderer.
	Back-Channel fan-out: a logout_token is POSTed to every RP holding the
terminated session, recorded at ID-Token mint
(AttestoPhoenix.Schema.LogoutSession + EctoLogoutSessionStore, a new
attesto_logout_sessions table) and taken atomically
(DELETE ... RETURNING) so concurrent logouts cannot double-deliver.
Delivery (AttestoPhoenix.BackChannelLogout / .Req) is best-effort and
SSRF-guarded: a backchannel_logout_uri is honored only when it is https
with no userinfo/fragment and a non-internal host (loopback / RFC 1918 /
link-local / ULA literals are refused).
	The authorization endpoint threads the host's :sid (from the authenticate
subject map) into the ID Token, and dynamic registration accepts
post_logout_redirect_uris, backchannel_logout_uri, and
backchannel_logout_session_required. Discovery advertises
end_session_endpoint + backchannel_logout_supported +
backchannel_logout_session_supported when enabled. The sweeper reaps
expired logout-session rows.


	Requires attesto ~> 0.13.


[0.17.0] - 2026-06-23
Added
	RFC 8628 Device Authorization Grant. A device: true option on
attesto_routes/1 mounts POST /oauth/device_authorization and the
GET/POST /oauth/device_verification page; the token endpoint gains a
device_code grant dispatch (the §3.5 polling errors render with their own
codes, not collapsed to invalid_grant). A PUBLIC (:none) client MUST
present a DPoP proof at the device-authorization endpoint (a device-issued
bearer token has no PKCE/redirect backstop), and the bound RFC 8707 resource
/ RFC 9470 acr+auth_time thread through to the minted token. New
device_authorization config block + :device_code_store, the
AttestoPhoenix.Store.EctoDeviceCodeStore (every transition a single guarded
atomic UPDATE) + attesto_device_codes table, the
:authenticate_device_user / :render_device_verification host callbacks,
and device_authorization_endpoint advertised in discovery when enabled.

Changed
	Requires attesto ~> 0.12.

[0.16.0] - 2026-06-22
Added
	RFC 9470 Step-Up Authentication. The token endpoint mints the
authentication context (acr / auth_time) onto access tokens so a resource
server can enforce a step-up requirement: authorization_code mints them from
the redeemed code's claims, and the refresh family persists and replays the
ORIGINAL acr / auth_time (never re-stamped on rotation). A machine grant
establishes no auth context and so fails closed against any step-up
requirement. New acr / auth_time columns on attesto_refresh_tokens
(migration generator + schema).

Changed
	Requires attesto ~> 0.11.

Fixed
	Refresh-family revocation race (security). AttestoPhoenix.Store.EctoRefreshStore
now serializes insert/1 and revoke_family/1 for a given family with a
Postgres advisory transaction lock. Previously, under READ COMMITTED, a
successor insert could interleave with a concurrent family revocation and
leave a live token in a revoked family (a FOR UPDATE on existing rows would
not catch the just-inserted successor — a phantom). Sticky family revocation
(RFC 6749 §10.4 / OAuth 2.0 Security BCP) now holds under concurrency.

[0.15.0] - 2026-06-22
Added
	RFC 8707 Resource Indicators across every grant. client_credentials,
token exchange, and jwt-bearer validate (§2.1) and authorize (§2.2) the
request-time resource and mint the access-token aud from it;
authorization_code binds the resource authorized at the authorize endpoint
and mints aud from it (optionally narrowed at redemption, never widened);
refresh_token carries and subset-narrows it. Multiple allow-listed resources
mint a JWT aud array; an unserved resource is invalid_target.
	Grant-agnostic resource_indicators: [allowed_resources, allowed_resources_for]
config and AttestoPhoenix.Config.allowed_resources/2 (server :audience +
static list + optional per-client callback), replacing the jwt-bearer-only
jwt_bearer: [allowed_resources].
	A resource column persisted on the authorization-code and refresh-token
stores (migration generator + schemas).

Security
	Token exchange now ceilings a requested resource to the subject token's own
aud (RFC 8693 §2.1 / RFC 8707): a token confined to resource A can no longer
be exchanged for one audienced to a sibling resource B.

Changed
	Requires attesto ~> 0.10.

[0.14.2] - 2026-06-22
Fixed
	AttestoPhoenix.RequestContext now folds an IPv4-mapped IPv6 peer address
(::ffff:a.b.c.d) back to its IPv4 tuple before testing it against
:trusted_proxies. A dual-stack listener bound on :: (the common Docker /
Kamal topology, where a TLS-terminating reverse proxy reaches the app over an
IPv4 bridge network) surfaces the proxy peer as ::ffff:172.x.y.z, which an
IPv4 CIDR allowlist (e.g. 172.16.0.0/12) never matched — so the proxy was
treated as untrusted, X-Forwarded-Proto: https was ignored, and a
legitimately TLS-terminated request to the token / protected-resource
endpoint was misread as plain HTTP and refused with invalid_request
("TLS required"). The fold makes the forwarded-header trust gate work behind
such a proxy without widening the allowlist to IPv6.

[0.14.1] - 2026-06-22
Fixed
	AttestoPhoenix.Store.NonceStore now calls the Attesto.DPoP.NonceStore
behaviour callback issue/1 (with an explicit TTL) on its config-free
fallback, instead of an arity-0 issue/0 that the behaviour does not
guarantee. A third-party nonce store implementing the behaviour exactly
(issue/1 only, without an arity-0 convenience) is now dispatched correctly
rather than crashing in the fallback. The bundled ETS and Ecto stores are
unaffected. Doc corrected to stop referring to a non-existent issue/0.
	The token endpoint now rejects a request carrying more than one DPoP header
outright with invalid_dpop_proof (RFC 9449 §4.3), rather than silently
selecting one proof — closing a header-smuggling vector where an intermediary
could inject an attacker's proof.
	An unparseable client certificate at the token endpoint now returns
invalid_request ("invalid client certificate") rather than invalid_client:
non-X.509 bytes are a malformed request parameter (there is nothing to bind a
token to), not a client-authentication failure.
	The token-endpoint denial path no longer raises when the request body was
never parsed (e.g. a rejected/unsupported Content-Type leaves body_params
an %Plug.Conn.Unfetched{} struct). It now falls back to the action params
instead of treating the struct as parsed params and raising on key access.

[0.14.0] - 2026-06-22
Security
	AttestoPhoenix.AuthorizationServer.SenderConstraint.resolve/3 now resolves a
client's REQUIRED sender constraint before any opportunistic binding, so a
required constraint can no longer be satisfied by presenting a DIFFERENT
valid one. Previously the first opportunistically-present constraint was
bound before the client's requirement was checked: a DPoP-required client
that presented a client certificate (and no proof) was issued an
mTLS-bound token, and symmetrically an mTLS-required client presenting a DPoP
proof was DPoP-bound — defeating the per-client policy. Now a DPoP-required
client is bound only by a DPoP proof (a certificate-only request is rejected
with DPoP proof required), an mTLS-required client only by a certificate (a
proof-only request is rejected with client certificate required), and a
client requiring neither keeps the existing opportunistic precedence
(DPoP over mTLS, else Bearer).

Fixed
	The token-endpoint and resource-server DPoP paths now accept a
{module, function} / {module, function, extra_args} MFA :replay_check.
The configured callback was passed verbatim to Attesto.DPoP.verify_proof/2,
which requires a bare 2-arity function, so a host configuring an MFA replay
store (the only form config can hold) crashed with an ArgumentError on every
DPoP request. All four DPoP verify sites — token endpoint, PAR, UserInfo, and
the Authenticate plug — now adapt the callback via
AttestoPhoenix.Callback.to_fun2/1.
	dpop_nonce_required: true no longer crashes when AttestoPhoenix.Config is
configured under the host's own otp_app. The DPoP paths now thread the live
request config into nonce issuance and validation instead of letting the
nonce store re-resolve config from a hardcoded :attesto_phoenix otp_app
(which raised when the host configured the library elsewhere). A persistent
nonce store such as AttestoPhoenix.Store.EctoNonceStore receives the
resolved config and never has to guess an otp_app.

Added
	AttestoPhoenix.Callback.to_fun2/1 adapts any configured callback form into
the bare 2-arity function the DPoP verifier requires for :replay_check.
	AttestoPhoenix.Store.NonceStore dispatches to the configured
Attesto.DPoP.NonceStore, threading the live %AttestoPhoenix.Config{} to a
store's config-aware issue/2 / valid?/2 entrypoints when present and
falling back to the behaviour arities for config-free stores.

[0.13.5] - 2026-06-21
Added
	:token_denied events now carry richer audit metadata: :client_id when
known, structured :reason as the OAuth error atom, and sender-constraint
fields mirroring issuance events (:token_type, :sender_constraint, and
:cnf).
	AttestoPhoenix.AuthorizationServer.SenderConstraint.audit_metadata/2 exposes
the shared sender-constraint audit classification used by token denial events.

Changed
	AttestoPhoenix.Controller.TokenController now rejects token requests whose
Content-Type is not application/x-www-form-urlencoded or
application/json before client authentication. Unsupported media types
return 400 invalid_request naming the rejected Content-Type.

Fixed
	Token endpoint invalid_client responses from Authorization-header client
authentication now follow RFC 6749 §5.2: Basic/header failures return 401
with a matching WWW-Authenticate challenge, while body credentials and
absent credentials remain 400 without a challenge.

[0.13.4] - 2026-06-21
Added
	AttestoPhoenix.ConsentGrant.binding_from_params/2 builds the same canonical
consent-grant binding as binding/2 from raw string-keyed OAuth params, so
consent-screen mint actions and live /authorize consume callbacks no longer
need duplicate host-side binding reconstruction.

[0.13.3] - 2026-06-21
Added
	Token issuance events now include sender-constraint audit metadata.
:token_issued events, plus the related :refresh_issued and
:refresh_rotated issuance events, now preserve the mint-time sender
constraint in event.metadata: :token_type ("Bearer" or "DPoP"),
:sender_constraint (:none, :dpop, or :mtls), and :cnf
(%{"jkt" => thumbprint}, %{"x5t#S256" => thumbprint}, or nil). Existing
:client_ip metadata is unchanged.

[0.13.2] - 2026-06-21
Fixed
	Consent grants now bind the PKCE code_challenge_method.
AttestoPhoenix.ConsentGrant.binding/2 and binding_hash/1 now include
code_challenge_method alongside code_challenge, so a grant consented for
an S256 authorization request cannot be reused for an otherwise-identical
plain request with the same challenge value. Missing PKCE fields continue to
canonicalize as empty strings.

Compatibility
	The consent-grant hash input changed. Any consent grant minted before this
upgrade will not match after the upgrade. Consent grants are single-use and
short-TTL, so the practical effect is limited to an in-flight authorization
started across the upgrade re-prompting once.

[0.13.1] - 2026-06-21
Added
	Optional OpenApiSpex token endpoint helpers.
AttestoPhoenix.OpenAPI.TokenEndpoint now exposes reusable OpenAPI values for
POST /oauth/token: operation/1, schemas/0, request_body/0, and
responses/0. The documented surface covers RFC 6749 §4.4
client_credentials form requests, body client authentication,
private_key_jwt, optional DPoP proof headers, Bearer and DPoP token success
responses, OAuth error responses, and RFC 9449 invalid_dpop_proof /
use_dpop_nonce with DPoP-Nonce. The :open_api_spex dependency is
optional and the module compiles only when OpenApiSpex is available.

Changed
	Token endpoint rejects credential-bearing query strings.
AttestoPhoenix.Controller.TokenController now rejects grant_type,
client_id, client_secret, or scope when any appears in the query string,
before TLS validation, client authentication, or grant dispatch. The response
is the normal RFC 6749 §5.2 400 invalid_request JSON envelope. The same
fields remain accepted in the form body.

Fixed
	Optional Req dependency remains optional for consumers.
AttestoPhoenix.ClientIdMetadata.Fetcher.Req is now compile-guarded on Req
being loaded, matching the existing optional dependency declaration and
allowing a consumer that does not enable CIMD fetching to compile
attesto_phoenix with --warnings-as-errors without depending on :req.

[0.13.0] - 2026-06-21
Changed
	Protected-resource bearer credentials default to header-only.
:bearer_methods_supported now defaults to ["header"], and
AttestoPhoenix.Plug.Authenticate passes that setting through to the core
verifier. Resource servers that intentionally accept RFC 6750 §2.2 form-body
access_token credentials can configure ["header", "body"]; the runtime
verifier and RFC 9728 metadata now use the same setting. Requires
attesto ~> 0.9.

[0.12.0] - 2026-06-21
Added
	Single-use, request-bound consent grants (RFC 6749 §4.1.1). A new
authorization-server correctness primitive that ties one consent decision to
the exact authorization request the resource owner saw, so an Authorize
click cannot approve a different client, redirect URI, scope set, or PKCE
challenge than the one displayed. Opt-in and additive — a host that does not
wire it is unaffected.	AttestoPhoenix.ConsentGrantStore — the store behaviour (mint/2,
consume/2). consume/2 is a single atomic conditional UPDATE, so a grant
token works exactly once, for exactly the request it was granted for, even
under concurrent presentation.
	AttestoPhoenix.ConsentGrant — the canonical request binding
(subject + client_id + redirect_uri + sorted scope set + code_challenge).
	AttestoPhoenix.Store.EctoConsentGrantStore +
AttestoPhoenix.Schema.ConsentGrant — the Postgres-backed implementation,
swept by AttestoPhoenix.Store.Sweeper.
	AttestoPhoenix.Config :consent_grant_store — the opt-in callback (no
default). The host's consent UI mints a grant when the user authorizes; the
:consent callback consumes it before a code is issued.
	mix attesto_phoenix.gen.migration emits the attesto_consent_grants
table; mix attesto_phoenix.install wires EctoConsentGrantStore.



Fixed
	Docs: AttestoPhoenix.ConsentGrantStore referred to consume/3 in two
places; the callback is consume/2.

[0.11.0] - 2026-06-20
Added
	AttestoPhoenix.Config :bearer_methods_supported — the RFC 6750
access-token presentation methods the resource server accepts, advertised as
bearer_methods_supported in the RFC 9728 protected-resource metadata document
(/.well-known/oauth-protected-resource). Previously the
ProtectedResourceController hardcoded ["header", "body"], forcing a
header-only deployment to advertise the form-body method (RFC 6750 §2.2) it
rejects — a metadata-accuracy/interoperability defect, since a conformant
client could select a rejected method (RFC 9728 §2 / RFC 6750 §3). The field is
now configurable (a non-empty list of distinct methods, each "header" or
"body" — exactly the surface AttestoPhoenix.Plug.Authenticate accepts:
the Authorization header (§2.1) and a POST form-body access_token (§2.2);
validated at config build), mirroring :scopes_supported. The §2.3 "query"
method is rejected — the plug never accepts a query-presented token, so
advertising it would be the same inaccuracy inverted (and RFC 6750 §2.3 says it
SHOULD NOT be used). Defaults to ["header", "body"]; a header-only resource
server sets ["header"].

[0.10.0] - 2026-06-20
Added
	GET /.well-known/oauth-protected-resource endpoint
(AttestoPhoenix.Controller.ProtectedResourceController). Serves the RFC 9728
protected-resource metadata document (resource, authorization_servers,
scopes_supported, bearer_methods_supported), derived from the same issuer,
audience, and scope configuration the RFC 8414 discovery document uses. Mounted
by attesto_routes/1 at the host root (RFC 8615); it is the discovery target of
the resource_metadata WWW-Authenticate challenge the protected-resource
plugs emit, so a resource server is discovery-complete without the caller
hand-rolling the document.

	AttestoPhoenix.Config :resource_metadata. Absolute URL of this
resource's RFC 9728 protected-resource metadata document. When set,
AttestoPhoenix.Plug.Authenticate and the UserInfo endpoint advertise it as a
resource_metadata auth-param on every WWW-Authenticate challenge they
render (RFC 9728 §5.1), so a client refused with 401/403 can discover which
authorization server issues tokens for this resource. Configured once on the
Config; omitted from the challenge when unset.

	AttestoPhoenix.Config.new/1 now validates :audience at boot. It must be a non-empty absolute https URL with a host and no fragment, not merely present. It
is the access-token aud (RFC 9068 §3), the audience the protected-resource
verifier requires (a mismatch is :invalid_audience), and the RFC 9728 resource
identifier served at /.well-known/oauth-protected-resource — so a nil, blank,
or non-URL value would either fail late (every token rejected :invalid_audience)
or 500 the protected-resource metadata endpoint. new/1 now raises
ArgumentError instead. With RFC 8707 resource handling the minted aud may
differ per request, but config.audience remains the required default/fallback
and RS verification audience.

	Identity Assertion JWT Authorization Grant (ID-JAG / jwt-bearer) — the
resource server's half of
draft-ietf-oauth-identity-assertion-authz-grant-04, the grant behind MCP
Enterprise-Managed Authorization (EMA). A token request with
grant_type=urn:ietf:params:oauth:grant-type:jwt-bearer and an assertion
(an ID-JAG signed by a trusted enterprise IdP) is exchanged for a normal
access token — no redirect, no consent.
	Off by default, gated by jwt_bearer: [enabled: true, ...]. When
enabled, urn:ietf:params:oauth:grant-type:jwt-bearer is advertised in
grant_types_supported (both discovery documents) and accepted at the token
endpoint; existing deployments are unaffected.
	Trusted issuers (jwt_bearer: [issuers: %{...}]): each issuer supplies
static :jwks, a cached :jwks_uri (fetched through the SSRF-guarded CIMD
fetcher + cache), or a custom :jwks_resolver; with :allowed_algs and an
optional :audience override. Assertions from unconfigured issuers are
denied.
	Validation via Attesto.IdentityAssertion: typ=oauth-id-jag+jwt,
signature against the issuer JWKS, iss/aud/exp/iat (with skew), the
required client_id binding to the authenticated client, and jti replay
(reusing the configured :replay_check). Every failure is RFC 6749 §5.2
invalid_grant; a missing assertion is invalid_request.
	Subject resolution via a new :resolve_jwt_bearer_subject callback
(also installable as resolve_jwt_bearer_subject/1 on
AttestoPhoenix.PrincipalStore): maps the validated claims to a local
principal subject, or denies. Required at boot when the grant is enabled.
	The grant requires client authentication (confidential clients only) and
honours per-client grant_types. The assertion's scope claim is the
granted-scope ceiling; :authorize_scope narrows from there.
	No refresh token is issued for this grant: access is re-derived from a
fresh assertion on each request (RFC 7523 §4), so it cannot outlive the
enterprise IdP's policy/deprovisioning window.
	RFC 8707 resource indicator → access-token aud (via
Attesto.Token.mint/3's :audience option, requiring attesto ~> 0.8): a
single valid resource becomes the minted aud (§2.2); an absent resource
falls back to config.audience. The resource is authorized fail-closed
(§2.2) — it must be config.audience or an explicitly configured
jwt_bearer: [allowed_resources: [...]] entry — so an authenticated client
cannot mint a token audienced to a resource the server does not serve. An
invalid (non-absolute-URI / fragment / bad percent-encoding), multiple, or
unauthorized resource is rejected invalid_target (§2.1).
	See the ID-JAG guide. Requires
attesto ~> 0.8.



Changed
	Made OAuth error-code resolution (RFC 6749 §5.2) total by construction. The
@error_* codes in the token core, token controller, introspection
controller, and sender-constraint module are now compile-time atoms passed
straight to OAuthError.new/3, replacing a private String.to_existing_atom/1
round-trip that could raise ArgumentError and turn a clean §5.2 error body
into a 500 if a code string were ever emitted before its atom existed.

Documentation
	Documented and test-proved the DCR → client_credentials subject seam.
Dynamic Client Registration (RFC 7591 §3.2.1) issues an unprefixed
client_id, while a minted principal's sub MUST carry its
Attesto.PrincipalKind sub_prefix (:invalid_sub otherwise). The host's
:build_principal callback is the sole seam that reconciles the two by
namespacing :sub; the :build_principal doc on AttestoPhoenix.Config and
the AttestoPhoenix.PrincipalStore.build_principal/3 behaviour doc now state
this mandate and cite the prefix as mint-time defense-in-depth. A new
end-to-end test registers a confidential client_credentials client through
the registration endpoint, issues a token with the bare DCR id, and verifies
sub == prefix <> client_id and client_id == client_id, with a negative
control proving a non-prefixing :build_principal is rejected as the
RFC 6749 §5.2 invalid_request.

[0.9.5] - 2026-06-16
Fixed
	Holder-of-key (DPoP) failures are now surfaced ahead of the client-auth
error (FAPI2 ensure-holder-of-key-required). A token request redeeming a
sender-constrained (DPoP-bound) authorization code WITHOUT a DPoP proof is a
holder-of-key failure; FAPI2 expects it reported as
invalid_request/invalid_grant/invalid_dpop_proof. When such a request
ALSO lacked client authentication, the client-auth check masked it with
invalid_client. The token endpoint now reads the code (via the store's
non-consuming Attesto.CodeStore.get/1) and, when it is DPoP-bound and no
proof is presented, returns invalid_request "DPoP proof required" — even
before the client-auth failure. The code is NOT consumed, so a legitimate
retry is unaffected. Only DPoP-bound codes are affected; a plain (e.g. OIDC)
code still surfaces invalid_client. Requires attesto 0.7.2.

Added
	AttestoPhoenix.Store.EctoCodeStore.get/1 — the non-consuming read
(Attesto.CodeStore.get/1) for the Ecto-backed code store, a plain SELECT of
the live (unconsumed) row.

[0.9.4] - 2026-06-14
Security
Adversarial-review hardening of the token, authorization, and revocation
endpoints (all found by an internal multi-agent security review).
	Public clients can no longer run confidential-only grants. The token
endpoint gated grants only on the optional per-client :client_grant_types
callback (unset ⇒ all grants allowed), so a public (none) client that proved
possession of no credential could run client_credentials (RFC 6749 §4.4) or
RFC 8693 token-exchange. The resolved client-auth method is now threaded into
the request, and both grants reject the :none path with invalid_client,
independent of any host policy.

	The revocation endpoint now enforces TLS. RevocationController never
called check_https, so under the default require_https: true a plain-HTTP
POST /oauth/revoke carrying the client secret + refresh token was still
processed — leaking both over cleartext. It now gates on TLS first, like every
other credential-bearing endpoint.

	DPoP proofs are replay-protected at the token endpoint (RFC 9449 §11.1).
SenderConstraint.bind_dpop never wired :replay_check, so a captured
token-endpoint proof's jti was never recorded and the proof was replayable
within its acceptance window. The proof's jti is now recorded (via the same
default Attesto.DPoP.ReplayCache the PAR endpoint uses).

	The direct (non-PAR) authorization endpoint honors a signed dpop_jkt. It
read dpop_jkt from the raw outer query, ignoring the signed request object —
letting a front-channel attacker strip or substitute the code's DPoP key
binding. It now reads the value off the verified request
(Attesto.AuthorizationRequest.dpop_jkt, requires attesto 0.7.1), so a signed
request object's value is authoritative. The PAR-resolved path continues to use
the PAR-verified thumbprint stored at the top level (a pushed request object is
re-merged at /authorize, which would otherwise drop it).

	The dynamic client registration endpoint now enforces TLS.
RegistrationController.create/2 returns a freshly minted plaintext
client_secret and delete/2 reads a registration-access-token bearer
credential; neither gated on TLS, so under the default require_https: true
they served those credentials over cleartext. Both now refuse plain HTTP first,
like every other credential-bearing endpoint. (Found by adversarial
verification of the revocation fix — same class, uncovered sibling.)

	The revocation endpoint equalizes client-auth timing. A lookup failure
skipped verify_client_secret, leaving a timing oracle for client-id
enumeration. It now runs a dummy verify against an :unknown_client sentinel
so the unknown-client and wrong-secret paths match in observable timing,
matching the shared AttestoPhoenix.ClientAuthentication core.

	CIMD SSRF guard covers Teredo and ORCHIDv2. Added 2001:0000::/32 (Teredo)
and 2001:20::/28 (ORCHIDv2) to the RFC 6890 special-use IPv6 table the
fetcher screens against.


[0.9.3] - 2026-06-14
Security
	Token exchange can no longer broaden scope (RFC 8693 §2.1). The
token-exchange grant validated the requested scope only against the host's
:authorize_scope policy, which is never handed the subject token — so the
library could not, and did not, enforce that the issued token's scope stays
within the subject token's. A client registered for a broad scope set could
exchange a narrowly-scoped subject token for a broader one. The token endpoint
now rejects (invalid_scope) any requested scope not present in the subject
token's scope, before delegating to :authorize_scope — an exchange can only
preserve or narrow scope. (:authorize_scope may still narrow further.)

	The token endpoint now enforces grant_types_supported. Previously the
only grant gate was the optional per-client :client_grant_types callback
(unset ⇒ every grant allowed), while discovery advertised a hardcoded grant
superset including token-exchange — so a host that didn't lock every client
down had an advertised, working token-exchange grant it never opted into. The
token endpoint now rejects (unsupported_grant_type) any grant_type outside
the configured set, as a global backstop independent of per-client policy.


Changed
	grant_types_supported is now driven by host config, not a hardcoded list.
Both discovery documents (RFC 8414 and OpenID configuration) and the new token
endpoint gate read AttestoPhoenix.Config.grant_types_supported/1, which
defaults to every implemented grant (so existing deployments are unchanged) and
is narrowed by configuring :grant_types_supported — dropping a grant (e.g.
token-exchange) now disables it across discovery, the token endpoint, and
dynamic registration at once, instead of only registration.

[0.9.2] - 2026-06-14
Fixed
	A CIMD client no longer crashes a host :authorize_scope policy. A Client
ID Metadata Document need not declare a scope member, so the metadata map
attesto hands the host policy callbacks carried no scope key at all. A scope
policy written for a registered client (reading client.scopes) raised
KeyError on it, 500-ing the token endpoint for an otherwise valid CIMD
authorization_code exchange (observed end-to-end against the ChatGPT MCP
connector). host_client/1 now exposes the document's declared scopes — or
an empty set when the document omits scope — under the atom :scopes key, so
the callback reads an empty declared set instead of a missing key. The host
still owns what an empty set grants (typically the resource owner's consent).

Added
	AttestoPhoenix.ClientIdMetadata.scopes/1 — the public accessor for a CIMD
document's declared scopes (its space-delimited RFC 7591 §2 scope member as a
list; [] when absent), alongside the existing client_id/1, redirect_uris/1,
and jwks/1 accessors.

[0.9.1] - 2026-06-14
Added
	Boot-time discovery-document safety guard. AttestoPhoenix.Config.new/1
now validates, at config-build time (alongside the existing required-key
checks), that the discovery documents it will serve are internally consistent —
so a "silent discovery mismatch" (a document that omits a required endpoint or
advertises one the router does not mount, served 200 with no error) can no
longer ship. It raises ArgumentError with an actionable message for two
classes of failure:	A required discovery endpoint that would be missing or non-absolute. The
RFC 8414 §2 / OpenID Connect Discovery §3 endpoints the library derives —
issuer, authorization_endpoint, token_endpoint, and jwks_uri — must
each resolve to an absolute URL (scheme + host). The realistic trigger is an
:issuer that is not an absolute https URL (e.g. "issuer.example"), which
URI.merge/2 turns into host-less, unresolvable endpoint URLs; this is the
same class of failure as the 0.9.1 regression where the RFC 8414 document
silently omitted authorization_endpoint.
	An :oauth_path_prefix vs explicit per-endpoint override mismatch. When a
host declares a non-default :oauth_path_prefix (committing every OAuth
endpoint to one mount tree) but then sets a per-endpoint override
(:token_path and friends) that escapes that prefix, discovery would
advertise that endpoint at a path the router — which mounts every OAuth
endpoint under one shared prefix — does not serve. That provable divergence
now fails fast. A per-endpoint override on the default prefix, or one that
stays under the declared prefix, remains a supported feature.



Fixed
	The RFC 8414 /.well-known/oauth-authorization-server document now advertises
authorization_endpoint. It was omitted entirely: Attesto.Discovery derives
only issuer/token_endpoint, and the controller's host-member list never
supplied authorization_endpoint, so the OAuth metadata silently lacked a field
RFC 8414 §2 requires for the authorization-code flow. An OAuth client that reads
this document rather than OpenID Discovery (e.g. the ChatGPT MCP connector)
therefore concluded the server "does not implement OAuth." It is now derived via
authorize_endpoint_url/1 — the same path resolution as token_endpoint,
so the two cannot diverge. (OpenID Discovery's /.well-known/openid-configuration
already advertised it.)

[0.9.0] - 2026-06-14
Requires attesto ~> 0.7.0.
Added
	Client ID Metadata Documents (CIMD,
draft-ietf-oauth-client-id-metadata-document-01) — opt-in, default off. A
client can identify itself with no prior registration by using an HTTPS URL as
its client_id; the authorization server dereferences that URL to a JSON
client metadata document and uses it as the client. Enable with
client_id_metadata: [enabled: true, ...] in the config.
	AttestoPhoenix.ClientIdMetadata.Fetcher (+ the default
...Fetcher.Req) — the SSRF-guarded outbound GET. It resolves the host,
rejects any A/AAAA address that is special-use (RFC 6890: loopback, private,
link-local, CGNAT, multicast, reserved, and every IPv6 form that embeds an
IPv4 — IPv4-mapped, NAT64 64:ff9b::/96 and local-use 64:ff9b:1::/48,
6to4, IPv4-compatible — unwrapped and re-checked), pins the connection to a
validated IP to close the DNS-rebinding window (TLS SNI/cert stay on the
original hostname), refuses redirects, requires 200 + JSON, and caps the
body at 5 KB. Requires the optional :req dependency, or a host-supplied
:fetcher (e.g. a CIMD proxy service).
	AttestoPhoenix.ClientIdMetadata.Cache (default Ecto, cluster-coherent;
ETS opt-out) — respects RFC 9111 cache headers clamped to bounds, never
caches errors/invalid documents, re-checks expiry on read. New table
attesto_client_id_metadata (mix attesto_phoenix.gen.migration), swept by
AttestoPhoenix.Store.Sweeper.
	AttestoPhoenix.ClientIdMetadata.Resolver + integration: a CIMD client_id
URL resolves via the document and is wired through the authorization, PAR,
and token endpoints as a {:cimd, metadata} client — PKCE forced, treated
as a public client (or private_key_jwt via the document jwks/jwks_uri),
redirect_uri exact-matched against the document's redirect_uris and (by
default) required to be same-origin with the client_id URL. Opaque
client_ids still resolve through :load_client unchanged.
	Discovery advertises client_id_metadata_document_supported when enabled.


	New optional dependency {:req, "~> 0.5", optional: true} for the default
CIMD fetcher (a host that never enables CIMD pays nothing).


[0.8.0] - 2026-06-14
Requires attesto ~> 0.6.16.
Added
	AttestoPhoenix.Store.EctoPARStore — a Postgres-backed Pushed Authorization
Request store (RFC 9126), closing the last per-node gap to a fully clusterable
authorization server. PAR was the only mutable OAuth store without an Ecto
implementation: the default AttestoPhoenix.Store.PAR.ETS keeps the
request_uri → params mapping in per-node memory, so a reference pushed to one
node could not be resolved when /authorize landed on another — and FAPI 2.0
requires PAR. The new store persists each pushed request so any node resolves
a request_uri issued by any other, matching the code/refresh/nonce/replay
Ecto stores. fetch/1 is non-consuming (the authorization endpoint may
re-enter after a login/consent detour); take/1 is an atomic single-use
DELETE … RETURNING.
	New AttestoPhoenix.Schema.PushedAuthorizationRequest (table
attesto_pushed_authorization_requests, keyed on the request_uri primary
key, params as jsonb).
	mix attesto_phoenix.gen.migration now creates the fifth table, and
mix attesto_phoenix.install wires par_store: …EctoPARStore by default, so
a by-the-docs install is cluster-safe out of the box.
	AttestoPhoenix.Store.Sweeper now also reclaims expired PAR references.


	Atomic single-use of the PAR request_uri at completion. The
authorization endpoint now claims the pushed reference with the store's atomic
take/1 before issuing the code (it was previously consumed after issuance,
with the result ignored), so two concurrent completions — on one node or
across a cluster — can no longer each mint a code from one pushed request:
exactly one wins the claim; the loser is redirected invalid_request_uri and
issues nothing. Resolution still uses the non-consuming fetch/1, so a host
may establish login/consent and re-enter /authorize with the same reference.


Changed
	README documents the clustering story end-to-end and the PAR caveat; the
:par_store config doc points at EctoPARStore for clustered/FAPI
deployments. The default par_store is unchanged (single-node ETS), so
existing single-node hosts are unaffected.

[0.7.7] - 2026-06-13
Requires attesto ~> 0.6.16.
Fixed
	Token endpoint finalizes the authorization code only after the full
response is built. The authorization_code grant now calls
Attesto.AuthorizationCode.finalize/3 (new in attesto 0.6.16) once the access
token, optional refresh token, and id_token have all been minted and recorded
successfully. Previously the reuse marker was set the moment the code
validated, so any later failure in the same request (a refresh-store write
error, an id_token mint fault, a host build_principal callback returning the
subject under the wrong key) left the code spent AND flagged as a successful
redemption — turning a legitimate client retry into a false reuse attack that
revoked the whole refresh-token family. A redemption that validates but fails
downstream is now a clean invalid_grant on replay.

[0.7.6] - 2026-06-12
Requires attesto ~> 0.6.13.
Fixed
	The token endpoint no longer short-circuits a missing PKCE code_verifier as
invalid_request. PKCE enforcement is challenge-based:
Token.fetch_code_verifier/3 passes the verifier through to
Attesto.AuthorizationCode.redeem/4, which requires a matching verifier for a
challenge-bound code and collapses a missing OR mismatched verifier to a single
invalid_grant (RFC 7636 §4.6). The authorization/PAR endpoint still requires a
code_challenge for clients that must use PKCE (RequestPolicy.require_pkce?/2),
so a challenge-bound code is always issued. Matches the FAPI
ensure-pkce-code-verifier-required test (it expects invalid_grant).

[0.7.5] - 2026-06-10
Requires attesto ~> 0.6.13.
Security
	PAR request_uri is now single-use (RFC 9126 §2.2 / FAPI 2.0). The
reference is consumed once an authorization code is issued (not on the
non-consuming fetch that lets the host establish login/consent and
re-enter), so a completed flow cannot be replayed within the remaining TTL.
An already-consumed reference is rejected as invalid_request_uri. (Flips the
conformance PARAttemptReuseRequestUri warning to a clean pass.)
	UserInfo derives the DPoP htu via RequestContext.canonical_url, like
every other endpoint — honouring a configured :htu but otherwise gating
X-Forwarded-*/Host on the trusted-proxy allowlist. Previously it fell back
to the raw request Host when :htu was unset (its default), the one endpoint
that bypassed the host-header trust boundary.

Fixed
	Sender-constrained (DPoP/mTLS) clients now require PKCE. A FAPI 2.0 client
is sender-constrained, and FAPI 2.0 Security Profile §5.3.1.2 / RFC 9700
§2.1.1 mandate PKCE for it even though it authenticates confidentially (e.g.
private_key_jwt). RequestPolicy.require_pkce?/2 now forces PKCE whenever
client_requires_dpop?/client_requires_mtls? is true, regardless of the
global :require_pkce flag, and the token endpoint enforces the matching
code_verifier through that same predicate (one source of truth, so the
authorization and token endpoints cannot drift). A plain confidential
Basic-profile client still follows the global flag. (Flips the conformance
EnsurePKCERequired test to a pass.)

[0.7.4] - 2026-06-04
Requires attesto ~> 0.6.13.
Security / FAPI 2.0 conformance
Closes four conformance gaps found by auditing the OpenID FAPI 2.0 test suite
source against the implementation:
	PAR request_uri is bound to the client. The authorization endpoint now
rejects a front-channel client_id that does not match the client the
request_uri was issued to (RFC 9126 §2.2 / PAREnsureRequestUriIsBoundToClient)
instead of silently using the stored client.
	Unknown/expired PAR request_uri → invalid_request_uri. A
urn:ietf:params:oauth:request_uri: reference not in the store now returns the
correct invalid_request_uri error rather than falling through to
request_uri_not_supported/invalid_request (RFC 9126 §2.2 /
PARAttemptToUseExpiredRequestUri). External (non-PAR) references still report
request_uri_not_supported.
	PAR rejects a request_uri parameter. The PAR endpoint rejects a request
carrying request_uri (RFC 9126 §2.1 step 2), checked on the raw parameters so
it cannot be masked by a request object replacing the set.
	Client-assertion audience is issuer-only. private_key_jwt assertions at
the token, PAR, and introspection endpoints must be audienced to the issuer
identifier (FAPI 2.0 §5.3.2.1); the concrete endpoint URL is no longer accepted
as aud, closing a confused-deputy gap (PAREndpointAsAudienceFails).

Changed
	:authorization_response_iss now defaults to true (RFC 9207
authorization-server mix-up defense, mandated by FAPI 2.0). Set false to opt
out. Discovery advertises authorization_response_iss_parameter_supported
accordingly.
	Internal: mix dialyzer is clean again. token.ex resolves :principal_kinds
by reading the struct field directly (its type admits a list, unlike the
callback() | nil reader), and two fail-closed grant-pipeline clauses are
documented in .dialyzer_ignore.exs. No behaviour change.

[0.7.3] - 2026-06-04
The FAPI 2.0 Message Signing endpoints on the Phoenix layer: signed
authorization responses (JARM), the RFC 7662 / RFC 9701 introspection endpoint,
and PAR/JAR hardening. Requires attesto ~> 0.6.13.
Added
	POST /oauth/introspect — OAuth 2.0 Token Introspection (RFC 7662) with the
RFC 9701 signed-JWT response (FAPI 2.0 Message Signing §5.5). Authenticates
the caller through the shared AttestoPhoenix.ClientAuthentication core
(client_secret_basic/client_secret_post/private_key_jwt), introspects
via the conn-free Attesto.Introspection, and negotiates by Accept between
the plain JSON response and application/token-introspection+jwt.
	:introspection_authorize Config callback (caller_client_id, response -> boolean) — authorizes the authenticated introspection caller against the
token (RFC 7662 §4 / RFC 9701 §5). Consulted only for an active response;
a non-true return (or a raise) downgrades the response to
%{"active" => false} so a caller not entitled to the token learns nothing
about it. Optional — when unset, every authenticated caller may introspect
any token (the single-trust-domain default).
	The authorization endpoint emits JARM (§5.4) responses for the JARM
response_modes (jwt/query.jwt/fragment.jwt/form_post.jwt), and the
discovery documents advertise the supported response_modes_supported,
authorization_signing_alg_values_supported, the introspection endpoint, and
its signing-algorithm metadata.

Changed
	The PAR endpoint now validates the pushed request as an authorization request
at push time (RFC 9126 §2.1 step 3): the request redirect_uri must exactly
match one of the client's registered URIs (RFC 6749 §3.1.2.3), and the
response_type/PKCE/response_mode must be valid, so an invalid request is
refused early rather than only when the request_uri is later resolved at
/authorize. The redirect-URI/PKCE/nonce policy is resolved by the new
conn-free AttestoPhoenix.AuthorizationServer.RequestPolicy, shared with the
authorization endpoint so both validate identically. A host that mounts the
PAR endpoint must configure :client_redirect_uris (the authorization
endpoint already required it).
	AttestoPhoenix.ClientAuthentication.Result.client_id falls back to the
presented credential identifier so the signed-introspection audience (and the
PAR/token client identity) resolves without a separate :client_id callback.
	OpenID Provider Metadata derives request_parameter_supported (and only then
advertises request_object_signing_alg_values_supported) from actual
request-object capability — whether the host can resolve a client's trusted
JWKS (a :client_jwks callback or an installed :client_store). An install
without that capability now advertises request_parameter_supported: false
instead of a JAR support it cannot honour.
	The OAuth 2.0 Authorization Server Metadata document (RFC 8414) now advertises
the signed-request-object metadata (require_signed_request_object and
request_object_signing_alg_values_supported, RFC 9101 §10.5), matching the
OpenID Provider Metadata document so a FAPI client reading either sees
identical JAR support. Both documents derive it from the new conn-free
AttestoPhoenix.AuthorizationServer.RequestObjectMetadata (no more split,
drift-prone assembly).
	AttestoPhoenix.Config now rejects at boot a :request_object_policy that
requires a signed request object (e.g. Policy.fapi_message_signing/0) when
no :client_jwks capability is configured. Such a config is unsatisfiable
(every authorization request would be rejected) and would otherwise advertise
the incoherent pair request_parameter_supported: false +
require_signed_request_object: true. Pair the policy with :client_jwks
(or an installed :client_store).

[0.7.2] - 2026-06-03
Added
	:request_object_policy Config key (an Attesto.RequestObject.Policy,
default %Policy{} = generic OpenID Connect §6.1). It is enforced at BOTH
the PAR endpoint and /authorize: a signed request object pushed to /par
is verified there (rejected with invalid_request_object if it fails the
policy), and re-verified at /authorize (RFC 9101). On success the PAR store
holds the VERIFIED request-object parameters, never the unsigned body values
beside them (RFC 9101 §6.3). A non-%Attesto.RequestObject.Policy{} value is
rejected at boot. Set
Attesto.RequestObject.Policy.fapi_message_signing() for the FAPI 2.0
Message Signing §5.3.1 profile (nbf/exp required and bounded to 60
minutes, typ = "oauth-authz-req+jwt"). Behaviour is unchanged unless a
host opts in. Requires attesto ~> 0.6.12.

[0.7.1] - 2026-06-03
Added
	:client_auth_signing_algs Config key — the JOSE algorithms accepted for
private_key_jwt client-assertion signatures, threaded into
Attesto.ClientAssertion.verify/5 (via its :accepted_algs opt) and also
rendered as token_endpoint_auth_signing_alg_values_supported in discovery.
Defaults to Attesto.SigningAlg.fapi_algs/0 (PS256, ES256, EdDSA), so
behaviour is unchanged unless a host overrides it. Verification and the
advertised metadata now read this one value and cannot drift. Requires
attesto ~> 0.6.11.

[0.7.0] - 2026-06-03
A structural refactor of the token/PAR controllers into a reusable
authorization-server core, plus a behaviour-module install surface and several
correctness fixes. Pre-1.0 minor bump because it carries breaking changes to
the host-callback contract (see BREAKING below).
Added
	Behaviour-module install for host callbacks. The Config keys :client_store,
:principal_store, :consent_policy, :scope_policy, :event_sink,
:registration, and :claims_provider each resolve their callbacks from a
single installed module. Precedence is fixed: an explicit flat callback key
wins; else the installed behaviour module if it exports the callback; else
nil. The required capabilities (load_client, verify_client_secret,
load_principal) are validated by resolution at boot, so a
behaviour-module-only install works. Boot-time conformance validation fails
fast on a typo'd or partial module.
	AttestoPhoenix.ClaimsProvider behaviour — the host UserInfo/ID-Token claim
source (build_userinfo_claims/3, build_id_token_claims/4).
	AttestoPhoenix.Callback — one callback dispatcher (function / {m,f} /
{m,f,extra}), replacing ~10 duplicated private invoke/2 helpers.
	AttestoPhoenix.ClientAuthentication and
AttestoPhoenix.AuthorizationServer.{SenderConstraint, Token, PAR} — conn-free
core modules. The token and PAR controllers are now thin adapters that lift
conn facts into data, call the core, and render; the core returns data and
audit events rather than writing the conn or emitting events.

Changed
	BREAKING: the ID-Token extra-claims source is now the separate
:build_id_token_claims callback ((client, subject, granted_scopes, requested_claims -> map), and it MUST NOT carry sub). Previously the
4-arity form of :build_userinfo_claims doubled as the ID-Token source;
:build_userinfo_claims is now the 3-arity UserInfo source only. Hosts that
wired a 4-arity :build_userinfo_claims must move it to
:build_id_token_claims.
	BREAKING: AttestoPhoenix.ClaimsProvider no longer declares
build_principal/3; principal building stays solely on
AttestoPhoenix.PrincipalStore. Claim sourcing and principal loading are
separate concerns.
	Client-assertion aud now accepts the issuer or the concrete token/PAR
endpoint URL (RFC 7523 / OIDC Core §9), widened from issuer-only. The endpoint
URL is derived from trusted Config (issuer + path), never the request Host.
Still FAPI 2 valid (the issuer remains accepted).
	Client authentication (RFC 6749 §2.3.1): a request-body client_id presented
alongside HTTP Basic is accepted as identification when it matches the Basic
userid, and rejected as invalid_request when it conflicts. Only a second
credential (body client_secret or client_assertion) is treated as a
competing authentication method. The token and PAR endpoints now share one
client-authentication implementation, so they no longer diverge.
	PAR stores the resolved authenticated client_id; when no :client_id
callback is configured it leaves the request's presented client_id intact
rather than clobbering it. The opaque-struct client[:id]/client["id"]
fallback is removed.

[0.6.23] - 2026-06-02
Changed
	Require the client-authentication assertion aud to be the issuer identifier
at both the token and PAR endpoints (FAPI 2). The endpoint URL is no longer
accepted as an audience. Requires attesto ~> 0.6.10.

[0.6.22] - 2026-06-02
Changed
	Advertise only the FAPI 2 client-authentication signing algorithms
(PS256, ES256, EdDSA) in token_endpoint_auth_signing_alg_values_supported,
matching the underlying enforcement in attesto 0.6.9 which rejects RS256
client assertions. Requires attesto ~> 0.6.9.

[0.6.21] - 2026-06-02
Fixed
	Return the standard OAuth token endpoint error invalid_request when a
client that requires DPoP omits the proof entirely. Presented-but-invalid
proofs still return invalid_dpop_proof; the omitted-proof case now matches
FAPI's expected token endpoint error classification.

[0.6.20] - 2026-06-02
Added
	Add :refresh_token_rotation_grace_seconds to AttestoPhoenix.Config and
pass it through to Attesto.RefreshToken.rotate/3. The default is now a
FAPI retry-compatible 60-second idempotency window for retrying a
just-rotated refresh token when the client did not receive or persist the
first rotation response; set 0 for strict immediate reuse revocation.

[0.6.19] - 2026-06-02
Fixed
	Bind refresh tokens to the DPoP proof key only for public clients, as
required by RFC 9449. Confidential clients keep refresh tokens bound to the
authenticated client, allowing a later refresh request to use a fresh DPoP
proof key while still minting the returned access token as DPoP-bound to that
current proof.

[0.6.18] - 2026-06-02
Added
	Add :client_requires_dpop? as a host callback so deployments can mark a
client as requiring DPoP-bound token issuance. When such a client calls the
token endpoint without a DPoP proof, the controller now rejects the request
with invalid_dpop_proof rather than silently issuing an unbound Bearer
token.

[0.6.17] - 2026-06-02
Fixed
	Treat a resolved PAR request_uri as the complete authorization request, so
front-channel parameters outside the pushed request object do not augment the
request. In particular, a state query parameter that was not included in the
pushed request is no longer echoed in the authorization response.

[0.6.16] - 2026-06-02
Fixed
	Allow PAR requests to carry an explicit dpop_jkt without also requiring a
DPoP proof on the PAR request itself. If a PAR DPoP proof is present, an
explicit dpop_jkt must still match that proof; otherwise the stored
thumbprint is later enforced when the authorization code is redeemed.

[0.6.15] - 2026-06-02
Fixed
	Carry the DPoP JWK thumbprint from a pushed authorization request into the
issued authorization code. A token request that redeems the code with a
different DPoP proof key is now rejected instead of minting a token bound to
the later key.

[0.6.14] - 2026-06-01
Fixed
	Verify DPoP proofs at the PAR endpoint and bind stored pushed
authorization requests to the verified proof key. If a PAR request includes
an explicit dpop_jkt, it must match the verified proof JWK thumbprint;
mismatches now return invalid_dpop_proof instead of issuing a
request_uri.

[0.6.13] - 2026-06-01
Fixed
	Accept private_key_jwt client assertions whose aud is the issuer at the
token endpoint and PAR endpoint, while continuing to accept endpoint-specific
audiences and reject unrelated audiences. This matches FAPI conformance suite
client-authentication behavior without relaxing signature, iss/sub, jti,
or replay checks.

[0.6.12] - 2026-06-01
Security
	Reject replayed private_key_jwt client assertions at the token endpoint and
PAR endpoint by recording assertion jti values through the configured
replay check.
	Enforce per-client registered grant types when a host provides
:client_grant_types, preventing a client registered for one grant from
minting tokens through another.
	Bind PAR request_uri authorization requests to the authenticated pushed
request client and store that authenticated client id, rather than trusting a
front-channel or body-supplied client_id.

Fixed
	Preserve keystore-provided per-key alg metadata in the JWKS endpoint. This
keeps FAPI deployments that sign ID tokens with PS256 from advertising the
same key as RS256.
	Add the zero-arity issue/0 entrypoint to the Ecto DPoP nonce store so
server-issued DPoP nonces work when the store is configured directly as a
behaviour module.
	Decode form-encoded client id and secret values in revocation endpoint Basic
authentication, matching the token endpoint.
	Make the default ETS PAR store tolerate concurrent first-use table creation.

[0.6.11] - 2026-06-01
Fixed
	Resolve PAR request_uri references non-destructively at the authorization
endpoint, so host login or consent re-entry can complete without consuming the
pushed request before authorization-code issuance.

Changed
	Add a fetch callback to AttestoPhoenix.PARStore for authorization-endpoint
resolution. Existing custom stores that only implement take/1 still work
through a compatibility fallback, but new stores should implement fetch/1.

[0.6.10] - 2026-06-01
Fixed
	Treat an explicit nil :par_store config value as unset when applying the
default ETS PAR store. This prevents PAR from calling nil.put/3 when hosts
enable pushed authorization requests without overriding the development PAR
store.
	Apply the same nil-aware defaulting to authorization-endpoint PAR resolution.

[0.6.9] - 2026-06-01
Added
	Advertise FAPI-required discovery metadata when configured:
authorization_response_iss_parameter_supported: true when RFC 9207
authorization-response iss is enabled, and
token_endpoint_auth_signing_alg_values_supported from Attesto's asymmetric
signing algorithm set for private_key_jwt clients.

[0.6.8] - 2026-06-01
Added
	Add host-configurable FAPI-oriented authorization-server controls:
:require_pushed_authorization_requests rejects direct front-channel
authorization requests unless they arrive through a PAR request_uri, and
:authorization_response_iss includes the RFC 9207 iss parameter on
successful and error authorization responses.
	Allow hosts to configure the advertised and accepted token endpoint client
authentication methods. The token endpoint and PAR endpoint now enforce
:token_endpoint_auth_methods_supported when set, so deployments can expose
stricter profiles such as private_key_jwt only.
	Advertise configured token endpoint authentication methods and PAR-required
policy in OAuth/OIDC metadata.

[0.6.7] - 2026-06-01
Added
	Mount POST /oauth/authorize alongside GET /oauth/authorize, matching
OpenID Connect Core's requirement that the Authorization Endpoint support both
methods.
	Extend the Ecto authorization-code store with successful-consumption markers
and issued-access-token tracking. When a successfully redeemed authorization
code is replayed, the token endpoint still returns invalid_grant and now
revokes the access token minted by the original code redemption when the Ecto
store is configured.

[0.6.6] - 2026-06-01
Fixed
	Dynamic client registration now preserves inline jwks metadata (RFC 7591
§2) and hands it to the host :register_client callback. Hosts can then
return those keys through :client_jwks for request-object and
private_key_jwt verification.

[0.6.5] - 2026-06-01
Fixed
	Return a clean request_uri_not_supported authorization response for
unsupported OIDC request_uri references when no PAR store is configured,
instead of calling a nil PAR store.

[0.6.4] - 2026-05-31
Changed
	Replace the direct jason dependency with Elixir's built-in JSON module.

Added
	Add a test-only req_dpop compatibility check proving that
AttestoPhoenix.Plug.Authenticate accepts RFC 9449 DPoP proofs generated by
an external Req client plugin. req_dpop is not a runtime dependency.
	Document req_dpop as an optional Req client companion for tests and
internal tooling.

[0.6.3] - 2026-05-31
Added
	mix attesto_phoenix.install, an upgrade-aware Igniter installer. It is
idempotent and re-runnable: it adds the AttestoPhoenix.Config config skeleton
(issuer, keystore, repo, the Ecto-backed token stores, a chosen
:oauth_path_prefix, and neutral defaults) to the host config, mounts
attesto_routes/1 at the chosen prefix into the host router, scaffolds host
callback modules implementing the recommended behaviours (ClientStore,
PrincipalStore, ScopePolicy, ConsentPolicy, RegistrationStore,
EventSink) with documented stub callbacks, and points the host at
mix attesto_phoenix.gen.migration for the Ecto tables. igniter is declared
as an optional dependency, so the runtime package never forces it on consumers;
the task is available to a host that opts into running it. Options:
--oauth-path-prefix and --callbacks-module.

	Configurable OAuth endpoint paths. AttestoPhoenix.Config now accepts an
:oauth_path_prefix (default "/oauth", reproducing the historic surface)
plus explicit per-endpoint overrides (:authorize_path, :token_path,
:par_path, :revocation_path, :registration_path, :userinfo_path) that
win when set. Resolver helpers (token_endpoint_url/1, par_endpoint_url/1,
revocation_endpoint_url/1, registration_endpoint_url/1,
userinfo_endpoint_url/1, authorize_endpoint_url/1, jwks_uri/1,
registration_client_uri/2, and the *_path/1 helpers) build absolute URLs
from the issuer and the resolved path. The discovery (RFC 8414),
OpenID-configuration (OpenID Connect Discovery), and registration (RFC 7591 /
RFC 7592) controllers read every advertised URL from these resolvers instead
of hardcoding /oauth/*, and to_attesto_config/2 passes the resolved token
path to the core builder automatically so the DPoP htu follows the mount.
A host that mounts under /mcp/oauth now advertises correct URLs.

	Named host-contract behaviours documenting the full callback contract with
the governing RFC for each callback, as the recommended production shape:
AttestoPhoenix.ClientStore, AttestoPhoenix.PrincipalStore,
AttestoPhoenix.ScopePolicy, AttestoPhoenix.ConsentPolicy,
AttestoPhoenix.RegistrationStore, and AttestoPhoenix.EventSink. Wiring is
unchanged: pass an anonymous function, a {module, function} pair, or a
{module, function, extra_args} triple per AttestoPhoenix.Config key.

	Dynamic registration metadata passthrough (RFC 7591 §2). The registration
endpoint now validates and carries the known client-identity members
(client_name, client_uri, logo_uri, contacts, policy_uri,
tos_uri, and related software/JWKS members) through to :register_client
so consent screens keep the client's identity. Unknown members are dropped
and never promoted to trusted policy; known members are merged under the
validated protocol-critical members so they cannot override them.

	Actionable AttestoPhoenix.Config.new/1 validation errors that name the
callback/store/path to add for each enabled feature, and absolute-path
validation for :oauth_path_prefix and the per-endpoint overrides.

	Operations guides wired into the published docs: replay_nonce_production.md,
proxy_canonical_host.md, error_envelope.md, consumer_migration.md, and
examples.md.


[0.6.2]
	Advertise response_modes_supported: ["query"] from the RFC 8414 OAuth
Authorization Server Metadata endpoint, matching the authorization-code
redirect response mode already used by the Phoenix authorization endpoint.

[0.6.1]
	Emit :token_denied audit/telemetry events for token endpoint failures,
including OAuth error, status, client/grant/scope context when available, and
sender-constraint presence.
	Normalize Phoenix callback specs before handing :cert_der to core Attesto
protected-resource verification, so function captures, {Module, function},
and {Module, function, extra_args} all work consistently.

[0.6.0]
Initial release: a Phoenix/Ecto OAuth 2.0 / OIDC authorization server layer
over attesto.
Added
	AttestoPhoenix.Config: centralized, validated configuration with neutral
host callbacks (:load_client, :verify_client_secret, :load_principal,
:authorize_scope, :on_event, and others), deriving the Attesto.Config
the protocol layer consumes.
	AttestoPhoenix.Router: the attesto_routes/1 macro mounting the token,
revocation, discovery, JWKS, and optional dynamic-registration endpoints.
	Controllers for the token endpoint (authorization_code, refresh_token,
and client_credentials grants), revocation (RFC 7009), discovery
(RFC 8414), JWKS (RFC 7517), and optional dynamic client registration
(RFC 7591).
	AttestoPhoenix.Plug.Authenticate and AttestoPhoenix.Plug.RequireScopes
protected-resource plugs with DPoP and mTLS sender-constraint enforcement.
	Ecto-backed implementations of the attesto store behaviours: code store,
refresh store (rotation with reuse detection), DPoP nonce store, and DPoP
jti replay check, plus an optional TTL sweeper.
	mix attesto_phoenix.gen.migration to generate the operational tables.
	Pushed Authorization Requests (PAR, RFC 9126), private_key_jwt client
authentication, signed request object validation, token exchange, UserInfo,
registration management cleanup, and Phoenix resource-server plugs.
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AttestoPhoenix.AuthorizationServer.DeviceAuthorization 
    



      
Device authorization request processing (RFC 8628 §3.1 / §3.2), as conn-free
core.
Turns an authenticated client and a parsed device-authorization request into
the RFC 8628 §3.2 response body (device_code, user_code,
verification_uri, verification_uri_complete, expires_in, interval),
binding the requested scope, the RFC 8707 resource indicator(s), and — when
presented — the RFC 9449 DPoP holder-of-key onto the issued device code. The
thin AttestoPhoenix.Controller.DeviceAuthorizationController parses the
request off the Plug.Conn, authenticates the client (RFC 6749 §2.3), lifts
the conn facts into a %Request{} of plain data, and calls request/2.
DPoP for public clients (security)
A device code travels on a pollable channel with no PKCE backstop and no
redirect to bind, so a public (:none) client's resulting token would be a
freely-replayable bearer token. Mirroring the public-client refresh-token rule
(RFC 9449 §8), a public client MUST present a DPoP proof at this endpoint; the
proof's key is pre-bound to the device code and the token endpoint requires the
matching proof at redemption. Confidential clients may opt out.
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        response()

      


        The RFC 8628 §3.2 device-authorization response body (atom keys).



    





  
    Functions
  


    
      
        request(config, request)

      


        Process a device-authorization request, returning the §3.2 response body or an
AttestoPhoenix.OAuthError.
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          @type response() :: %{required(atom()) => term()}


      


The RFC 8628 §3.2 device-authorization response body (atom keys).
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          @spec request(
  AttestoPhoenix.Config.t(),
  AttestoPhoenix.AuthorizationServer.DeviceAuthorization.Request.t()
) :: {:ok, response()} | {:error, AttestoPhoenix.OAuthError.t()}


      


Process a device-authorization request, returning the §3.2 response body or an
AttestoPhoenix.OAuthError.

  


        

      


  

    
AttestoPhoenix.AuthorizationServer.DeviceAuthorization.Request 
    



      
Plain-data device-authorization request the controller builds from the conn.
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          @type t() :: %AttestoPhoenix.AuthorizationServer.DeviceAuthorization.Request{
  client: term(),
  client_auth_method: atom() | nil,
  client_ip: String.t() | nil,
  dpop_input: map(),
  params: map(),
  request_client_id: String.t() | nil
}


      



  


        

      


  

    
AttestoPhoenix.AuthorizationServer.JwtBearer 
    



      
The resource server's half of the Identity Assertion JWT Authorization Grant
(ID-JAG), the grant behind MCP Enterprise-Managed Authorization (EMA) -
draft-ietf-oauth-identity-assertion-authz-grant-04.
A token request arrives with
grant_type=urn:ietf:params:oauth:grant-type:jwt-bearer and an assertion
parameter carrying an ID-JAG: a short-lived JWT the enterprise IdP signed
(after its own RFC 8693 token exchange) asserting one user for this resource
application. authorize/3 turns that assertion into the local subject and
scope ceiling the token endpoint mints from. It owns the stateful concerns
that Attesto.IdentityAssertion (conn-free, pure) deliberately leaves out:
	issuer trust - the assertion's iss must be a configured trusted
issuer (jwt_bearer: [issuers: %{...}]); an unconfigured issuer is denied
without revealing which issuers are trusted.
	JWKS resolution - static keys, a cached jwks_uri fetch (reusing the
SSRF-guarded CIMD fetcher + cache), or a custom :jwks_resolver.
	jti replay - via the configured :replay_check (the same seam DPoP
uses), namespaced so an ID-JAG jti never collides with a DPoP proof's.
	subject resolution - the host's :resolve_jwt_bearer_subject callback
maps the validated claims to a local principal subject (or denies).

Every failure returns {:error, atom}; the token core
(AttestoPhoenix.AuthorizationServer.Token) maps a missing assertion
parameter to RFC 6749 §5.2 invalid_request and every assertion/trust/replay/
subject failure to invalid_grant, as the draft requires.
This is NOT private_key_jwt client authentication (RFC 7523 §3) nor the
RFC 8693 token-exchange grant (which runs at the IdP).

      


      
        Summary


  
    Types
  


    
      
        error()

      


    


    
      
        result()

      


        The resolved local subject, the assertion's scope ceiling (nil when the
assertion carried no scope claim, so the host policy alone decides), and the
validated claims.



    





  
    Functions
  


    
      
        authorize(config, client_id, params)

      


        Validate the ID-JAG assertion and resolve the local subject.



    





      


      
        Types


        


  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() ::
  :missing_assertion
  | :untrusted_issuer
  | :jwks_unavailable
  | :invalid_assertion
  | :replay
  | :subject_denied


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: %{
  subject: String.t(),
  scope_ceiling: [String.t()] | nil,
  claims: Attesto.IdentityAssertion.claims()
}


      


The resolved local subject, the assertion's scope ceiling (nil when the
assertion carried no scope claim, so the host policy alone decides), and the
validated claims.

  


        

      

      
        Functions


        


  
    
      
    
    
      authorize(config, client_id, params)



        
          
        

    

  


  

      

          @spec authorize(AttestoPhoenix.Config.t(), String.t() | nil, map()) ::
  {:ok, result()} | {:error, error()}


      


Validate the ID-JAG assertion and resolve the local subject.
client_id is the already-authenticated client's identifier (the token
endpoint resolved it from client authentication); the assertion's client_id
claim MUST equal it. Returns {:ok, %{subject, scope_ceiling, claims}} or
{:error, t:error/0}.

  


        

      


  

    
AttestoPhoenix.AuthorizationServer.PAR 
    



      
Pushed Authorization Request storage (RFC 9126), as conn-free core.
This is the single place that turns an authenticated client and a parsed
authorization request into either a stored request_uri reference or an
AttestoPhoenix.OAuthError. The Pushed Authorization Request endpoint
(RFC 9126) authenticates the client (RFC 6749 §2.3), stores the submitted
authorization request parameters behind a request_uri, and returns that
reference to be used at the authorization endpoint, which still performs the
normal client/redirect/scope/PKCE validation when the reference is resolved.
North star
AttestoPhoenix.Controller.PARController parses the request off the
Plug.Conn, authenticates the client via AttestoPhoenix.ClientAuthentication
(RFC 6749 §2.3), lifts the DPoP facts into a %Request{} of plain data, and
calls store/2. This module reads only data, never touches a conn, and never
emits an event. Policy is carried on the %AttestoPhoenix.Config{} the caller
passes in (the :par_store persistence, the :par_ttl, the host callbacks);
nothing is hardcoded here.
Return value
{:ok, %{request_uri: request_uri, expires_in: ttl}} on success, where
request_uri is a freshly generated urn:ietf:params:oauth:request_uri:
reference (RFC 9126 §2.2) and ttl is the configured lifetime in seconds.
{:error, %AttestoPhoenix.OAuthError{}} on failure.
Security details preserved
	The stored record carries the authenticated client_id resolved through
the host's :client_id callback (RFC 6749 §2.2), overriding any
body-supplied value. When no :client_id callback is configured the
request's own presented client_id is left intact (not clobbered with
nil); the library makes no assumption about the opaque client shape. The
client-authentication credentials (client_secret, client_assertion,
client_assertion_type) are dropped before storage.
	RFC 9449: when a DPoP proof is presented at the PAR endpoint, it is
verified against the canonical request URL/method (RFC 9449 §4.2 / §4.3)
with the configured replay check, and its jkt is stored as the
dpop_jkt the authorization code will later be sender-constrained to. A
submitted dpop_jkt request parameter that disagrees with the verified
proof's thumbprint is rejected (invalid_dpop_proof). Presenting more
than one DPoP proof is rejected (RFC 9449 §4.1). A dpop_jkt parameter
submitted without a proof is honoured as-is, since the proof of possession
is demonstrated later at the token endpoint.


      


      
        Summary


  
    Types
  


    
      
        dpop_input()

      


        The conn-free DPoP facts the controller lifts off the PAR request
(RFC 9449 §4.1 / §4.2 / §4.3).



    





  
    Functions
  


    
      
        store(config, request)

      


        Store a pushed authorization request, returning the request_uri reference
and its lifetime, or an error.



    





      


      
        Types


        


  
    
      
    
    
      dpop_input()



        
          
        

    

  


  

      

          @type dpop_input() :: %{
  optional(:proofs) => [String.t()],
  optional(:http_uri) => String.t() | nil,
  optional(:http_method) => String.t() | nil
}


      


The conn-free DPoP facts the controller lifts off the PAR request
(RFC 9449 §4.1 / §4.2 / §4.3).
	:proofs - the DPoP request-header values
(Plug.Conn.get_req_header(conn, "dpop")); [] when no proof was
presented, more than one entry being a rejected ambiguous request.
	:http_uri - the canonical request URL (htu) the proof is bound to.
	:http_method - the HTTP method (htm) the proof is bound to.


  


        

      

      
        Functions


        


  
    
      
    
    
      store(config, request)



        
          
        

    

  


  

      

          @spec store(
  AttestoPhoenix.Config.t(),
  AttestoPhoenix.AuthorizationServer.PAR.Request.t()
) ::
  {:ok, %{request_uri: String.t(), expires_in: pos_integer()}}
  | {:error, AttestoPhoenix.OAuthError.t()}


      


Store a pushed authorization request, returning the request_uri reference
and its lifetime, or an error.
config is the validated %AttestoPhoenix.Config{} carrying the :par_store
persistence, the :par_ttl, and the host callbacks; request is the
AttestoPhoenix.AuthorizationServer.PAR.Request the controller built from the
authenticated client, the request body, and the conn-free DPoP facts. See the
module docs for the return shape and the security details preserved.

  


        

      


  

    
AttestoPhoenix.AuthorizationServer.PAR.Request 
    



      
A parsed Pushed Authorization Request (RFC 9126), all plain data lifted at
the controller edge.
AttestoPhoenix.Controller.PARController authenticates the client
(RFC 6749 §2.3), parses the request body and the relevant Plug.Conn facts,
and builds this struct so that AttestoPhoenix.AuthorizationServer.PAR can
store the request against data only - never a conn.
Fields
	:client - the authenticated client (RFC 6749 §2.3), opaque to the core.
The stored record's client_id is resolved from it through the host's
:client_id callback, never trusted from the request body.
	:params - the submitted authorization request parameters (RFC 9126 §2.1
/ RFC 6749 §4.1.1). Client-authentication credentials are stripped before
storage; everything else is kept opaque for the authorization endpoint to
validate when the request_uri is later resolved.
	:dpop_input - the conn-free DPoP facts the controller lifts off the
request: the presented DPoP request-header value(s) (RFC 9449 §4.1), and
the canonical request URL/method the proof is bound to (RFC 9449 §4.2 /
§4.3). See AttestoPhoenix.AuthorizationServer.PAR.dpop_input/0.


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.AuthorizationServer.PAR.Request{
  client: term(),
  dpop_input: AttestoPhoenix.AuthorizationServer.PAR.dpop_input(),
  params: map()
}


      



  


        

      


  

    
AttestoPhoenix.AuthorizationServer.RequestObjectMetadata 
    



      
Conn-free derivation of the signed-request-object (JAR / RFC 9101 §10.5)
discovery metadata shared by the OpenID Provider Metadata document (OpenID
Connect Discovery) and the OAuth 2.0 Authorization Server Metadata document
(RFC 8414).
Both documents describe the same authorization endpoint, so the JAR capability
they advertise is derived here once - from %AttestoPhoenix.Config{} - rather
than assembled separately in each controller, where it has drifted apart
before. This module reads only data and carries no transport concern.

      


      
        Summary


  
    Functions
  


    
      
        require_signed(config)

      


        true when the configured policy mandates a signed request object (RFC 9101
§10.5 require_signed_request_object / FAPI 2.0 Message Signing §5.3.1),
otherwise nil (the member's default is false, so the builder omits it).



    


    
      
        signing_alg_values(config)

      


        The JWS algorithms the authorization endpoint accepts on a signed request
object (RFC 9101 §10.5 request_object_signing_alg_values_supported), or nil
when request objects are not supported (so the core builder drops the member).



    


    
      
        supported?(config)

      


        Whether the authorization endpoint can verify a signed request object.



    





      


      
        Functions


        


  
    
      
    
    
      require_signed(config)



        
          
        

    

  


  

      

          @spec require_signed(AttestoPhoenix.Config.t()) :: true | nil


      


true when the configured policy mandates a signed request object (RFC 9101
§10.5 require_signed_request_object / FAPI 2.0 Message Signing §5.3.1),
otherwise nil (the member's default is false, so the builder omits it).
A required-request-object policy is only constructible alongside JAR support
(AttestoPhoenix.Config rejects it otherwise at boot), so require_signed/1
never contradicts supported?/1.

  



  
    
      
    
    
      signing_alg_values(config)



        
          
        

    

  


  

      

          @spec signing_alg_values(AttestoPhoenix.Config.t()) :: [String.t()] | nil


      


The JWS algorithms the authorization endpoint accepts on a signed request
object (RFC 9101 §10.5 request_object_signing_alg_values_supported), or nil
when request objects are not supported (so the core builder drops the member).
Mirrors the configured request_object_policy accepted algorithms, falling
back to the verifier default (Attesto.SigningAlg.fapi_algs/0: PS256, ES256,
EdDSA) when the policy leaves it unset.

  



  
    
      
    
    
      supported?(config)



        
          
        

    

  


  

      

          @spec supported?(AttestoPhoenix.Config.t()) :: boolean()


      


Whether the authorization endpoint can verify a signed request object.
JAR support exists only when the host can resolve a client's trusted JWKS -
a flat :client_jwks callback or an installed :client_store behaviour
(the config resolves either). Absent that, no client can use a
request object, so the capability is not advertised.

  


        

      


  

    
AttestoPhoenix.AuthorizationServer.RequestPolicy 
    



      
Conn-free resolution of the per-request authorization-request validation
policy shared by the authorization endpoint and the PAR endpoint.
Both endpoints validate the same authorization request the same way (RFC 9126
§2.1: "validate the pushed request as it would an authorization request sent
to the authorization endpoint"), so the policy inputs Attesto.AuthorizationRequest.validate/2
needs - the client's registered redirect URIs (RFC 6749 §3.1.2.3), whether
PKCE is required (RFC 9700 §2.1.1), and whether nonce is required (OIDC Core
§3.1.2.1) - are resolved here once, from %AttestoPhoenix.Config{} and the
opaque host client, rather than duplicated per endpoint. This module reads
only data: it touches no conn and carries no policy of its own beyond the
fail-closed defaults documented on each function.

      


      
        Summary


  
    Functions
  


    
      
        client_public?(config, client)

      


        Classify the client as public via the host's :client_public? callback.



    


    
      
        registered_redirect_uris(config, client)

      


        The client's registered redirect URIs (RFC 6749 §3.1.2.3).



    


    
      
        require_nonce?(config)

      


        The host's OP nonce policy flag (OIDC Core §3.1.2.1).



    


    
      
        require_pkce?(config, client)

      


        Whether PKCE is required for this client (RFC 7636 §4.3 / RFC 9700 §2.1.1).



    


    
      
        validate(config, client, params, extra_opts \\ [])

      


        Validate params as an authorization request for client, resolving the
redirect-URI/PKCE/nonce policy from config and delegating to
Attesto.AuthorizationRequest.validate/2.



    





      


      
        Functions


        


  
    
      
    
    
      client_public?(config, client)



        
          
        

    

  


  

      

          @spec client_public?(AttestoPhoenix.Config.t(), term()) :: boolean()


      


Classify the client as public via the host's :client_public? callback.
Absent the callback, fail closed by treating the client as public, so PKCE
stays required (a confidential exemption demands a deliberate host
classification).

  



  
    
      
    
    
      registered_redirect_uris(config, client)



        
          
        

    

  


  

      

          @spec registered_redirect_uris(AttestoPhoenix.Config.t(), term()) :: [String.t()]


      


The client's registered redirect URIs (RFC 6749 §3.1.2.3).
For a CIMD client ({:cimd, metadata},
draft-ietf-oauth-client-id-metadata-document-01) the document is the
registration, so the registered set is the document's own redirect_uris
(RFC 9700) and the host's per-client callback is never consulted. For a
registered client the set is resolved through the host's
:client_redirect_uris callback; an absent callback or a non-list return
resolves to [], which rejects every request with an unregistered redirect
URI (fail closed).

  



  
    
      
    
    
      require_nonce?(config)



        
          
        

    

  


  

      

          @spec require_nonce?(AttestoPhoenix.Config.t()) :: boolean()


      


The host's OP nonce policy flag (OIDC Core §3.1.2.1).
Returns the raw :require_nonce configuration. The OIDC openid-scope gate is
NOT applied here: it must run on the EFFECTIVE request (after any signed
request object is merged), which only Attesto.AuthorizationRequest.validate/2
sees. Applying the gate on the raw outer params here would let a direct JAR
carrying scope=openid only inside the signed object bypass the requirement.

  



  
    
      
    
    
      require_pkce?(config, client)



        
          
        

    

  


  

      

          @spec require_pkce?(AttestoPhoenix.Config.t(), term()) :: boolean()


      


Whether PKCE is required for this client (RFC 7636 §4.3 / RFC 9700 §2.1.1).
A public client MUST use PKCE, so client_public?/2 forces it regardless of
config. A sender-constrained client (DPoP or mTLS) is a FAPI 2.0 client, and
FAPI 2.0 Security Profile §5.3.1.2 / RFC 9700 §2.1.1 require PKCE for it even
though it authenticates confidentially - so client_requires_dpop?/2 and
client_requires_mtls?/2 force it too. For any other confidential client the
global :require_pkce flag applies (default true). Fail closed: absent the
host's deliberate opt-out, PKCE is required.

  



    

  
    
      
    
    
      validate(config, client, params, extra_opts \\ [])



        
          
        

    

  


  

      

          @spec validate(AttestoPhoenix.Config.t(), term(), map(), keyword()) ::
  {:ok, Attesto.AuthorizationRequest.t()}
  | {:error, Attesto.AuthorizationRequest.error()}


      


Validate params as an authorization request for client, resolving the
redirect-URI/PKCE/nonce policy from config and delegating to
Attesto.AuthorizationRequest.validate/2.
This is the shared entry point both the authorization endpoint and the PAR
endpoint use so a request is validated identically wherever it arrives
(RFC 9126 §2.1). Pass extra_opts to thread request-object verification
inputs (:request_object_jwks, :request_object_audience,
:request_object_policy) when the params still carry an unverified signed
request object; omit them when the object has already been verified and
merged.

  


        

      


  

    
AttestoPhoenix.AuthorizationServer.SenderConstraint 
    



      
Sender-constraint resolution for the token endpoint (RFC 9449 / RFC 8705),
as conn-free core.
This is the single place that turns the sender-constraint facts of a token
request - a presented DPoP proof (RFC 9449), a presented client certificate
(RFC 8705), and the canonical request URL/method the proof is bound to
(RFC 9449 §4.2 / §4.3) - together with the configured policy and the client's
binding requirements into either a resolved binding or an
AttestoPhoenix.OAuthError. The controller parses these facts off the
Plug.Conn (via AttestoPhoenix.RequestContext and the DPoP request
header) and passes them as a plain map; this module reads only data, never
touches a conn, and never emits an event.
Input
resolve/3 takes the validated %AttestoPhoenix.Config{}, the resolved
client, and an input map the controller builds from the request:
	:dpop_proof - the first DPoP request-header value (RFC 9449 §4.1), or
nil when the request carries no proof.
	:mtls_cert_der - the peer certificate DER (RFC 8705 §3), or nil when
no client certificate was presented.
	:http_uri - the canonical request URL (htu) the proof is bound to
(RFC 9449 §4.3).
	:http_method - the HTTP method (htm) the proof is bound to
(RFC 9449 §4.2); the token endpoint is reached by POST.

Return value
{:ok, binding, token_type} where binding is one of {:dpop, jkt},
{:mtls, thumbprint}, or :none, and token_type is the RFC 9449 §7.1 /
RFC 6750 presentation type ("DPoP" for a DPoP binding, "Bearer"
otherwise). On failure, {:error, %AttestoPhoenix.OAuthError{}}.
Precedence and fail-closed policy
The client's required sender constraint is resolved first, and only the
matching constraint type can satisfy it:
	A client that requires DPoP (RFC 9449) is bound only by a DPoP proof. A
request that omits the proof - even one presenting a client certificate -
is refused (DPoP proof required), never silently mTLS-bound.
	A client that requires mTLS (RFC 8705 §3) is bound only by a client
certificate. A request that omits the certificate - even one presenting a
DPoP proof - is refused (client certificate required), never silently
DPoP-bound.

A client's required constraint therefore cannot be satisfied by presenting a
different valid constraint: the per-client policy is enforced on its own
terms before any opportunistic binding is considered.
Only when the client requires neither constraint does opportunistic
precedence apply: DPoP takes precedence when a proof is presented
(RFC 9449 §5); otherwise an mTLS certificate binds the token to its
thumbprint; otherwise the token is an unbound Bearer.
RFC 8705 §3: a client configured to require certificate-bound tokens MUST NOT
be silently downgraded to a Bearer token when it calls without a certificate.
RFC 9449 is the DPoP equivalent: a client configured for DPoP-bound issuance
must present a proof at the token endpoint. The host's
:client_requires_mtls? / :client_requires_dpop? callbacks gate this; both
are read defensively and fail open only to "not required" when the host has
not supplied the callback (the constraints are off by default per
:dpop_enabled / :mtls_enabled).
DPoP nonce challenge preserved
When a fresh DPoP nonce is required (RFC 9449 §8 / §9), the returned
%AttestoPhoenix.OAuthError{} carries the use_dpop_nonce code and the fresh
DPoP-Nonce value in its :headers, so the controller renders the header
verbatim alongside the error.

      


      
        Summary


  
    Types
  


    
      
        binding()

      


        The resolved sender-constraint binding.



    


    
      
        input()

      


        The sender-constraint facts the controller derives from the request.



    





  
    Functions
  


    
      
        audit_metadata(config, input)

      


        Sender-constraint audit metadata derivable from a token request.



    


    
      
        binding_jkt(arg1)

      


        The DPoP thumbprint a stateful grant (authorization-code redemption, refresh
rotation) binds to. Only DPoP flows through those engines' :dpop_jkt opt;
an mTLS binding carries no DPoP thumbprint.



    


    
      
        client_requires_dpop?(config, client)

      


        Whether the client requires DPoP-bound token issuance (RFC 9449).



    


    
      
        client_requires_mtls?(config, client)

      


        Whether the client requires certificate-bound token issuance (RFC 8705).



    


    
      
        mint_opts(arg1)

      


        The Attesto.Token.mint/3 confirmation opt for a resolved binding
(RFC 9449 / RFC 8705).



    


    
      
        refresh_binding_jkt(config, client, binding)

      


        The DPoP thumbprint to bind a refresh token to (RFC 9449 §8).



    


    
      
        resolve(config, input, client)

      


        Resolve the sender-constraint binding for a token request.



    





      


      
        Types


        


  
    
      
    
    
      binding()



        
          
        

    

  


  

      

          @type binding() :: {:dpop, String.t()} | {:mtls, String.t()} | :none


      


The resolved sender-constraint binding.

  



  
    
      
    
    
      input()



        
          
        

    

  


  

      

          @type input() :: %{
  optional(:dpop_proof) => String.t() | nil,
  optional(:mtls_cert_der) => binary() | nil,
  optional(:http_uri) => String.t() | nil,
  optional(:http_method) => String.t() | nil
}


      


The sender-constraint facts the controller derives from the request.

  


        

      

      
        Functions


        


  
    
      
    
    
      audit_metadata(config, input)



        
          
        

    

  


  

      

          @spec audit_metadata(AttestoPhoenix.Config.t(), input()) :: %{
  token_type: String.t(),
  sender_constraint: :none | :dpop | :mtls,
  cnf: nil
}


      


Sender-constraint audit metadata derivable from a token request.
This records the sender-constraint method attempted at the request boundary
using the same precedence as resolve/3, without verifying a DPoP proof or
certificate. It is intended for denial events, including failures that happen
before a binding can be resolved.

  



  
    
      
    
    
      binding_jkt(arg1)



        
          
        

    

  


  

      

          @spec binding_jkt(binding()) :: String.t() | nil


      


The DPoP thumbprint a stateful grant (authorization-code redemption, refresh
rotation) binds to. Only DPoP flows through those engines' :dpop_jkt opt;
an mTLS binding carries no DPoP thumbprint.

  



  
    
      
    
    
      client_requires_dpop?(config, client)



        
          
        

    

  


  

      

          @spec client_requires_dpop?(AttestoPhoenix.Config.t(), term()) :: boolean()


      


Whether the client requires DPoP-bound token issuance (RFC 9449).
Read defensively; fails open to "not required" when the host supplies no
:client_requires_dpop? callback.

  



  
    
      
    
    
      client_requires_mtls?(config, client)



        
          
        

    

  


  

      

          @spec client_requires_mtls?(AttestoPhoenix.Config.t(), term()) :: boolean()


      


Whether the client requires certificate-bound token issuance (RFC 8705).
Read defensively; fails open to "not required" when the host supplies no
:client_requires_mtls? callback.

  



  
    
      
    
    
      mint_opts(arg1)



        
          
        

    

  


  

      

          @spec mint_opts(binding()) :: keyword()


      


The Attesto.Token.mint/3 confirmation opt for a resolved binding
(RFC 9449 / RFC 8705).
DPoP binds cnf.jkt; mTLS binds cnf.x5t#S256 (the certificate thumbprint,
threaded so a real cnf is minted rather than dropped); an unbound binding
carries no opt.

  



  
    
      
    
    
      refresh_binding_jkt(config, client, binding)



        
          
        

    

  


  

      

          @spec refresh_binding_jkt(AttestoPhoenix.Config.t(), term(), binding()) ::
  String.t() | nil


      


The DPoP thumbprint to bind a refresh token to (RFC 9449 §8).
Public clients get DPoP-bound refresh tokens; for confidential clients the
refresh token stays bound to the authenticated client_id (RFC 6749 §6 /
§10.4) rather than one DPoP proof key, so no DPoP thumbprint is threaded.

  



  
    
      
    
    
      resolve(config, input, client)



        
          
        

    

  


  

      

          @spec resolve(AttestoPhoenix.Config.t(), input(), term()) ::
  {:ok, binding(), String.t()} | {:error, AttestoPhoenix.OAuthError.t()}


      


Resolve the sender-constraint binding for a token request.
Returns {:ok, binding, token_type} or {:error, %OAuthError{}}. See the
module docs for the precedence rules and the input shape.

  


        

      


  

    
AttestoPhoenix.AuthorizationServer.Token 
    



      
Token-endpoint grant processing (RFC 6749 §3.2), as conn-free core.
This is the single place that turns an authenticated client and a parsed
token request into either an RFC 6749 §5.1 response body or an
AttestoPhoenix.OAuthError, together with the list of audit events the
exchange produced. It owns every grant-state and claim-level decision the
token endpoint takes:
	the grant dispatch (RFC 6749 §4) across authorization_code,
refresh_token, client_credentials, and OAuth token exchange
(RFC 8693);
	authorization-code redemption and code-reuse family revocation
(OAuth 2.0 Security BCP §4.13), via Attesto.AuthorizationCode;
	refresh-token rotation and the initial offline-access refresh-token
issuance gate (RFC 6749 §6 / OIDC Core §11), via Attesto.RefreshToken;
	ID-Token minting with at_hash/c_hash/nonce/auth_time
(OIDC Core §3.1.3.3 / §3.3.2.11), via Attesto.IDToken;
	UserInfo / claims-parameter extra claims (OIDC Core §5.4 / §5.5);
	scope resolution (RFC 6749 §3.3) and access-token claim assembly, via
Attesto.Token.

North star
AttestoPhoenix.Controller.TokenController parses the request off the
Plug.Conn, authenticates the client (RFC 6749 §2.3), lifts the conn facts
into a %Request{} of plain data, and calls issue/2. This module reads only
data, never touches a conn, and never emits an event: it returns the events as
data and the controller emits them. Policy is carried on the
%AttestoPhoenix.Config{} the caller passes in (host callbacks, stores, TTLs);
nothing is hardcoded here.
Return value
{:ok, response_map, events} on success, where response_map is the
RFC 6749 §5.1 body (atom keys) and events is a list of
%AttestoPhoenix.Event{} the caller emits. {:error, %OAuthError{}, events}
on failure, where events carries the RFC 6749 §5.2 :token_denied audit
event (this module emits no event itself).
Failures that are a server/config fault rather than a client error (a mint
failure, a refresh-issuance failure) are surfaced as RFC 6749 §5.2
invalid_request without leaking detail; the underlying reason is logged.

      


      
        Summary


  
    Types
  


    
      
        response()

      


        The RFC 6749 §5.1 token response body (atom keys).



    





  
    Functions
  


    
      
        issue(config, request)

      


        Process a token request, returning the response (or error) and the audit
events the exchange produced.



    





      


      
        Types


        


  
    
      
    
    
      response()



        
          
        

    

  


  

      

          @type response() :: %{required(atom()) => term()}


      


The RFC 6749 §5.1 token response body (atom keys).

  


        

      

      
        Functions


        


  
    
      
    
    
      issue(config, request)



        
          
        

    

  


  

      

          @spec issue(
  AttestoPhoenix.Config.t(),
  AttestoPhoenix.AuthorizationServer.Token.Request.t()
) ::
  {:ok, response(), [AttestoPhoenix.Event.t()]}
  | {:error, AttestoPhoenix.OAuthError.t(), [AttestoPhoenix.Event.t()]}


      


Process a token request, returning the response (or error) and the audit
events the exchange produced.
config is the validated %AttestoPhoenix.Config{} (also carried on the
request for the conn-free helpers); request is the
AttestoPhoenix.AuthorizationServer.Token.Request the controller built from
the request and the conn facts. See the module docs for the return shape.
This module emits no event itself: the caller emits the returned events.

  


        

      


  

    
AttestoPhoenix.AuthorizationServer.Token.Request 
    



      
A parsed token request, all plain data lifted at the controller edge.
AttestoPhoenix.Controller.TokenController authenticates the client
(RFC 6749 §2.3), parses the request body and the relevant Plug.Conn facts,
and builds this struct so that AttestoPhoenix.AuthorizationServer.Token can
process the grant against data only - never a conn.
Fields
	:config - the validated %AttestoPhoenix.Config{} carrying host policy.
	:client - the authenticated client (RFC 6749 §2.3), opaque to the core.
	:client_auth_method - HOW the client authenticated
(:client_secret_basic / :client_secret_post / :private_key_jwt, or
:none for the public-client path). The core gates confidential-only
grants (client_credentials, token-exchange) on this, rejecting :none.
	:grant_type - the requested grant type string (RFC 6749 §1.3).
	:params - the request body parameters.
	:sender_constraint_input - the conn-free sender-constraint facts
(AttestoPhoenix.AuthorizationServer.SenderConstraint.input/0): the
presented DPoP proof (RFC 9449), the presented client certificate DER
(RFC 8705), and the canonical request URL/method the proof is bound to.
	:client_ip - the request client IP for audit-event metadata, or nil.
	:request_client_id - the client_id derived from the request body or
the Basic credentials, used as the denial-event client_id fallback when
the host exposes no :client_id callback.


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.AuthorizationServer.Token.Request{
  client: term(),
  client_auth_method:
    :client_secret_basic | :client_secret_post | :private_key_jwt | :none,
  client_ip: String.t() | nil,
  config: AttestoPhoenix.Config.t(),
  grant_type: String.t(),
  params: map(),
  request_client_id: String.t() | nil,
  sender_constraint_input:
    AttestoPhoenix.AuthorizationServer.SenderConstraint.input()
}


      



  


        

      


  

    
AttestoPhoenix.BackChannelLogout behaviour
    



      
The seam for delivering a Back-Channel Logout logout_token to a Relying
Party (OpenID Connect Back-Channel Logout 1.0 §2.5).
An implementation POSTs the token to the RP's backchannel_logout_uri as
application/x-www-form-urlencoded with a single logout_token parameter,
and reports whether the RP accepted it. Delivery is best-effort by design:
the end-session endpoint logs failures but never blocks the user's logout on
an unreachable RP. The default implementation is
AttestoPhoenix.BackChannelLogout.Req; a host overrides it with
logout: [http_client: MyDeliverer].

      


      
        Summary


  
    Callbacks
  


    
      
        post(backchannel_logout_uri, logout_token)

      


        POST logout_token to backchannel_logout_uri. Returns :ok when the RP
responded with a 2xx, {:error, reason} otherwise.



    





      


      
        Callbacks


        


  
    
      
    
    
      post(backchannel_logout_uri, logout_token)



        
          
        

    

  


  

      

          @callback post(backchannel_logout_uri :: String.t(), logout_token :: String.t()) ::
  :ok | {:error, term()}


      


POST logout_token to backchannel_logout_uri. Returns :ok when the RP
responded with a 2xx, {:error, reason} otherwise.

  


        

      


  

    
AttestoPhoenix.BackChannelLogout.Req 
    



      
Default AttestoPhoenix.BackChannelLogout deliverer, built on Req.
POSTs the logout_token to the Relying Party's backchannel_logout_uri as
application/x-www-form-urlencoded (OpenID Connect Back-Channel Logout 1.0
§2.5). Redirects and retries are disabled and the timeout is short: logout
delivery is best-effort and must not let a slow or hostile RP stall the
end-session response. A 2xx is success; anything else (non-2xx, transport
error) is reported so the caller can log it.
Req is an optional dependency. A host that enables Back-Channel Logout with
the default deliverer must have :req available; one that supplies its own
logout: [http_client: ...] does not.

      




  

    
AttestoPhoenix.Callback 
    



      
Invocation of configured callbacks in the forms accepted throughout the
library.
A callback supplied to AttestoPhoenix.Config (and to the plugs and
controllers built on it) may be expressed as a bare anonymous/captured
function, a {module, function} pair, or a {module, function, extra_args}
tuple whose trailing arguments follow the per-call arguments. This module is
the single place that resolves those forms; it carries no policy of its own.

      


      
        Summary


  
    Types
  


    
      
        callback()

      


    





  
    Functions
  


    
      
        config_callback(config, key)

      


        Read a configured callback off the config struct by key.



    


    
      
        config_flag(config, key)

      


        Read a boolean policy flag off the config struct by key.



    


    
      
        invoke(fun, args)

      


        Invoke callback with args.



    


    
      
        invoke(callback, args, default)

      


        Invoke callback with args, returning default when callback is nil.



    


    
      
        to_fun2(callback)

      


        Adapt a configured callback (any accepted form) into a plain 2-arity
function.



    





      


      
        Types


        


  
    
      
    
    
      callback()



        
          
        

    

  


  

      

          @type callback() :: function() | {module(), atom()} | {module(), atom(), [any()]}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      config_callback(config, key)



        
          
        

    

  


  

      

          @spec config_callback(map(), atom()) :: callback() | nil


      


Read a configured callback off the config struct by key.
This is the single reader the controllers, plugs, and core modules share for
pulling a host callback out of %AttestoPhoenix.Config{} (or any struct/map
carrying it). An absent key reads as nil, matching the fail-closed
resolution used throughout the library; the value is otherwise returned
unchanged for an invoke/2,3 caller to run. It carries no policy.

  



  
    
      
    
    
      config_flag(config, key)



        
          
        

    

  


  

      

          @spec config_flag(map(), atom()) :: boolean()


      


Read a boolean policy flag off the config struct by key.
An absent or non-boolean value reads as false (fail closed: a flag the host
did not set never turns a control on).

  



  
    
      
    
    
      invoke(fun, args)



        
          
        

    

  


  

      

          @spec invoke(callback(), [any()]) :: any()


      


Invoke callback with args.
For the {module, function, extra_args} form the extra_args are appended
after args, matching AttestoPhoenix.Config's callback type.

  



  
    
      
    
    
      invoke(callback, args, default)



        
          
        

    

  


  

      

          @spec invoke(callback() | nil, [any()], any()) :: any()


      


Invoke callback with args, returning default when callback is nil.

  



  
    
      
    
    
      to_fun2(callback)



        
          
        

    

  


  

      

          @spec to_fun2(callback()) :: (any(), any() -> any())


      


Adapt a configured callback (any accepted form) into a plain 2-arity
function.
A DPoP replay-check callback ((jti, ttl_seconds) -> :ok | {:error, term})
is handed to Attesto.DPoP.verify_proof/2, which requires a literal 2-arity
function (or nil) and rejects a {module, function} / {module, function, extra_args} tuple. A host cannot put an anonymous function in config, so it
configures :replay_check as an MFA tuple; this wraps any callback form in a
closure that routes through invoke/2, so the core verifier always receives
the bare function it demands. A callback that is already a function is wrapped
transparently.

  


        

      


  

    
AttestoPhoenix.ClaimsProvider behaviour
    



      
The host-owned UserInfo claim source (OpenID Connect Core §5).
The library knows no user store: the identity claims the UserInfo endpoint
(OpenID Connect Core §5.3) returns are the host's to source. This behaviour is
the home for that single concern — sourcing claim values for a subject. It
deliberately does NOT own principal loading: building the principal an
authorization-code grant mints a token for is a separate responsibility that
lives on AttestoPhoenix.PrincipalStore (build_principal/3). Keeping claim
sourcing and principal loading in distinct behaviours means a host installs
each capability where it belongs rather than behind one overloaded module.
A host implements this behaviour and wires its callback into
AttestoPhoenix.Config under :claims_provider (or passes the flat
:build_userinfo_claims callback). Wiring is unchanged from passing the
callback individually (an anonymous function, a {module, function} pair, or
a {module, function, extra_args} triple).
Each @callback corresponds to the identically named AttestoPhoenix.Config
key:
	build_userinfo_claims/3 (:build_userinfo_claims) - the UserInfo source.
	build_id_token_claims/4 (:build_id_token_claims) - the ID Token source.

These are deliberately separate callbacks, not one overloaded function: the
UserInfo endpoint and the ID Token draw from different claims-parameter
members and treat sub differently, so a host implements whichever surface(s)
it serves.

      


      
        Summary


  
    Types
  


    
      
        client()

      


        The host's opaque client representation (e.g. an Ecto struct).



    





  
    Callbacks
  


    
      
        build_id_token_claims(client, subject, granted_scopes, requested_claims)

      


        Produce the host claims merged into an ID Token (OpenID Connect Core §3.1.3.6
/ §5.5 id_token member).



    


    
      
        build_userinfo_claims(subject, granted_scopes, requested_claims)

      


        Produce the claim values the UserInfo endpoint (OpenID Connect Core §5.3)
returns for the authenticated subject.



    





      


      
        Types


        


  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: term()


      


The host's opaque client representation (e.g. an Ecto struct).

  


        

      

      
        Callbacks


        


  
    
      
    
    
      build_id_token_claims(client, subject, granted_scopes, requested_claims)


        (optional)


        
          
        

    

  


  

      

          @callback build_id_token_claims(
  client(),
  subject :: String.t(),
  granted_scopes :: [String.t()],
  requested_claims :: map()
) :: map()


      


Produce the host claims merged into an ID Token (OpenID Connect Core §3.1.3.6
/ §5.5 id_token member).
Receives the resolved client, the subject identifier, the granted scopes,
and the per-claim request map. Distinct from build_userinfo_claims/3: it
draws from the claims parameter's id_token member and MUST NOT carry sub
(the library sets the verified subject; a host-supplied sub is rejected by
Attesto.IDToken). Returns a map of claim values.

  



  
    
      
    
    
      build_userinfo_claims(subject, granted_scopes, requested_claims)


        (optional)


        
          
        

    

  


  

      

          @callback build_userinfo_claims(
  subject :: String.t(),
  granted_scopes :: [String.t()],
  requested_claims :: map()
) :: map()


      


Produce the claim values the UserInfo endpoint (OpenID Connect Core §5.3)
returns for the authenticated subject.
Receives the subject identifier (sub), the list of scopes on the access
token, and the per-claim request map from the OpenID Connect claims
parameter (%{} when none). The host owns the claim source; the library owns
the scope-to-claim shaping (OpenID Connect Core §5.4) and forces sub to the
verified token subject (OpenID Connect Core §5.3.2). Returns a map of claim
values.

  


        

      


  

    
AttestoPhoenix.ClientAuthentication 
    



      
OAuth 2.0 client authentication (RFC 6749 §2.3), as conn-free core.
This is the single place that turns the request's Authorization header and
body parameters into either an authenticated client or an
AttestoPhoenix.OAuthError. It is shared by the token endpoint
(RFC 6749 §3.2) and the Pushed Authorization Request endpoint (RFC 9126):
both authenticate the client identically; only the policy around the
secretless/public path and the event/wire rendering differ, and those are
the caller's concern.
Methods
Accepts HTTP Basic credentials (RFC 6749 §2.3.1, RFC 7617), request-body
credentials (RFC 6749 §2.3.1), and private_key_jwt assertions (RFC 7523 /
OIDC Core §9). Presenting more than one client-authentication method is
rejected (RFC 6749 §2.3).
Client ID Metadata Documents (CIMD)
When CIMD (draft-ietf-oauth-client-id-metadata-document-01) is enabled and
the presented client_id is a CIMD URL, the client is dereferenced from that
URL (AttestoPhoenix.ClientIdMetadata) rather than looked up in the host
registry. A CIMD client carries no shared symmetric secret (the document
validation strips client_secret_* and the symmetric auth methods), so it can
only authenticate as a public client (none + PKCE) or with
private_key_jwt keyed by the document's jwks / jwks_uri. The Basic /
body-secret paths therefore never resolve a CIMD client: a client_secret
presented for a CIMD client_id finds no secret to verify and fails with the
generic invalid_client message like any other failed authentication. CIMD
resolution is consulted only on the secretless (none) and private_key_jwt
paths, where the host registry would not hold the URL.
Policy
The one decision that differs between callers is carried as data on
AttestoPhoenix.ClientAuthentication.Policy:
	:allow_public - whether a client identified without a secret/assertion
may authenticate as a public client (RFC 6749 §2.1), relying on PKCE
(RFC 7636) downstream. The token endpoint allows this; the PAR endpoint
does not, because a request reference established without proof of
possession of the client secret would let anyone who knows a
confidential client's client_id push requests in its name. When
false, a body client_id without a secret is rejected with
invalid_client "client authentication required".
	:assertion_audiences - the acceptable aud values for a
private_key_jwt assertion (RFC 7523 §3 / FAPI 2: the issuer
identifier, not the endpoint URL).
	:assertion_max_lifetime - the maximum assertion lifetime, in seconds,
and the replay-record TTL (RFC 7523 §3).

Return value
authenticate/4 returns {:ok, %Result{client, client_id, method}} or
{:error, %AttestoPhoenix.OAuthError{}}. authenticate_with_context/4
keeps the same successful return and adds transport context to errors for
endpoints that must distinguish Authorization-header authentication attempts
while rendering. Both functions read only data: the
Authorization header values and the parsed body params. It never touches a
conn and never emits an event - the caller renders the result/error and
emits whatever audit event it owns.
Security details preserved
	On an unknown/revoked client, a dummy verify_client_secret/2 call
against :unknown_client runs so the lookup-failure path matches the
wrong-secret path in observable timing (RFC 6749 §2.3 / OWASP).
	Every client-authentication failure returns the single generic
invalid_client "client authentication failed" message, so an attacker
cannot tell an unknown client from a wrong secret.
	Presenting more than one authentication method is rejected with
invalid_request (RFC 6749 §2.3).


      


      
        Summary


  
    Functions
  


    
      
        authenticate(authorization_headers, params, config, policy)

      


        Authenticate the client from the request's Authorization header values and
body params (RFC 6749 §2.3).



    


    
      
        authenticate_with_context(authorization_headers, params, config, policy)

      


        Authenticates the client and preserves client-authentication transport context
on errors.



    





      


      
        Functions


        


  
    
      
    
    
      authenticate(authorization_headers, params, config, policy)



        
          
        

    

  


  

      

          @spec authenticate(
  [String.t()],
  map(),
  AttestoPhoenix.Config.t(),
  AttestoPhoenix.ClientAuthentication.Policy.t()
) ::
  {:ok, AttestoPhoenix.ClientAuthentication.Result.t()}
  | {:error, AttestoPhoenix.OAuthError.t()}


      


Authenticate the client from the request's Authorization header values and
body params (RFC 6749 §2.3).
authorization_headers is the list of Authorization header values (as
returned by Plug.Conn.get_req_header(conn, "authorization")). params is
the parsed request body. Returns {:ok, %Result{}} or
{:error, %AttestoPhoenix.OAuthError{}}.

  



  
    
      
    
    
      authenticate_with_context(authorization_headers, params, config, policy)



        
          
        

    

  


  

      

          @spec authenticate_with_context(
  [String.t()],
  map(),
  AttestoPhoenix.Config.t(),
  AttestoPhoenix.ClientAuthentication.Policy.t()
) ::
  {:ok, AttestoPhoenix.ClientAuthentication.Result.t()}
  | {:error, AttestoPhoenix.OAuthError.t(),
     AttestoPhoenix.ClientAuthentication.ErrorContext.t()}


      


Authenticates the client and preserves client-authentication transport context
on errors.
The successful return matches authenticate/4. Error returns add an
%ErrorContext{} naming the Authorization scheme when the request attempted
header authentication; token-endpoint callers use it to apply RFC 6749 §5.2
401 challenge rules without re-reading the conn.

  


        

      


  

    
AttestoPhoenix.ClientAuthentication.ErrorContext 
    



      
Transport facts known while classifying client authentication.
:authorization_scheme is the request-header authentication scheme the
client attempted, "Basic" for a present but unusable scheme token, or
nil when no Authorization header was present. It is intentionally
detached from the error code: callers decide whether a particular OAuth
error should be rendered with a challenge.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.ClientAuthentication.ErrorContext{
  authorization_scheme: String.t() | nil
}


      



  


        

      


  

    
AttestoPhoenix.ClientAuthentication.Policy 
    



      
The per-caller policy for AttestoPhoenix.ClientAuthentication.
See the parent module for the meaning of each field. Expressed as data so
a caller passes its policy rather than toggling a behaviour flag inside the
core.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.ClientAuthentication.Policy{
  allow_public: boolean(),
  assertion_audiences: [String.t()],
  assertion_max_lifetime: pos_integer(),
  assertion_signing_algs: [String.t()]
}


      



  


        

      


  

    
AttestoPhoenix.ClientAuthentication.Result 
    



      
The authenticated client and how it authenticated.
:client is the opaque host client value returned by :load_client,
:client_id is the OAuth identifier (RFC 6749 §2.2) - the host's
:client_id callback when configured, otherwise the identifier the
credentials carried (the Basic/body client_id or the assertion sub), so
it is never nil for a successful authentication - and :method is the
RFC 6749 §2.3 / OIDC Core §9 authentication method
(:client_secret_basic, :client_secret_post, :private_key_jwt, or
:none for the public-client path).

      


      
        Summary


  
    Types
  


    
      
        method()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      method()



        
          
        

    

  


  

      

          @type method() ::
  :client_secret_basic | :client_secret_post | :private_key_jwt | :none


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.ClientAuthentication.Result{
  client: term(),
  client_id: String.t() | nil,
  method: method()
}


      



  


        

      


  

    
AttestoPhoenix.ClientIdMetadata 
    



      
Integration façade for Client ID Metadata Documents - CIMD
(draft-ietf-oauth-client-id-metadata-document-01, IETF OAuth WG).
CIMD lets a client identify itself with no prior registration by using an
HTTPS URL as its client_id; the authorization server dereferences that URL
to a JSON client metadata document and uses it as the client. The pure URL/
document validation lives in Attesto.ClientIdMetadata, the SSRF-guarded
fetch in AttestoPhoenix.ClientIdMetadata.Fetcher, the cache in
AttestoPhoenix.ClientIdMetadata.Cache, and the orchestration in
AttestoPhoenix.ClientIdMetadata.Resolver. This module is the thin seam the
HTTP endpoints (the authorization endpoint and the token / PAR client
authentication path) call to decide whether a presented client_id is a CIMD
URL and, when it is, to resolve it into a client.
When CIMD applies
A presented client_id is resolved through CIMD only when both hold
(cimd_client_id?/2):
	the feature is enabled for the deployment
(AttestoPhoenix.Config.client_id_metadata_enabled?/1), and
	the client_id is a well-formed CIMD URL
(Attesto.ClientIdMetadata.client_id_url?/1).

An opaque (non-URL) client_id, or any client_id when the feature is off,
is left to the host's :load_client registry exactly as before - CIMD never
changes the resolution of a registered client.
The resolved client
resolve/2 returns the normalized, string-keyed metadata map
Attesto.ClientIdMetadata.validate_document/2 produced (carrying at least
client_id and redirect_uris). It is not the host's opaque client value,
so the host's :client_id / :client_redirect_uris / :client_jwks
callbacks do not apply to it; the accessors here
(client_id/1, redirect_uris/1, jwks/1) read the document directly, and
the calling endpoint uses them in place of the host callbacks for a CIMD
client. A resolved CIMD client authenticates only as a public client
(none + PKCE) or with private_key_jwt; the no-symmetric-secret rule the
document validation enforces guarantees client_secret_* can never apply.
redirect_uri policy (RFC 9700 + draft §2)
RFC 9700 requires the request redirect_uri to exact-match one of the
document's redirect_uris; the calling endpoint performs that match through
the same Attesto.AuthorizationRequest path it uses for a registered client,
feeding it redirect_uris/1 as the registered set. The draft additionally
permits requiring the redirect_uri to be same-origin (scheme + host + port)
with the client_id URL; same_origin_redirect_uri?/2 is that check, applied
by the authorization endpoint when :require_same_origin_redirect_uri is set
(the default).

      


      
        Summary


  
    Types
  


    
      
        client()

      


        A resolved CIMD client: the normalized, string-keyed metadata map
Attesto.ClientIdMetadata.validate_document/2 returns.



    





  
    Functions
  


    
      
        cimd_client_id?(client_id, config)

      


        Returns true iff client_id must be resolved through CIMD for config:
the feature is enabled and client_id is a well-formed CIMD URL.



    


    
      
        client_id(map)

      


        The CIMD client's client_id - the URL the document was fetched from and is
bound to (Attesto.ClientIdMetadata.validate_document/2 guarantees the
document's client_id equals it).



    


    
      
        jwks(arg1)

      


        The CIMD client's verification keys for private_key_jwt client
authentication (RFC 7523 / OIDC Core §9), taken from the document's inline
jwks (preferred) or its jwks_uri. Returns nil when the document carried
neither, which makes private_key_jwt impossible for the client (it then
authenticates only as a public client).



    


    
      
        redirect_uris(map)

      


        The CIMD client's registered redirect URIs (RFC 9700), used by the
authorization endpoint as the exact-match set in place of the host's
:client_redirect_uris callback. Document validation guarantees a non-empty
list of strings.



    


    
      
        resolve(client_id, config)

      


        Resolve a CIMD client_id URL into its normalized client metadata map.



    


    
      
        same_origin_redirect_uri?(client_id, redirect_uri)

      


        Returns true iff redirect_uri is same-origin (scheme, host, and port) with
the CIMD client_id URL (draft §2's optional same-origin tightening).



    


    
      
        scopes(arg1)

      


        The scopes the CIMD document declares, as a list.



    





      


      
        Types


        


  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: map()


      


A resolved CIMD client: the normalized, string-keyed metadata map
Attesto.ClientIdMetadata.validate_document/2 returns.

  


        

      

      
        Functions


        


  
    
      
    
    
      cimd_client_id?(client_id, config)



        
          
        

    

  


  

      

          @spec cimd_client_id?(term(), AttestoPhoenix.Config.t()) :: boolean()


      


Returns true iff client_id must be resolved through CIMD for config:
the feature is enabled and client_id is a well-formed CIMD URL.
This is the single gate the endpoints consult before reaching for the
resolver, so an opaque client_id (or any client_id while the feature is
disabled) is never sent to the network and always flows through the host's
:load_client registry.

  



  
    
      
    
    
      client_id(map)



        
          
        

    

  


  

      

          @spec client_id(client()) :: String.t()


      


The CIMD client's client_id - the URL the document was fetched from and is
bound to (Attesto.ClientIdMetadata.validate_document/2 guarantees the
document's client_id equals it).

  



  
    
      
    
    
      jwks(arg1)



        
          
        

    

  


  

      

          @spec jwks(client()) :: map() | String.t() | nil


      


The CIMD client's verification keys for private_key_jwt client
authentication (RFC 7523 / OIDC Core §9), taken from the document's inline
jwks (preferred) or its jwks_uri. Returns nil when the document carried
neither, which makes private_key_jwt impossible for the client (it then
authenticates only as a public client).

  



  
    
      
    
    
      redirect_uris(map)



        
          
        

    

  


  

      

          @spec redirect_uris(client()) :: [String.t()]


      


The CIMD client's registered redirect URIs (RFC 9700), used by the
authorization endpoint as the exact-match set in place of the host's
:client_redirect_uris callback. Document validation guarantees a non-empty
list of strings.

  



  
    
      
    
    
      resolve(client_id, config)



        
          
        

    

  


  

      

          @spec resolve(String.t(), AttestoPhoenix.Config.t()) ::
  {:ok, client()} | {:error, AttestoPhoenix.ClientIdMetadata.Resolver.error()}


      


Resolve a CIMD client_id URL into its normalized client metadata map.
Delegates to AttestoPhoenix.ClientIdMetadata.Resolver.resolve/2. The caller
is expected to have gated on cimd_client_id?/2 first; the resolver
re-validates the URL grammar regardless, so a non-CIMD client_id reaching
here still fails closed. Returns {:ok, client} or {:error, reason} (a
fetch, decode, validation, or host-policy failure - never cached).

  



  
    
      
    
    
      same_origin_redirect_uri?(client_id, redirect_uri)



        
          
        

    

  


  

      

          @spec same_origin_redirect_uri?(String.t(), String.t()) :: boolean()


      


Returns true iff redirect_uri is same-origin (scheme, host, and port) with
the CIMD client_id URL (draft §2's optional same-origin tightening).
The port comparison uses each URI's effective port, so an explicit default
port and an omitted one compare equal. A redirect_uri that does not parse as
an absolute URL with a host is not same-origin.

  



  
    
      
    
    
      scopes(arg1)



        
          
        

    

  


  

      

          @spec scopes(client()) :: [String.t()]


      


The scopes the CIMD document declares, as a list.
draft-ietf-oauth-client-id-metadata-document-01 §7 carries the RFC 7591 §2
client-metadata field set, in which scope is an OPTIONAL, space-delimited
string. A document that omits it declares no scopes, so this returns [] — an
empty declared set, never a missing key. A CIMD client therefore has no
registered scope cap of its own; what an empty declared set grants is host
policy (typically the scopes the resource owner consents to).
This is the value AttestoPhoenix.AuthorizationServer.Token exposes to a host
:authorize_scope policy as client.scopes, so a callback written for a
registered client's scope list reads a CIMD client as an empty set instead of
raising KeyError.

  


        

      


  

    
AttestoPhoenix.ClientIdMetadata.Cache behaviour
    



      
Behaviour for caching a validated Client ID Metadata Document - CIMD
(draft-ietf-oauth-client-id-metadata-document-01, IETF OAuth WG).
CIMD lets a client identify itself with no prior registration by using an
HTTPS URL as its client_id; the authorization server dereferences that URL
(AttestoPhoenix.ClientIdMetadata.Fetcher) and validates the returned
document (Attesto.ClientIdMetadata.validate_document/2). This behaviour is
the seam through which the resolver remembers a successfully validated
document so that not every authorization request reaches out to the network.
What may be cached
Only a document that has passed validation is stored, and only with an
expires_at the resolver derives from the response's HTTP freshness
directives (Cache-Control: max-age / Expires, RFC 9111), clamped to the
host's configured bounds. The draft (§6) and RFC 9111 forbid caching error
responses or invalid/malformed documents, so an implementation of this
behaviour is only ever handed metadata the caller already accepted; it does
no validation of its own.
Cache key and value
The key is the CIMD client_id URL (the same string the client presented and
the document's client_id equals). The value is the validated, string-keyed
metadata map together with its expires_at. get/1 MUST treat an expired
entry as a miss - freshness is re-checked on read, never honored past
expires_at - so an implementation that cannot cheaply evict still cannot
serve a stale document.
Default and the opt-out
The default implementation is AttestoPhoenix.ClientIdMetadata.Cache.Ecto,
which persists the entry to Postgres (table attesto_client_id_metadata,
swept by AttestoPhoenix.Store.Sweeper) so the cache is coherent across a
cluster and the outbound fetch fan-out is bounded under load. A single-node
deployment may opt into the per-node
AttestoPhoenix.ClientIdMetadata.Cache.ETS instead - a per-node cache is
correct here because a miss simply re-fetches - by configuring the :cache
module under AttestoPhoenix.Config's :client_id_metadata key.

      


      
        Summary


  
    Types
  


    
      
        metadata()

      


        A validated, string-keyed CIMD metadata map - the document
Attesto.ClientIdMetadata.validate_document/2 returned and the caller
accepted. Only such a map is ever stored or returned.



    





  
    Callbacks
  


    
      
        get(url)

      


        Looks up the cached metadata for a CIMD client_id URL.



    


    
      
        put(url, metadata, expires_at)

      


        Stores validated metadata for a CIMD client_id URL until expires_at.



    





      


      
        Types


        


  
    
      
    
    
      metadata()



        
          
        

    

  


  

      

          @type metadata() :: map()


      


A validated, string-keyed CIMD metadata map - the document
Attesto.ClientIdMetadata.validate_document/2 returned and the caller
accepted. Only such a map is ever stored or returned.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      get(url)



        
          
        

    

  


  

      

          @callback get(url :: String.t()) :: {:ok, metadata()} | :miss


      


Looks up the cached metadata for a CIMD client_id URL.
Returns {:ok, metadata} only for an entry that is present AND still fresh
(expires_at strictly in the future); an absent or expired entry is a
:miss. Expiry MUST be re-checked here, so an implementation never serves a
document past the expires_at it was stored with - an unswept expired row is
a miss, not a stale hit.

  



  
    
      
    
    
      put(url, metadata, expires_at)



        
          
        

    

  


  

      

          @callback put(url :: String.t(), metadata :: metadata(), expires_at :: DateTime.t()) ::
  :ok


      


Stores validated metadata for a CIMD client_id URL until expires_at.
The caller passes this only after Attesto.ClientIdMetadata.validate_document/2
succeeds and after deriving expires_at from the response's HTTP freshness
directives clamped to the configured bounds; an implementation MUST NOT be
asked to cache an error or an invalid document (draft §6 / RFC 9111). A
re-fetched document legitimately supersedes a stale one, so put/3 replaces
any existing entry for the same url rather than failing on conflict.

  


        

      


  

    
AttestoPhoenix.ClientIdMetadata.Cache.ETS 
    



      
Single-node ETS AttestoPhoenix.ClientIdMetadata.Cache - CIMD
(draft-ietf-oauth-client-id-metadata-document-01, IETF OAuth WG).
Caches a validated Client ID Metadata Document in per-node memory keyed by its
client_id URL. A per-node cache is correct for CIMD - a miss simply
re-fetches and re-validates - so this is the single-node opt-out from the
default AttestoPhoenix.ClientIdMetadata.Cache.Ecto, which a clustered
deployment prefers for cross-node coherence and to bound outbound fetch
fan-out. Select it by configuring :cache under AttestoPhoenix.Config's
:client_id_metadata key.
Only a validated document is ever stored (the caller stores after
Attesto.ClientIdMetadata.validate_document/2 succeeds), and freshness is
re-checked on read against the stored expires_at, so an expired entry is a
:miss and is evicted in passing - never served stale.

      


      
        Summary


  
    Functions
  


    
      
        get(url)

      


        Resolves a live cached document for a CIMD client_id URL.



    


    
      
        put(url, metadata, expires_at)

      


        Caches validated metadata for a CIMD client_id URL until expires_at.



    





      


      
        Functions


        


  
    
      
    
    
      get(url)



        
          
        

    

  


  

      

          @spec get(String.t()) :: {:ok, map()} | :miss


      


Resolves a live cached document for a CIMD client_id URL.
Returns {:ok, metadata} for a present, unexpired entry, or :miss when it
is absent or expired. An expired entry is deleted in passing (it can never be
honored again), so freshness is enforced on read, not by sweeping.

  



  
    
      
    
    
      put(url, metadata, expires_at)



        
          
        

    

  


  

      

          @spec put(String.t(), map(), DateTime.t()) :: :ok


      


Caches validated metadata for a CIMD client_id URL until expires_at.
A re-fetched document supersedes a stale one, so this overwrites any existing
entry for the same url (:ets.insert/2 replaces a set row), keyed by URL.

  


        

      


  

    
AttestoPhoenix.ClientIdMetadata.Cache.Ecto 
    



      
Postgres-backed AttestoPhoenix.ClientIdMetadata.Cache for clustered
deployments - CIMD (draft-ietf-oauth-client-id-metadata-document-01, IETF
OAuth WG).
CIMD lets a client identify itself with no prior registration by using an
HTTPS URL as its client_id; the authorization server dereferences that URL
and validates the returned document. Caching the validated document keeps
every authorization request from reaching out to the network. The default
per-node AttestoPhoenix.ClientIdMetadata.Cache.ETS would re-fetch on each
node and offers no coherence; this store persists each entry so a document
fetched on one node is served from every node and the outbound fetch fan-out
is bounded under load. It is the cache default for exactly the same reason the
code/refresh/nonce/replay/PAR stores default to Ecto.
Only a validated document is ever written (the caller stores after
Attesto.ClientIdMetadata.validate_document/2 succeeds, with an expires_at
derived from the response's freshness directives clamped to the configured
bounds); the draft (§6) and RFC 9111 forbid caching errors or malformed
documents, so this store never validates and never sees an unaccepted
document.
Behaviour callbacks
	get/1 resolves a live (unexpired) cached document WITHOUT consuming it.
Expiry is re-checked on read (expires_at > now), so an unswept expired
row is a :miss, never a stale hit.
	put/3 upserts the validated metadata and its expiry. A re-fetched
document legitimately supersedes a stale one, so a conflicting url
replaces the existing row's metadata and expires_at rather than
failing - the freshest fetch wins.

Expired rows are reclaimed by AttestoPhoenix.Store.Sweeper, but sweeping is
housekeeping only: get/1 already refuses an expired row.
The repository module is supplied by the host application (:repo under the
:attesto_phoenix app) and read at call time; a cache with no backing
repository fails closed rather than silently no-opping.

      


      
        Summary


  
    Functions
  


    
      
        get(url)

      


        Resolves a live cached document for a CIMD client_id URL.



    


    
      
        put(url, metadata, expires_at)

      


        Caches validated metadata for a CIMD client_id URL until expires_at.



    





      


      
        Functions


        


  
    
      
    
    
      get(url)



        
          
        

    

  


  

      

          @spec get(String.t()) :: {:ok, map()} | :miss


      


Resolves a live cached document for a CIMD client_id URL.
Returns {:ok, metadata} when a row exists and has not expired, or :miss
when it is absent or expired. metadata is round-tripped through jsonb, so
the caller reads back the same string-keyed map it stored. Freshness is
enforced on read (expires_at > now); resolution does not consume the entry,
so it serves every request until it expires or is replaced.

  



  
    
      
    
    
      put(url, metadata, expires_at)



        
          
        

    

  


  

      

          @spec put(String.t(), map(), DateTime.t()) :: :ok


      


Caches validated metadata for a CIMD client_id URL until expires_at.
metadata is the validated, string-keyed map; it is round-tripped through
jsonb. The url is the primary key, so a re-fetch upserts the single row:
on conflict the stored metadata and expires_at are replaced with the
freshly fetched values (the freshest accepted document wins), rather than
raising or keeping a stale entry.

  


        

      


  

    
AttestoPhoenix.ClientIdMetadata.Fetcher behaviour
    



      
Behaviour for dereferencing a Client ID Metadata Document URL - CIMD
(draft-ietf-oauth-client-id-metadata-document-01, IETF OAuth WG).
CIMD lets a client identify itself with no prior registration by using an
HTTPS URL as its client_id; the authorization server dereferences that URL
to fetch a JSON client metadata document. This behaviour is the single,
pluggable seam through which that outbound GET is made. Everything else in
the feature - URL grammar (Attesto.ClientIdMetadata.validate_client_id/1),
document validation (Attesto.ClientIdMetadata.validate_document/2), and
caching - is HTTP-free; the fetcher is the only component that touches a
socket, so it is also where the draft's Security Considerations live.
The default implementation, AttestoPhoenix.ClientIdMetadata.Fetcher.Req,
performs the SSRF-guarded fetch the draft mandates: it re-validates the URL,
resolves the host, rejects any special-use (RFC 6890) address, pins the
connection to a validated IP to close the DNS-rebinding TOCTOU, refuses
redirects, requires 200 OK with a JSON content type, and caps the body.
A host may supply its own implementation instead - for example one that calls
a CIMD proxy service (recommended by the draft for development) or that drives
the host's own HTTP stack - by configuring the :fetcher module under
AttestoPhoenix.Config's :client_id_metadata key.
Contract
fetch/2 receives the already-validated CIMD client_id URL and a keyword
list of options (:resolver, :allow_loopback, :max_document_bytes,
:request_timeout_ms - see AttestoPhoenix.ClientIdMetadata.Fetcher.Req for
the ones the default honors). It returns:
	{:ok, %{body: binary(), cache_control: keyword()}} on a successful
fetch - body is the raw JSON document (still to be decoded and validated
by the caller, never trusted here), and cache_control is the parsed
HTTP freshness directives (RFC 9111) the caller clamps and stores; or
	{:error, reason} for any failure. An implementation MUST error closed:
an unresolvable host, a special-use address, a non-200 status, any
redirect, a non-JSON content type, an over-size body, or a transport
error all yield {:error, reason} and never a partial {:ok, _}.

The caller MUST NOT cache an {:error, _} result (draft §6 / RFC 9111).

      


      
        Summary


  
    Types
  


    
      
        result()

      


        A successful fetch: the raw (undecoded, untrusted) document body and the
parsed HTTP cache-control directives (RFC 9111) for the caller to clamp.



    





  
    Callbacks
  


    
      
        fetch(url, opts)

      


        Dereference a validated CIMD client_id URL.



    





      


      
        Types


        


  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: %{body: binary(), cache_control: keyword()}


      


A successful fetch: the raw (undecoded, untrusted) document body and the
parsed HTTP cache-control directives (RFC 9111) for the caller to clamp.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      fetch(url, opts)



        
          
        

    

  


  

      

          @callback fetch(url :: String.t(), opts :: keyword()) ::
  {:ok, result()} | {:error, term()}


      


Dereference a validated CIMD client_id URL.
Returns {:ok, %{body: body, cache_control: directives}} on a 200 OK JSON
response within the size cap, or {:error, reason} for any other outcome.
Implementations MUST honor the draft's Security Considerations (no redirects,
no special-use addresses, body cap) and error closed.

  


        

      


  

    
AttestoPhoenix.ClientIdMetadata.Fetcher.Req 
    



      
The default, SSRF-guarded Client ID Metadata Document fetcher - CIMD
(draft-ietf-oauth-client-id-metadata-document-01, IETF OAuth WG).
This is the only component of the CIMD feature that makes an outbound request,
so it is where the draft's Security Considerations are enforced. Implements
AttestoPhoenix.ClientIdMetadata.Fetcher over Req -> Finch -> Mint.
SSRF algorithm (draft Security Considerations)
fetch/2 runs the following, erroring closed at the first failure:
	Re-validate the URL is https and satisfies the draft §2 grammar via
Attesto.ClientIdMetadata.validate_client_id/1 (defense in depth - the
caller is never trusted). Failure -> {:error, {:invalid_url, reason}}.
	Resolve the host to A/AAAA records through the injectable :resolver
(defaults to :inet.getaddrs/2 for both :inet and :inet6). No
records -> {:error, :unresolvable}. The resolver seam lets tests inject
addresses without real DNS, and is the hook the DNS-rebinding defense
below pins against.
	Reject special-use IPs (RFC 6890). Every resolved address is checked
against special_use_ip?/1; if any is special-use the fetch is refused
with {:error, {:blocked_ip, ip}}. Loopback is permitted only when
:allow_loopback is true (development).
	Pin to a validated IP. The request is dialed at one checked address
(Mint's :hostname connect option keeps TLS SNI, certificate hostname
verification, and the Host header on the original hostname while the
socket targets the pinned IP), closing the DNS-rebinding TOCTOU between
the check in step 3 and the connect: the name cannot be re-resolved to an
internal address after it was validated.
	GET with Accept: application/json, connect and receive timeouts
(:request_timeout_ms, default 5_000), and redirects disabled
(draft MUST). Any redirect is surfaced as its 3xx status.
	Status must be 200; any other status -> {:error, {:status, n}}.
	Content-Type must be application/json or application/<x>+json;
otherwise {:error, :bad_content_type}.
	Size cap. The body is refused once it exceeds :max_document_bytes
(default 5_120) -> {:error, :too_large}.

On success returns {:ok, %{body: body, cache_control: directives}} where
directives are the parsed Cache-Control / Expires freshness hints
(RFC 9111) for the caller to clamp and store.
Options
	:resolver - a 2-arity DNS resolver
(charlist_host, :inet | :inet6 -> {:ok, [:inet.ip_address()]} | {:error, term()}).
Defaults to :inet.getaddrs/2. Injected by tests to exercise the SSRF
guard and the DNS-rebinding pin without real DNS.
	:allow_loopback - when true, loopback addresses (127.0.0.0/8, ::1)
are permitted (the draft's "AS runs on loopback" exception). Default
false.
	:max_document_bytes - body size cap. Default 5_120 (draft's
recommended 5 KB).
	:request_timeout_ms - connect and receive timeout. Default 5_000.
	:req_options - extra options merged into the underlying Req request
(e.g. test transport overrides). Escape hatch; not part of the public
contract.


      


      
        Summary


  
    Types
  


    
      
        ip()

      


        A resolved IP address, as returned by :inet.getaddrs/2.



    





  
    Functions
  


    
      
        fetch(url, opts \\ [])

      


        Fetch a validated CIMD client_id URL under the SSRF algorithm documented on
this module. See AttestoPhoenix.ClientIdMetadata.Fetcher for the contract.



    


    
      
        special_use_ip?(ip)

      


        Returns true iff ip is a special-use address (RFC 6890) an authorization
server MUST NOT dereference for CIMD: loopback, private, link-local, CGNAT,
0.0.0.0/8, multicast, the reserved/documentation ranges, the IPv6
equivalents (fc00::/7, fe80::/10, ff00::/8, ::1, ::), and every IPv6
form that embeds an IPv4 - IPv4-mapped (::ffff:0:0/96), NAT64
(64:ff9b::/96), 6to4 (2002::/16), and IPv4-compatible (::/96) - which is
unwrapped to its embedded IPv4 and re-checked, so an internal IPv4 cannot be
smuggled past the guard through any of them.



    





      


      
        Types


        


  
    
      
    
    
      ip()



        
          
        

    

  


  

      

          @type ip() :: :inet.ip_address()


      


A resolved IP address, as returned by :inet.getaddrs/2.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      fetch(url, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch(
  String.t(),
  keyword()
) :: {:ok, AttestoPhoenix.ClientIdMetadata.Fetcher.result()} | {:error, term()}


      


Fetch a validated CIMD client_id URL under the SSRF algorithm documented on
this module. See AttestoPhoenix.ClientIdMetadata.Fetcher for the contract.

  



  
    
      
    
    
      special_use_ip?(ip)



        
          
        

    

  


  

      

          @spec special_use_ip?(ip()) :: boolean()


      


Returns true iff ip is a special-use address (RFC 6890) an authorization
server MUST NOT dereference for CIMD: loopback, private, link-local, CGNAT,
0.0.0.0/8, multicast, the reserved/documentation ranges, the IPv6
equivalents (fc00::/7, fe80::/10, ff00::/8, ::1, ::), and every IPv6
form that embeds an IPv4 - IPv4-mapped (::ffff:0:0/96), NAT64
(64:ff9b::/96), 6to4 (2002::/16), and IPv4-compatible (::/96) - which is
unwrapped to its embedded IPv4 and re-checked, so an internal IPv4 cannot be
smuggled past the guard through any of them.
This is the single source of truth for the guard's CIDR table; the
:allow_loopback exception is applied by the caller (fetch/2), not here, so
this predicate always reports loopback as special-use.

  


        

      


  

    
AttestoPhoenix.ClientIdMetadata.Resolver 
    



      
Resolves a Client ID Metadata Document URL into a client - CIMD
(draft-ietf-oauth-client-id-metadata-document-01, IETF OAuth WG).
CIMD lets a client identify itself with no prior registration by using an
HTTPS URL as its client_id; the authorization server dereferences that URL
to a JSON client metadata document and uses it as the client. This module is
the orchestrator that turns a presented CIMD client_id into the normalized
client map attesto's resolution expects, gluing together the four collaborators
the rest of the feature provides:
	Attesto.ClientIdMetadata - the pure, network-free URL grammar
(validate_client_id/1) and document validation (validate_document/2);
	AttestoPhoenix.ClientIdMetadata.Cache - remembers a validated document
so not every authorization request reaches the network;
	AttestoPhoenix.ClientIdMetadata.Fetcher - the single SSRF-guarded
outbound GET;
	AttestoPhoenix.Config - the host's :client_id_metadata options
(fetcher, cache, size/timeout caps, cache-TTL bounds, host allow/block
lists).

Algorithm (resolve/2)
Each step errors closed; later steps run only when every earlier one passed:
	Grammar (fail fast, no network). validate_client_id/1 rejects a
non-CIMD client_id before any host check or socket - a request whose
client_id is not a well-formed CIMD URL never reaches the resolver in
normal operation, but the check is repeated here so a direct caller is
never trusted. Failure -> {:error, {:invalid_client_id, reason}}.
	Host policy. The URL's host is screened against the configured
:blocked_hosts (always refused) and, when set, :allowed_hosts (only
these are permitted). A blocked or non-allowlisted host is refused
before the cache or the network is consulted, so a policy change takes
effect immediately. Failure -> {:error, {:blocked_host, host}}.
	Cache. Cache.get/1 is consulted; a live (unexpired) entry is
returned as the client without any fetch. The cache only ever holds a
previously validated document, so a hit needs no re-validation.
	Fetch. On a miss the configured :fetcher performs the SSRF-guarded
GET, honoring :max_document_bytes, :request_timeout_ms, and
:allow_loopback. Any transport failure, non-200, redirect, non-JSON
content type, or oversize body is an {:error, _} and is never
cached (draft §6 / RFC 9111).
	Decode + validate. The body is JSON-decoded and handed to
validate_document/2, which enforces the client_id match and the
no-symmetric-secret rules and normalizes the document into the client
shape. A malformed JSON body or an invalid document is an {:error, _}
and is never cached.
	Cache + return. Only after validation succeeds is the document stored
via Cache.put/3, with an expires_at derived from the response's
Cache-Control: max-age / Expires freshness directives clamped to the
configured :cache_ttl_bounds (RFC 9111). The normalized client map is
returned.

The returned client is shaped identically to a host :load_client result, so
downstream resolution (scopes, redirect-URI match, JARM, DPoP) needs no
CIMD-specific handling.

      


      
        Summary


  
    Types
  


    
      
        error()

      


        A reason resolve/2 refused to produce a client. :invalid_client_id and
:blocked_host are local policy failures (no network); {:fetch, reason}
wraps a fetcher error; :invalid_json is an undecodable body; and a bare
Attesto.ClientIdMetadata.document_error/0 is a validation failure.



    





  
    Functions
  


    
      
        resolve(client_id, config)

      


        Resolve a CIMD client_id URL into a normalized client map.



    





      


      
        Types


        


  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() ::
  {:invalid_client_id, Attesto.ClientIdMetadata.url_error()}
  | {:blocked_host, String.t()}
  | {:fetch, term()}
  | :invalid_json
  | Attesto.ClientIdMetadata.document_error()


      


A reason resolve/2 refused to produce a client. :invalid_client_id and
:blocked_host are local policy failures (no network); {:fetch, reason}
wraps a fetcher error; :invalid_json is an undecodable body; and a bare
Attesto.ClientIdMetadata.document_error/0 is a validation failure.

  


        

      

      
        Functions


        


  
    
      
    
    
      resolve(client_id, config)



        
          
        

    

  


  

      

          @spec resolve(String.t(), AttestoPhoenix.Config.t()) ::
  {:ok, map()} | {:error, error()}


      


Resolve a CIMD client_id URL into a normalized client map.
Runs the algorithm documented on this module against the host's
:client_id_metadata configuration in config. Returns {:ok, client} for a
freshly fetched-and-validated document (now cached) or a live cache hit, or
{:error, reason} for any local-policy, fetch, decode, or validation failure -
none of which are ever cached.

  


        

      


  

    
AttestoPhoenix.ConsentGrant 
    



      
The request binding a single-use consent grant is tied to, and the canonical
hash over it (RFC 6749 §4.1.1).
A consent grant must approve exactly the authorization request the resource
owner saw — the same client, redirect URI, scope set, PKCE challenge, and
PKCE method — and nothing else. This module builds that binding from either
raw authorization params (binding_from_params/2, used by the consent-screen
mint action) or from a validated %Attesto.AuthorizationRequest{} (binding/2,
used by the live /authorize consume side). Both builders feed the same
canonical field list and therefore yield the same binding_hash/1 for the
equivalent request.
Canonical binding
The binding is the tuple
(subject, client_id, redirect_uri, scope, code_challenge, code_challenge_method):
	subject - the OIDC sub of the resource owner who consented. Binding to
the subject stops one user's consent token from approving another's request.
	client_id / redirect_uri - the requesting client and the exact
redirect URI the code will be returned to (RFC 6749 §3.1.2). Binding both
stops a consent shown for one client/redirect from authorizing a different
one.
	scope - the requested scope set. Order is not significant (RFC 6749
§3.3), so the set is sorted before hashing: a request with
scope=openid profile and one with scope=profile openid hash
identically, while adding or dropping a scope changes the hash.
	code_challenge - the PKCE challenge (RFC 7636 §4.3), or the empty string
when the request carries none. Binding it stops a consent from being
replayed against a request that swapped in a different PKCE challenge.
	code_challenge_method - the PKCE method (S256, RFC 7636 §4.3), or the
empty string when the request carries no PKCE challenge. Binding it stops
a consent granted for an S256 request from being reused for a plain
request with the same challenge value.

binding_hash/1 is SHA-256 over the newline-joined canonical fields,
URL-base64 encoded (no padding). It is stable across the mint and consume
sides because both derive it from this one function.

      


      
        Summary


  
    Types
  


    
      
        binding()

      


        The fields a consent grant is bound to. subject, client_id, and
redirect_uri are required; scope is a (possibly empty) list whose order is
normalized away; code_challenge and code_challenge_method are nil when
the request carries no PKCE challenge.



    





  
    Functions
  


    
      
        binding(request, subject)

      


        Builds the consent binding for request consented to by subject.



    


    
      
        binding_from_params(params, subject)

      


        Builds the consent binding from raw OAuth authorization params and subject.



    


    
      
        binding_hash(binding)

      


        The canonical binding hash for binding.



    





      


      
        Types


        


  
    
      
    
    
      binding()



        
          
        

    

  


  

      

          @type binding() :: %{
  subject: String.t(),
  client_id: String.t(),
  redirect_uri: String.t(),
  scope: [String.t()],
  code_challenge: String.t() | nil,
  code_challenge_method: String.t() | nil
}


      


The fields a consent grant is bound to. subject, client_id, and
redirect_uri are required; scope is a (possibly empty) list whose order is
normalized away; code_challenge and code_challenge_method are nil when
the request carries no PKCE challenge.

  


        

      

      
        Functions


        


  
    
      
    
    
      binding(request, subject)



        
          
        

    

  


  

      

          @spec binding(Attesto.AuthorizationRequest.t(), String.t()) :: binding()


      


Builds the consent binding for request consented to by subject.
request is the validated %Attesto.AuthorizationRequest{} (the front-channel
request whose client_id, redirect_uri, scope, code_challenge, and
code_challenge_method the user saw); subject is the authenticated resource
owner's OIDC sub. The returned map feeds binding_hash/1 and the store's
mint/2 / consume/2.

  



  
    
      
    
    
      binding_from_params(params, subject)



        
          
        

    

  


  

      

          @spec binding_from_params(map(), String.t()) :: binding()


      


Builds the consent binding from raw OAuth authorization params and subject.
Use this on the consent-screen mint side, where the host has the raw
string-keyed params that reached /authorize / the consent action rather than
the validated %Attesto.AuthorizationRequest{}. The consume side should keep
using binding/2.
params is read by string keys ("client_id", "redirect_uri", "scope",
"code_challenge", and "code_challenge_method"). Missing "scope" becomes
[]; a present scope string is split on spaces; missing PKCE fields become
nil. Unknown params are ignored. For the equivalent validated request,
binding_hash(binding_from_params(params, subject)) == binding_hash(binding(request, subject)).

  



  
    
      
    
    
      binding_hash(binding)



        
          
        

    

  


  

      

          @spec binding_hash(binding()) :: String.t()


      


The canonical binding hash for binding.
SHA-256 over the newline-joined canonical fields, URL-base64 encoded without
padding. The scope set is order-normalized (sorted then space-joined) so scope
order is not significant (RFC 6749 §3.3); a missing code_challenge and
code_challenge_method each hash as the empty string. Identical on the mint
and consume sides for the same request.

  


        

      


  

    
AttestoPhoenix.ConsentGrantStore behaviour
    



      
Behaviour for single-use, request-bound consent grants (RFC 6749 §4.1.1).
A consent grant is the authorization-server correctness primitive that ties a
single consent decision to the exact authorization request the resource
owner saw, so that one Authorize click cannot approve a different client,
redirect URI, scope set, PKCE challenge, or PKCE method than the one
displayed. It is
deliberately the primitive only: this library renders no consent screen,
decides no "when is consent required" policy, and chooses no client-display
wording. Those are host concerns. The host's consent UI mints a grant when the
user authorizes; the host's :consent callback (AttestoPhoenix.ConsentPolicy)
consumes it before a code is issued.
The grant is bound to a hash over the canonical request fields
(subject + client_id + redirect_uri + sorted scope set + code_challenge + code_challenge_method, built by AttestoPhoenix.ConsentGrant.binding/2).
mint/2 records a fresh row keyed on an unguessable token; consume/2
atomically claims it iff the recomputed binding matches and the grant is
unexpired and unconsumed, so a token works exactly once for exactly the
request it was granted for.
Why server-side consumption is mandatory
The attesto :consent callback runs on the original authorization-endpoint
conn and its {:consented, _} return goes straight to code issuance, so any
session mutation the host makes there is discarded. A sticky session flag
could never be consumed; a grant row can. The single-use guarantee is enforced
by the store (a single conditional UPDATE), not advisory, so two concurrent
presentations of one token cannot both succeed.
Callbacks
	mint/2 records a grant for a binding and returns its opaque token.
	consume/2 atomically consumes the grant for a token iff the live binding
matches, returning :ok to the single winning caller and a precise
{:error, reason} to every other (unknown token, binding mismatch,
expired, already used).


      


      
        Summary


  
    Types
  


    
      
        consume_error()

      


        Why a consume/2 lost. Every reason refuses consent (fail closed); the
distinction is for the host's audit/telemetry, never for relaxing the refusal.



    


    
      
        token()

      


        The opaque, unguessable token the consent screen carries forward to the
authorization endpoint. Treated as a credential: never logged, never displayed.



    





  
    Callbacks
  


    
      
        consume(token, binding)

      


        Atomically consume the grant for token iff it matches binding, is
unconsumed, and is unexpired.



    


    
      
        mint(binding, ttl_seconds)

      


        Mint a single-use consent grant bound to binding, with a lifetime of
ttl_seconds.



    





      


      
        Types


        


  
    
      
    
    
      consume_error()



        
          
        

    

  


  

      

          @type consume_error() :: :not_found | :binding_mismatch | :expired | :consumed


      


Why a consume/2 lost. Every reason refuses consent (fail closed); the
distinction is for the host's audit/telemetry, never for relaxing the refusal.
	:not_found - no grant for the token (never minted, swept, or a typo).
	:binding_mismatch - a grant exists but the live request differs from the
one consented to (different client/redirect/scope/challenge/method): the
precise attack this primitive defends against.
	:expired - the grant existed but its TTL elapsed.
	:consumed - the grant was already spent (single use; a replay).


  



  
    
      
    
    
      token()



        
          
        

    

  


  

      

          @type token() :: String.t()


      


The opaque, unguessable token the consent screen carries forward to the
authorization endpoint. Treated as a credential: never logged, never displayed.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      consume(token, binding)



        
          
        

    

  


  

      

          @callback consume(
  token :: token() | nil,
  binding :: AttestoPhoenix.ConsentGrant.binding()
) ::
  :ok | {:error, consume_error()}


      


Atomically consume the grant for token iff it matches binding, is
unconsumed, and is unexpired.
Returns :ok to the single winning caller and {:error, reason} to every
other. The consume is one conditional statement, so exactly one of any number
of concurrent presentations of the same token succeeds.

  



  
    
      
    
    
      mint(binding, ttl_seconds)



        
          
        

    

  


  

      

          @callback mint(
  binding :: AttestoPhoenix.ConsentGrant.binding(),
  ttl_seconds :: pos_integer()
) ::
  {:ok, token()} | {:error, term()}


      


Mint a single-use consent grant bound to binding, with a lifetime of
ttl_seconds.
Returns {:ok, token} with the opaque token the consent screen carries
forward to the authorization endpoint, or {:error, reason} if the grant
could not be persisted.

  


        

      


  

    
AttestoPhoenix.Controller.AuthorizeController 
    



      
OAuth 2.0 / OpenID Connect authorization endpoint (RFC 6749 §3.1,
OIDC Core §3.1.2).
Handles GET /oauth/authorize, the front-channel browser flow that ends in
an authorization code (RFC 6749 §4.1). This module owns only the HTTP and
protocol-framing concerns: it parses and validates the request through
Attesto.AuthorizationRequest, classifies failures by where they may be
reported (OIDC Core §3.1.2.6), and on success mints a single-use code through
Attesto.AuthorizationCode.issue/3 and redirects back to the client. Every
identity decision - who the resource owner is, and whether they consent - is
delegated to host callbacks on AttestoPhoenix.Config. No login or consent
UI lives here.
Error disposition (OIDC Core §3.1.2.6, RFC 6749 §4.1.2.1)
The client_id and redirect_uri are validated BEFORE anything is rendered
or redirected. A request whose client_id is unknown, or whose
redirect_uri does not exactly match the client's registered set, is
untrusted: the server MUST NOT redirect back to the supplied URI (that would
be an open redirect), so it renders a direct error page to the user agent.
Only once the client_id/redirect_uri pair is established as trusted is any
further error (bad response_type, scope, PKCE, max_age) reported by
redirecting back to the validated redirect_uri with an error (and
error_description/state) query parameter. Attesto.AuthorizationRequest
performs this classification; this controller turns each class into the
correct HTTP response.
PKCE is mandatory (RFC 7636)
Attesto.AuthorizationRequest requires a valid S256 code_challenge; there
is no PKCE-less path. The challenge is carried into the issued code so the
token endpoint can verify the matching verifier on redemption.
Resource-owner authentication and consent (host policy)
Authenticating the end user and obtaining consent are host policy, not
protocol, so they are delegated to two AttestoPhoenix.Config callbacks:
	:authenticate_resource_owner - (conn, request, auth_opts -> {:authenticated, subject} | {:halt, conn} | {:none} | {:error, :login_required | :consent_required | :interaction_required}). Returns
{:authenticated, subject} once a resource owner is established for this
request, {:halt, conn} to take over the connection (e.g. redirect to a
login page that, after login, re-enters this endpoint with the same
authorization parameters), {:none} when no subject can be established
without UI, or an {:error, _} to explicitly classify why interaction is
required (OIDC Core §3.1.2.6). The subject is a map carrying at least
:subject (the subject identifier, OIDC Core §2 sub) and optionally
:auth_time, :acr, and :amr (OIDC Core §2), plus :sid (the host's
session id, OIDC Back-Channel Logout 1.0 §2.1 — supply it to make the
session reachable by the end-session endpoint), threaded into the code's
claims so the token endpoint can mint the ID token.
auth_opts is a map carrying the OIDC Core §3.1.2.1 authentication
directives the host MUST honour: :prompt (the parsed prompt list),
:force_reauth (true for prompt=login: reauthenticate even if a
session exists, returning a fresh auth_time), :interactive (false
for prompt=none: the host MUST NOT render any UI, returning
{:authenticated, subject} only if it can be established silently, else
{:none}), and :max_age (when present, the host MUST reauthenticate if
the existing authentication is older and return the resulting
auth_time). Under prompt=none the controller converts a {:halt, conn} or {:none} into a login_required redirect rather than letting
any UI run; a {:halt, conn} consent screen becomes consent_required
(OIDC Core §3.1.2.6).

	:consent - (conn, request, subject -> {:consented, subject} | {:halt, conn} | {:denied, reason}). Returns {:consented, subject} once
the resource owner has authorized the request (the returned subject may
carry consent-derived claims), {:halt, conn} to take over the
connection (e.g. render a consent screen that re-enters this endpoint), or
{:denied, _reason} to refuse, which is reported back to the client as
the RFC 6749 §4.1.2.1 access_denied error by redirect. When the host
does not supply :consent, consent is treated as implicitly granted for
the authenticated subject.


Both callbacks may hand control back to a host-rendered page; the controller
only proceeds to mint a code when both yield a subject. The actual login and
consent UI lives in the host application, never in this library.
Configuration contract
All host policy is resolved through AttestoPhoenix.Config; nothing is
hardcoded here. This controller reads (see AttestoPhoenix.Config for the
authoritative definitions and defaults):
	:load_client - client lookup and revocation gate (RFC 6749 §2.2). An
unknown or revoked client is a direct (non-redirectable) error.
	:client_redirect_uris - (client -> [String.t()]) the client's
registered redirect URIs, the trusted set the request redirect_uri is
exact-matched against (RFC 6749 §3.1.2.3).
	:client_id - (client -> String.t()) the client's identifier, carried
into the issued code.
	:authenticate_resource_owner, :consent - the host login/consent hooks
described above.
	:code_store - the Attesto.CodeStore backing the issued code.
	:authorization_code_ttl - the code lifetime, seconds.
	:on_event - the optional audit/telemetry hook (via
AttestoPhoenix.Event).


      


      
        Summary


  
    Functions
  


    
      
        authorize(conn, params)

      


        Authorization endpoint action (RFC 6749 §3.1, OIDC Core §3.1.2).



    





      


      
        Functions


        


  
    
      
    
    
      authorize(conn, params)



        
          
        

    

  


  

      

          @spec authorize(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Authorization endpoint action (RFC 6749 §3.1, OIDC Core §3.1.2).
Validates the request, authenticates and obtains consent from the resource
owner via host callbacks, issues a single-use authorization code, and
302-redirects back to the client's redirect_uri with code (and state,
when present). Failures are dispatched to a direct error page or a redirected
error per the classification in the moduledoc.

  


        

      


  

    
AttestoPhoenix.Controller.DeviceAuthorizationController 
    



      
OAuth 2.0 Device Authorization Endpoint (RFC 8628 §3.1).
Handles POST /oauth/device_authorization. This module owns the HTTP framing
only: it resolves the host %AttestoPhoenix.Config{}, applies no-store cache
headers, authenticates the client (RFC 6749 §2.3 — public clients are admitted,
since a browserless device with no secret is the point of the grant), lifts the
request and the DPoP facts into a plain
AttestoPhoenix.AuthorizationServer.DeviceAuthorization.Request, calls the
conn-free core, and renders the RFC 8628 §3.2 JSON response (or an RFC 6749 §5.2
error). Every grant/binding decision lives in the core.
The endpoint is served only when the host enables the grant
(device_authorization: [enabled: true]); otherwise it responds
invalid_request (the route should not be mounted at all when disabled).

      


      
        Summary


  
    Functions
  


    
      
        create(conn, params)

      


    





      


      
        Functions


        


  
    
      
    
    
      create(conn, params)



        
          
        

    

  


  

      

          @spec create(Plug.Conn.t(), map()) :: Plug.Conn.t()


      



  


        

      


  

    
AttestoPhoenix.Controller.DeviceVerificationController 
    



      
Device verification page (RFC 8628 §3.3).
The user-facing leg of the device grant: the user opens
GET /oauth/device_verification (optionally with ?user_code=... from the
verification_uri_complete), authenticates with the host, confirms the
user_code, and approves or denies. This controller owns the protocol — it
resolves and normalizes the user_code, drives the host login, and performs
the atomic store transition (Attesto.DeviceCode.approve/3 / deny/2) — while
the host owns the HTML and the login UI through two callbacks:
	:authenticate_device_user — (conn -> {:ok, subject} | {:halt, conn}).
Establishes the resource owner (the host's session/login). subject is a
map with :subject (the sub) and optional :scope / :claims
(carrying e.g. acr/auth_time for step-up). {:halt, conn} lets the
host take over the connection to render its login UI.

	:render_device_verification — (conn, view -> conn). Renders the page.
view is a map %{stage, user_code, pending} where stage is
:prompt (ask the user to enter/confirm the code — pending is the
Attesto.DeviceCodeStore.pending_view() or nil), :approved,
:denied, or :invalid (unknown/expired/already-decided code).

No auto-approval (RFC 8628 §3.3.1 / §5.4)
A user_code arriving via verification_uri_complete is only ever
pre-filled — approval requires an explicit user POST carrying
decision=approve. The controller never approves from a GET or from the URL
alone, closing the one-click remote-phishing vector.
Host responsibility: CSRF + session (REQUIRED)
The approve/deny POST is a state-changing, session-authenticated action. The
library performs the store transition but does NOT own the browser session or
CSRF token, so the host MUST mount these routes behind a pipeline that
enforces CSRF protection (protect_from_forgery) and a same-site session —
otherwise a logged-in victim's browser can be made to POST an attacker's
user_code and approve the attacker's device (a confused-deputy / device
login CSRF). The controller additionally requires HTTPS (a credential-bearing
authorization action must not cross a plain-HTTP hop).
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    Functions
  


    
      
        verify(conn, params)
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      verify(conn, params)



        
          
        

    

  


  

      

          @spec verify(Plug.Conn.t(), map()) :: Plug.Conn.t()


      



  


        

      


  

    
AttestoPhoenix.Controller.EndSessionController 
    



      
End-session endpoint (OpenID Connect RP-Initiated Logout 1.0 §2 +
Back-Channel Logout 1.0).
Where a Relying Party sends the End-User's browser to log out. This
controller owns the protocol — it verifies the id_token_hint, validates the
post_logout_redirect_uri against the RP's registered set, fans a
logout_token out to every other RP holding the session, and either
redirects to the validated return URI or hands off to the host's logged-out
page — while the host owns the browser session and the HTML through two
callbacks:
	:terminate_session (REQUIRED when logout is enabled) —
(conn, context -> {:ok, conn} | {:ok, conn, session} | {:halt, conn}).
Clears the host's browser login session. context is %{subject, sid, client_id} carrying the id_token_hint's values (any may be nil). The
host is the authority on the session:
	{:ok, conn} — the current session was cleared; run front-channel
logout only (no back-channel fan-out).
	{:ok, conn, %{sid: ..., subject: ...}} — the current session was
cleared; fan out a logout_token to the RPs of this
host-confirmed session. The fan-out scope comes from here, NOT from
the request's id_token_hint, so a replayed or stolen ID Token cannot
force-log-out an arbitrary session.
	{:halt, conn} — the host has taken over the response entirely (e.g.
to render a logout-confirmation step); nothing further runs.


	:render_logged_out (optional) — (conn, context -> conn). Renders the
"you are now logged out" page when the request asked for no
post_logout_redirect_uri. A minimal 200 is sent when unset.


Host responsibility: session binding + CSRF (REQUIRED)
RP-Initiated Logout is a state-changing action reachable by GET (the RP
redirects the browser here). The id_token_hint is not an authenticator —
it is signed by the OP and any party that holds a copy (a malicious RP, a
leaked token) can present it. The library therefore makes the host the session
authority: :terminate_session MUST verify that the request corresponds to
the current OP browser session (its cookie) before clearing it and before
returning an {:ok, conn, session} that drives back-channel fan-out. A host
that wants an explicit confirmation step returns {:halt, conn} and renders
its own page. The controller additionally requires HTTPS. Without this
binding, /end_session is a logout-CSRF / forced-logout primitive.
Redirect safety
A post_logout_redirect_uri is honored only when it exactly matches one
the client registered (RP-Initiated Logout §2/§3); the RP is identified from
the verified id_token_hint's aud (or the client_id parameter). A request
that names an unregistered URI — or supplies one with no way to identify the
client — is refused before any session is touched, so the endpoint cannot be
turned into an open redirector.
Back-Channel Logout (Back-Channel Logout 1.0 §2.5)
When :terminate_session returns a confirmed session, the OP atomically takes
(enumerates-and-deletes) that session's recorded (sid|subject) rows and
POSTs a signed logout_token to each RP's backchannel_logout_uri (recorded
at mint time, see Attesto.LogoutSessionStore). The take is atomic so
concurrent logouts cannot double-deliver. Delivery is best-effort: a slow or
failing RP is logged, never allowed to stall the user's logout. Requires a
:logout_session_store; without one, only RP-Initiated (front-channel) logout
runs.
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        end_session(conn, params)
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      end_session(conn, params)



        
          
        

    

  


  

      

          @spec end_session(Plug.Conn.t(), map()) :: Plug.Conn.t()


      



  


        

      


  

    
AttestoPhoenix.Controller.IntrospectionController 
    



      
POST /oauth/introspect - OAuth 2.0 Token Introspection (RFC 7662), with the
signed-JWT response of RFC 9701 (FAPI 2.0 Message Signing §5.5).
This is the thin interface over the conn-free core Attesto.Introspection:
it authenticates the calling client, lifts the token (and optional
token_type_hint) off the request, asks the core whether the token is active,
and renders the response - negotiating, by the Accept header, between the
plain JSON response (RFC 7662 §2.2) and a signed JWT
(Attesto.SignedIntrospection, application/token-introspection+jwt,
RFC 9701). No introspection policy is decided here: activeness, claim
selection, and the no-existence-oracle discipline are all the core's
(Attesto.Token signature/temporal/audience verification for access tokens,
the Attesto.RefreshStore for refresh tokens). The endpoint only captures the
authenticated caller and hands the host's optional :introspection_authorize
policy (RFC 7662 §4 / RFC 9701 §5) to the core, which enforces it fail-closed.
Client authentication (RFC 7662 §2.1)
The endpoint authenticates the caller exactly as the token endpoint does,
through the shared AttestoPhoenix.ClientAuthentication core
(client_secret_basic / client_secret_post / private_key_jwt). Failure
is fail-closed invalid_client (as the token and PAR endpoints, the shared
ClientAuthentication core returns these with HTTP 400). The authenticated
client_id is the audience of a signed response (RFC 9701 §5).
Caching (RFC 6749 §5.1)
Every response carries Cache-Control: no-store and Pragma: no-cache.
Configuration
Reads AttestoPhoenix.Config from the application environment (the same
source the token endpoint uses): :load_client / :verify_client_secret
(client authentication), :keystore / :issuer (signing the RFC 9701
response), and :refresh_store (consulted for opaque refresh tokens).
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    Functions
  


    
      
        create(conn, params)

      


        Handle POST /oauth/introspect (RFC 7662 §2.1).
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          @spec create(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Handle POST /oauth/introspect (RFC 7662 §2.1).
Authenticates the client, introspects the presented token, and renders the
RFC 7662 response - as JSON, or as an RFC 9701 signed JWT when the caller's
Accept requests application/token-introspection+jwt.

  


        

      


  

    
AttestoPhoenix.Controller.OpenIDConfigurationController 
    



      
OpenID Connect Discovery 1.0 - OpenID Provider Metadata endpoint.
Serves the OpenID Provider configuration document at
/.well-known/openid-configuration (OpenID Connect Discovery §4) so that
Relying Parties can discover the OpenID Provider: the issuer, the endpoint
URLs, the response/grant types it supports, the signing algorithms it uses
for ID Tokens, and the scopes and claims it can return.
The document is assembled by Attesto.OpenIDDiscovery.metadata/2; this
controller contributes transport concerns only and adds no policy of its
own. Every protocol member - the issuer, the token endpoint
(token_endpoint), the JWKS location (jwks_uri), the PKCE challenge
methods (code_challenge_methods_supported, fixed to S256 per RFC 7636
§4.2), the DPoP algorithms (dpop_signing_alg_values_supported, RFC 9449),
and the OIDC-fixed members (subject_types_supported,
id_token_signing_alg_values_supported, claim_types_supported) - is
derived by the core builder from the protocol configuration.
The capability members reflect exactly what the server supports:
grant_types_supported is read from AttestoPhoenix.Config.grant_types_supported/1
(every grant the token endpoint dispatches by default — authorization_code,
refresh_token, client_credentials, and OAuth token exchange — narrowed when
the host configures :grant_types_supported, and the token endpoint enforces the
same set); token_endpoint_auth_methods_supported
lists the client-authentication methods it accepts (client_secret_basic,
client_secret_post, private_key_jwt, and none for PKCE-using public
clients). The OpenID Connect request-parameter flags
(request_parameter_supported, request_uri_parameter_supported, both
OpenID Connect Discovery §3) reflect the authorization endpoint precisely:
signed request objects (request, JAR/RFC 9101) are consumed when the host
supplies :client_jwks; arbitrary OIDC request_uri references are not
advertised even though PAR request URNs are resolved through /oauth/par. The
claims_parameter_supported flag (OpenID Connect Discovery §3 / OpenID
Connect Core §5.5) is host-configurable and defaults to false, since the
authorization endpoint does not consume the claims parameter unless the
host wires it.
The host-specific members - the authorization_endpoint (RFC 6749 §3.1)
and userinfo_endpoint (OpenID Connect Core §5.3), both host-owned and
hence not mounted by AttestoPhoenix.Router; the supported scopes
(scopes_supported, to which the core builder adds the reserved openid
scope per OpenID Connect Core §3.1.2.1); the supported claims
(claims_supported); the supported ACR values (acr_values_supported,
OpenID Connect Discovery §3) and UI locales (ui_locales_supported,
OpenID Connect Discovery §3), each advertised only when the host configures
a non-empty list; the claims_parameter_supported flag; and the dynamic
registration endpoint (registration_endpoint, RFC 7591, advertised only
when registration is enabled) - are read from AttestoPhoenix.Config and
passed through, never hardcoded here.
The response carries no secrets and is identical for every caller, so it is
served unauthenticated. OpenID Connect Discovery §4 permits caching of the
configuration response, so a public, cacheable Cache-Control header is
set.
Wiring
The router pipeline must place the AttestoPhoenix.Config under
conn.private[:attesto_phoenix_config] (the same key the other endpoints
read) and the derived Attesto.Config under
conn.private[:attesto_protocol_config]. Both are required; a missing value
raises rather than serving a partial document, because a partial discovery
document would misdirect Relying Parties to endpoints that may not exist.
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        show(conn, params)

      


        Render the OpenID Provider Metadata document as JSON.
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          @spec show(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Render the OpenID Provider Metadata document as JSON.
Fails closed with RuntimeError when either required configuration value is
absent from conn.private, since serving a document that omits required
members would misdirect Relying Parties.

  


        

      


  

    
AttestoPhoenix.Controller.ProtectedResourceController 
    



      
RFC 9728 - OAuth 2.0 Protected Resource Metadata endpoint.
Serves the protected-resource metadata document at
/.well-known/oauth-protected-resource (RFC 9728 §3) so that a client - or
an authorization server acting on its behalf - can discover, from the
resource identifier alone, which authorization server(s) issue tokens for
this resource, the scopes it recognises, and how it expects bearer tokens to
be presented. This is the resource-server analogue of the RFC 8414
authorization-server metadata DiscoveryController serves, and the discovery
half of the RFC 9728 §5.1 WWW-Authenticate: Bearer ..., resource_metadata
challenge AttestoPhoenix.Plug.Authenticate emits on a 401: the challenge
points a client here, and this endpoint answers.
The document is assembled by Attesto.ProtectedResourceMetadata.metadata/2;
this controller contributes transport concerns only and adds no policy of its
own. The members are derived from the protocol and host configuration the
rest of the server already carries:
	resource (RFC 9728 §2, REQUIRED) - the resource identifier, the core
builder's default: the access-token audience a resource server
validates is exactly its resource identifier.
	authorization_servers - this server's issuer. An OAuth deployment
that is both the authorization server and the protected resource issues
its own tokens, so the issuer is the authorization server for this
resource; a client that reads this document then fetches that issuer's
RFC 8414 metadata to run the flow.
	scopes_supported - the host's :scopes_supported, the same list the
RFC 8414 document advertises, so the two never drift.
	bearer_methods_supported - the host's :bearer_methods_supported
(AttestoPhoenix.Config), the RFC 6750 token-presentation methods the
resource server accepts. Defaults to ["header"], matching
AttestoPhoenix.Plug.Authenticate; add "body" only when the resource
server intentionally accepts RFC 6750 §2.2 form-body access_token
credentials.

The response carries no secrets and is identical for every caller, so it is
served unauthenticated, and RFC 9728 §3.1 permits caching, so a public,
cacheable Cache-Control header is set.
Wiring
Like the other metadata endpoints, the host pipeline must place the
AttestoPhoenix.Config under conn.private[:attesto_phoenix_config] and the
derived Attesto.Config under conn.private[:attesto_protocol_config]. Both
are required; a missing value raises rather than serving a partial document,
because a document that omits authorization_servers or resource would
misdirect a client.

      


      
        Summary


  
    Functions
  


    
      
        show(conn, params)

      


        Render the RFC 9728 protected-resource metadata document as JSON.



    





      


      
        Functions


        


  
    
      
    
    
      show(conn, params)



        
          
        

    

  


  

      

          @spec show(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Render the RFC 9728 protected-resource metadata document as JSON.
Fails closed with RuntimeError when either required configuration value is
absent from conn.private, since serving a document that omits required
members would misdirect clients.

  


        

      


  

    
AttestoPhoenix.Plug.Authenticate 
    



      
Phoenix-friendly protected-resource authentication.
This plug is a thin integration layer over Attesto.Plug.Authenticate. The
core plug owns the protocol work: parsing Bearer/DPoP credentials, verifying
the JWT access token, enforcing DPoP and mTLS sender-constraint bindings, and
rendering RFC 6750 / RFC 9449 failures. This wrapper derives the core options
from AttestoPhoenix.Config, resolves the verified subject through the
host's :load_principal callback, and assigns neutral values for downstream
Phoenix code.
Defaults:
	:claims_key - :attesto_claims
	:principal_key - :attesto_principal
	:context_key - :attesto_context

The context assign is a map with :subject, :client_id, :scope, :claims,
:cnf, and :principal. It is deliberately protocol-shaped; application
policy such as accounts, roles, audit actors, and error envelopes belongs in
the host application.

      




  

    
AttestoPhoenix.Plug.RequireScopes 
    



      
Phoenix alias for Attesto.Plug.RequireScopes.
Scope authorization is protocol logic, so the implementation remains in the
core attesto package and uses Attesto.Scope grant-form algebra. This
module exists to give Phoenix routers a stable AttestoPhoenix.Plug.* surface
alongside AttestoPhoenix.Plug.Authenticate.
RFC 9728 resource_metadata on the 403
Unlike AttestoPhoenix.Plug.Authenticate (which sources the
resource_metadata pointer from AttestoPhoenix.Config), this plug is a thin,
config-independent protocol alias so it stays usable in a resource-server-only
deployment with no host config. Its insufficient_scope (403) challenge
therefore omits the pointer unless one is passed explicitly:
plug AttestoPhoenix.Plug.RequireScopes,
  scopes: ["read:reports"],
  resource_metadata: "https://api.example/.well-known/oauth-protected-resource"
This is intentional, not a discovery gap: a 403 is only reached after the
request authenticated, so the client already received the pointer on the
initial unauthenticated 401 from Authenticate, and RFC 9728 §5.1 makes the
resource_metadata auth-param OPTIONAL on a challenge.

      




  

    
AttestoPhoenix.Schema.ClientIdMetadata 
    



      
Ecto schema for one cached Client ID Metadata Document - CIMD
(draft-ietf-oauth-client-id-metadata-document-01, IETF OAuth WG).
CIMD lets a client identify itself with no prior registration by using an
HTTPS URL as its client_id; the authorization server dereferences that URL
and validates the returned document. The default cache,
AttestoPhoenix.ClientIdMetadata.Cache.Ecto, persists each successfully
validated document so the cache is coherent across a cluster (a document
fetched on one node is served from every node) and the outbound fetch
fan-out is bounded under load. This schema backs that store, one row per
cached client_id URL.
Per the draft (§6) and RFC 9111, only a validated document is ever written
here - error responses and malformed documents are never cached - so a row's
presence means the document was accepted at fetch time. Freshness is still
re-checked on read against expires_at, so an unswept expired row is treated
as a miss and never served.
Columns
	url - the CIMD client_id URL the document was fetched from (and which
the document's own client_id equals). It is the PRIMARY KEY, so the
cache lookup (get/1) hits the primary key directly and a re-fetch of the
same URL upserts the single row rather than accumulating duplicates.
	metadata - the validated, string-keyed client metadata map (the RFC 7591
Dynamic Client Registration field set the AS uses as the client).
Persisted as jsonb; the cache reads back the same string-keyed map it
stored.
	expires_at - when the cached document stops being fresh, derived from the
response's Cache-Control: max-age / Expires (RFC 9111) clamped to the
host's configured bounds. The store rejects an expired row on read, so an
unswept expired entry is never honored.
	inserted_at - when the document was cached (diagnostic; never a lookup
key).


      


      
        Summary


  
    Types
  


    
      
        t()

      


        A persisted cached Client ID Metadata Document row.



    





  
    Functions
  


    
      
        put_changeset(entry \\ %__MODULE__{}, attrs)

      


        Changeset for caching a freshly fetched, validated metadata document.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.Schema.ClientIdMetadata{
  __meta__: term(),
  expires_at: DateTime.t() | nil,
  inserted_at: DateTime.t() | nil,
  metadata: map() | nil,
  url: String.t() | nil
}


      


A persisted cached Client ID Metadata Document row.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      put_changeset(entry \\ %__MODULE__{}, attrs)



        
          
        

    

  


  

      

          @spec put_changeset(
  t()
  | %AttestoPhoenix.Schema.ClientIdMetadata{
      __meta__: term(),
      expires_at: term(),
      inserted_at: term(),
      metadata: term(),
      url: term()
    },
  map()
) :: Ecto.Changeset.t()


      


Changeset for caching a freshly fetched, validated metadata document.
Requires the url key, the validated metadata, and both instants. A cached
document with no expiry would never fail closed on read, so a missing
:expires_at is a hard validation error rather than a silently unlimited
cache entry.

  


        

      


  

    
AttestoPhoenix.Schema.ConsentGrant 
    



      
Ecto schema for a single-use, request-bound consent grant (RFC 6749 §4.1.1).
Backs AttestoPhoenix.Store.EctoConsentGrantStore. The host consent screen
mints one row per Authorize click, keyed on an unguessable token and
carrying a binding_hash over the exact request the user saw (subject +
client_id + redirect_uri + the requested scope set + code_challenge +
code_challenge_method, built by AttestoPhoenix.ConsentGrant). The
authorization-server :consent callback recomputes the hash from the live
request, looks the row up by token, verifies the hash matches, and consumes it
(single use) before a code is issued.
Columns
	token - the opaque, unguessable grant token (the PRIMARY KEY), so the
consume's conditional UPDATE and the disambiguation read both hit the
primary key directly. Never the plaintext of any other credential; the
token is the grant's only secret.
	binding_hash - the canonical SHA-256 hash over the bound request fields
(AttestoPhoenix.ConsentGrant.binding_hash/1). The consume matches on it,
so a grant only ever approves the request it was minted for.
	subject - the OIDC sub of the resource owner who consented
(diagnostic; the subject is also folded into binding_hash).
	consumed_at - NULL until the single-use claim stamps it; a non-NULL value
means the grant was already spent.
	expires_at - the grant's short TTL (RFC 6749 §4.1.2: codes — and the
consent that precedes them — are short-lived). The consume rejects an
expired row, so an unswept expired grant is never honored.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        A persisted consent-grant row.



    





  
    Functions
  


    
      
        changeset(grant \\ %__MODULE__{}, attrs)

      


        Changeset for storing a freshly minted consent grant.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.Schema.ConsentGrant{
  __meta__: term(),
  binding_hash: String.t() | nil,
  consumed_at: DateTime.t() | nil,
  expires_at: DateTime.t() | nil,
  inserted_at: DateTime.t() | nil,
  subject: String.t() | nil,
  token: String.t() | nil,
  updated_at: DateTime.t() | nil
}


      


A persisted consent-grant row.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      changeset(grant \\ %__MODULE__{}, attrs)



        
          
        

    

  


  

      

          @spec changeset(
  t()
  | %AttestoPhoenix.Schema.ConsentGrant{
      __meta__: term(),
      binding_hash: term(),
      consumed_at: term(),
      expires_at: term(),
      inserted_at: term(),
      subject: term(),
      token: term(),
      updated_at: term()
    },
  map()
) :: Ecto.Changeset.t()


      


Changeset for storing a freshly minted consent grant.
Requires the token, the binding_hash, the subject, and the expires_at.
A grant with no expiry would never fail closed, so a missing :expires_at is a
hard validation error rather than a silently unlimited grant. The
unique_constraint/3 on the primary key surfaces a duplicate token as a
changeset error rather than a raised exception.

  


        

      


  

    
AttestoPhoenix.Schema.DeviceCode 
    



      
Ecto schema + record bridge for the RFC 8628 device-code store
(AttestoPhoenix.Store.EctoDeviceCodeStore).
Backs Attesto.DeviceCodeStore: a device code is a mutable row that moves
through pending → (approved | denied) → consumed. from_record/1
spreads the core's Attesto.DeviceCodeStore.entry() map across the row's
columns for the initial pending insert; to_entry/1 folds a loaded row back
into that contract shape. The mutating transitions are done as guarded atomic
UPDATEs in the store, not through this changeset.
Only the device code's Attesto.Secret.hash/1 is stored, never the plaintext;
user_code is stored normalized.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_record(record, opts \\ [])

      


        Build the insert changeset for a new pending device code from the core
store record. Fail-closed: a missing required field is rejected, not defaulted.



    


    
      
        to_entry(row)

      


        Fold a loaded row into the Attesto.DeviceCodeStore.entry() contract shape.



    


    
      
        to_pending_view(row)

      


        The non-consuming Attesto.DeviceCodeStore.pending_view() for the verification
page.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.Schema.DeviceCode{
  __meta__: term(),
  client_id: term(),
  device_code_hash: term(),
  dpop_jkt: term(),
  expires_at: term(),
  granted_claims: term(),
  granted_scope: term(),
  id: term(),
  inserted_at: term(),
  last_polled_at: term(),
  resource: term(),
  scope: term(),
  status: term(),
  subject: term(),
  user_code: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      from_record(record, opts \\ [])



        
          
        

    

  


  

      

          @spec from_record(
  Attesto.DeviceCodeStore.entry(),
  keyword()
) :: Ecto.Changeset.t()


      


Build the insert changeset for a new pending device code from the core
store record. Fail-closed: a missing required field is rejected, not defaulted.

  



  
    
      
    
    
      to_entry(row)



        
          
        

    

  


  

      

          @spec to_entry(t()) :: Attesto.DeviceCodeStore.entry()


      


Fold a loaded row into the Attesto.DeviceCodeStore.entry() contract shape.

  



  
    
      
    
    
      to_pending_view(row)



        
          
        

    

  


  

      

          @spec to_pending_view(t()) :: Attesto.DeviceCodeStore.pending_view()


      


The non-consuming Attesto.DeviceCodeStore.pending_view() for the verification
page.

  


        

      


  

    
AttestoPhoenix.Schema.LogoutSession 
    



      
Ecto schema + record bridge for the Back-Channel Logout session store
(AttestoPhoenix.Store.EctoLogoutSessionStore).
Backs Attesto.LogoutSessionStore: one row per (session, Relying Party)
pair, recording where to POST a logout_token when the session ends. A row
is written at ID-Token mint and read/deleted by the end-session endpoint.
This is the OP-side delivery map, not the browser login session — see
Attesto.LogoutSessionStore.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_record(record, opts \\ [])

      


        Build the insert changeset for a back-channel-logout session from the core
store record. Fail-closed: a missing required field is rejected, not defaulted.



    


    
      
        to_target(row)

      


        Fold a loaded row into the Attesto.LogoutSessionStore.target() shape.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.Schema.LogoutSession{
  __meta__: term(),
  backchannel_logout_uri: term(),
  client_id: term(),
  expires_at: term(),
  id: term(),
  inserted_at: term(),
  session_required: term(),
  sid: term(),
  subject: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      from_record(record, opts \\ [])



        
          
        

    

  


  

      

          @spec from_record(
  Attesto.LogoutSessionStore.entry(),
  keyword()
) :: Ecto.Changeset.t()


      


Build the insert changeset for a back-channel-logout session from the core
store record. Fail-closed: a missing required field is rejected, not defaulted.

  



  
    
      
    
    
      to_target(row)



        
          
        

    

  


  

      

          @spec to_target(t()) :: Attesto.LogoutSessionStore.target()


      


Fold a loaded row into the Attesto.LogoutSessionStore.target() shape.

  


        

      


  

    
AttestoPhoenix.Schema.PushedAuthorizationRequest 
    



      
Ecto schema for a single Pushed Authorization Request (RFC 9126).
A PAR endpoint stores the normalized, validated authorization request
parameters behind a one-time request_uri reference
(urn:ietf:params:oauth:request_uri:…) and hands that reference to the
client; the client then presents only the request_uri at /authorize. An
in-memory store cannot share that reference across nodes - a request_uri
pushed to one node is unknown to another - so a clustered (or simply
load-balanced) deployment needs the reference in shared storage. This schema
backs AttestoPhoenix.Store.EctoPARStore, persisting one row per pushed
request so any node resolves a request_uri issued by any other.
Columns
	request_uri - the opaque urn:ietf:params:oauth:request_uri: reference
(RFC 9126 §2.2) returned to the client. It is the PRIMARY KEY, so a
reference is stored at most once and the authorization endpoint's lookup
(and the optional single-use take/1) hits the primary key directly.
	params - the stored, already-validated authorization request parameters
(a string-keyed map; client authentication secrets are dropped before
storage). Persisted as jsonb; the authorization endpoint re-runs the
normal Attesto.AuthorizationRequest validation after resolving it.
	expires_at - the reference's expiry (RFC 9126 §2.2). The store rejects an
expired row on read, so an unswept expired reference is never honored.
	inserted_at - when the reference was pushed (diagnostic; never a lookup
key).


      


      
        Summary


  
    Types
  


    
      
        t()

      


        A persisted pushed authorization request row.



    





  
    Functions
  


    
      
        put_changeset(request \\ %__MODULE__{}, attrs)

      


        Changeset for storing a freshly pushed authorization request.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.Schema.PushedAuthorizationRequest{
  __meta__: term(),
  expires_at: DateTime.t() | nil,
  inserted_at: DateTime.t() | nil,
  params: map() | nil,
  request_uri: String.t() | nil
}


      


A persisted pushed authorization request row.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      put_changeset(request \\ %__MODULE__{}, attrs)



        
          
        

    

  


  

      

          @spec put_changeset(
  t()
  | %AttestoPhoenix.Schema.PushedAuthorizationRequest{
      __meta__: term(),
      expires_at: term(),
      inserted_at: term(),
      params: term(),
      request_uri: term()
    },
  map()
) :: Ecto.Changeset.t()


      


Changeset for storing a freshly pushed authorization request.
Requires the request_uri reference, the stored params, and both instants.
A reference with no expiry would never fail closed, so a missing :expires_at
is a hard validation error rather than a silently unlimited reference. The
unique_constraint/3 on the primary key surfaces a duplicate request_uri as
a changeset error (which EctoPARStore.put/3 maps to {:error, _}) rather
than a raised exception.

  


        

      


  

    
AttestoPhoenix.Store.EctoConsentGrantStore 
    



      
Postgres-backed AttestoPhoenix.ConsentGrantStore (RFC 6749 §4.1.1).
A consent grant ties one consent decision to the exact authorization request
the resource owner saw, so a single Authorize click cannot approve a different
client, redirect URI, scope set, or PKCE challenge. The host consent screen
mint/2s a grant when the user authorizes; the host :consent callback
consume/2s it before a code is issued. The single-use guarantee is enforced
here, at the database, not advisory: it must hold against two concurrent
presentations of one token, on any node sharing the database.
Behaviour callbacks
	mint/2 inserts a grant keyed on an unguessable token, with the canonical
binding_hash and a TTL-derived expires_at, and returns the token.
	consume/2 issues one conditional UPDATE ... WHERE token AND binding_hash AND consumed_at IS NULL AND expires_at > now that stamps consumed_at.
Postgres serialises the update on the row, so exactly one of any number of
concurrent callers observes an affected-row count of 1 and gets :ok. A
count of 0 is disambiguated into a precise {:error, reason} by reading
the row back — fail closed: every reason still refuses consent.

The repository module is supplied by the host application (:repo under the
:attesto_phoenix app) and read at call time; a store with no backing
repository cannot enforce single use, so it fails closed rather than silently
no-opping.

      


      
        Summary


  
    Functions
  


    
      
        consume(token, binding)

      


        Atomically consumes the grant for token iff it matches binding, is
unconsumed, and is unexpired.



    


    
      
        mint(binding, ttl_seconds)

      


        Mints a single-use consent grant bound to binding, valid for ttl_seconds.



    





      


      
        Functions


        


  
    
      
    
    
      consume(token, binding)



        
          
        

    

  


  

      

          @spec consume(String.t() | nil, AttestoPhoenix.ConsentGrant.binding()) ::
  :ok | {:error, AttestoPhoenix.ConsentGrantStore.consume_error()}


      


Atomically consumes the grant for token iff it matches binding, is
unconsumed, and is unexpired.
Returns :ok to the single winning caller and {:error, reason} to every
other (:not_found, :binding_mismatch, :expired, :consumed). A nil or
blank token short-circuits to {:error, :not_found} without touching the
database.

  



  
    
      
    
    
      mint(binding, ttl_seconds)



        
          
        

    

  


  

      

          @spec mint(AttestoPhoenix.ConsentGrant.binding(), pos_integer()) ::
  {:ok, String.t()} | {:error, Ecto.Changeset.t()}


      


Mints a single-use consent grant bound to binding, valid for ttl_seconds.
Returns {:ok, token} with the opaque token the consent screen carries
forward to the authorization endpoint, or {:error, changeset} if the row
could not be persisted (e.g. an astronomically unlikely token collision).

  


        

      


  

    
AttestoPhoenix.Store.EctoDeviceCodeStore 
    



      
Ecto/Postgres implementation of Attesto.DeviceCodeStore.
Every state transition is a single guarded atomic statement, so the RFC 8628
device-code state machine is race-free across nodes:
	approve/2 / deny/2 — UPDATE ... WHERE status = 'pending' RETURNING, so
the user's decision is taken exactly once even under concurrent posts.
	poll/2 — one conditional UPDATE ... SET last_polled_at = now WHERE device_code_hash = $1 AND (last_polled_at IS NULL OR last_polled_at <= now - interval) RETURNING, enforcing the §3.5 minimum poll interval and
reading the row's state in the same statement (no read-then-write race
against a concurrent approval). A zero-row result is disambiguated as
slow_down vs unknown by one follow-up existence check (both are non-mint
outcomes, so it is not a security race).
	consume/2 — UPDATE ... SET status = 'consumed' WHERE status = 'approved' RETURNING, so an approved code mints exactly one token family.

Backs the schema AttestoPhoenix.Schema.DeviceCode. Only the device code's
hash is stored; user_code is stored normalized.

      




  

    
AttestoPhoenix.Store.EctoLogoutSessionStore 
    



      
Ecto/Postgres implementation of Attesto.LogoutSessionStore.
One row per (session, Relying Party) pair, backing the schema
AttestoPhoenix.Schema.LogoutSession:
	record/1 upserts on (sid, client_id) — re-issuing an ID Token for a
session the RP already holds refreshes the row (expiry, uri) rather than
duplicating it.
	targets/1 selects the live rows to notify, scoping to one session when a
:sid is given, else to every session for the :subject. Expired rows
are filtered out.
	delete/1 removes the matched rows after the fan-out, so a session is
enumerated for logout exactly once.

This persists only the OP-side delivery map; the browser login session is the
host's (see Attesto.LogoutSessionStore).

      




  

    
AttestoPhoenix.Store.EctoPARStore 
    



      
Postgres-backed AttestoPhoenix.PARStore for clustered deployments
(RFC 9126).
A Pushed Authorization Request endpoint stores the validated authorization
request parameters behind a one-time request_uri reference and returns that
reference to the client; the client then presents only the request_uri at
/authorize. The default AttestoPhoenix.Store.PAR.ETS keeps that mapping in
per-node memory, so a request_uri pushed to one node is unknown to another -
fatal behind a load balancer, and FAPI 2.0 requires PAR. This store persists
each pushed request so any node resolves a request_uri issued by any other,
matching the Ecto-backed code/refresh/nonce/replay stores.
Behaviour callbacks
	put/3 inserts the reference, the stored params, and the derived expiry.
	fetch/1 resolves a live (unexpired) reference WITHOUT consuming it - the
authorization endpoint may re-enter with the same request_uri after a
login/consent detour (RFC 9126), so resolution must not spend it. Expiry
is enforced on read, so an unswept expired reference is never honored.
	take/1 resolves and atomically deletes a live reference in one
DELETE … RETURNING statement, for hosts that want single-use semantics.
Exactly one of any number of racing callers gets the row.

The repository module is supplied by the host application (:repo under the
:attesto_phoenix app) and read at call time; a store with no backing
repository fails closed rather than silently no-opping.

      


      
        Summary


  
    Functions
  


    
      
        fetch(request_uri)

      


        Resolves a live request_uri without consuming it.



    


    
      
        put(request_uri, params, ttl_seconds)

      


        Persists a pushed authorization request under request_uri for
ttl_seconds.



    


    
      
        take(request_uri)

      


        Atomically resolves and deletes a live request_uri.



    





      


      
        Functions


        


  
    
      
    
    
      fetch(request_uri)



        
          
        

    

  


  

      

          @spec fetch(String.t()) :: {:ok, map()} | :error


      


Resolves a live request_uri without consuming it.
Returns {:ok, params} when a row exists and has not expired, or :error
when it is absent or expired. Non-consuming by contract: the authorization
endpoint may resolve the same request_uri more than once across a
login/consent detour (RFC 9126); TTL, not resolution, ends its life.

  



  
    
      
    
    
      put(request_uri, params, ttl_seconds)



        
          
        

    

  


  

      

          @spec put(String.t(), map(), pos_integer()) :: :ok | {:error, term()}


      


Persists a pushed authorization request under request_uri for
ttl_seconds.
params is the stored, string-keyed parameter map; it is round-tripped
through jsonb, so the authorization endpoint reads back the same string-keyed
map it stored. A duplicate request_uri (an astronomically unlikely random
collision) surfaces as {:error, changeset} rather than overwriting an
existing reference.

  



  
    
      
    
    
      take(request_uri)



        
          
        

    

  


  

      

          @spec take(String.t()) :: {:ok, map()} | :error


      


Atomically resolves and deletes a live request_uri.
The resolve and the delete are one indivisible DELETE … WHERE … RETURNING
statement, so for hosts that opt into single-use PAR references exactly one of
any number of concurrent callers (on any node) gets {:ok, params}; the rest
get :error. An expired row is treated as absent.

  


        

      


  

    
AttestoPhoenix.Store.NonceStore 
    



      
Dispatch to the configured Attesto.DPoP.NonceStore, threading the live
request %AttestoPhoenix.Config{} to stores that need it (RFC 9449 §8).
The Attesto.DPoP.NonceStore behaviour (issue/1, valid?/1) carries no
config, so a persistent store such as AttestoPhoenix.Store.EctoNonceStore
would otherwise have to re-resolve its repo from a guessed :otp_app — which
fails for any host that configures AttestoPhoenix.Config under its own
application. The controllers and the token endpoint already hold the resolved
config, so this hands it straight to the store's config-aware entrypoints
(issue/2, valid?/2) when the store exports them, falling back to the
behaviour callbacks (issue/1, valid?/1) for config-free stores (e.g. the
bundled ETS store).
This is the single seam that keeps a nonce store from ever having to guess an
otp_app: the DPoP paths pass the config they already resolved.

      


      
        Summary


  
    Functions
  


    
      
        issue(config, store)

      


        Mint a fresh nonce, passing config to a config-aware store (issue/2) and
falling back to the behaviour callback issue/1.



    


    
      
        valid?(config, store, nonce)

      


        Report whether nonce is currently valid, passing config to a config-aware
store (valid?/2) and falling back to the behaviour's valid?/1.



    





      


      
        Functions


        


  
    
      
    
    
      issue(config, store)



        
          
        

    

  


  

      

          @spec issue(AttestoPhoenix.Config.t(), module()) :: String.t()


      


Mint a fresh nonce, passing config to a config-aware store (issue/2) and
falling back to the behaviour callback issue/1.

  



  
    
      
    
    
      valid?(config, store, nonce)



        
          
        

    

  


  

      

          @spec valid?(AttestoPhoenix.Config.t(), module(), String.t()) :: boolean()


      


Report whether nonce is currently valid, passing config to a config-aware
store (valid?/2) and falling back to the behaviour's valid?/1.
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A Phoenix/Ecto OAuth 2.0 / OIDC authorization-server and
resource-server layer built on top of Attesto.
Attesto is transport-agnostic: it implements the pure, effect-free
protocol primitives - JWT mint/verify with per-key algorithm metadata
(RFC 7519), DPoP sender-constraint proofs (RFC 9449), mutual-TLS binding
(RFC 8705), PKCE (RFC 7636), the JWK Set (RFC 7517), authorization-server
metadata (RFC 8414), private_key_jwt client assertions (RFC 7523),
signed request objects (RFC 9101), and the scope grant-form algebra. It
deliberately carries no HTTP, no persistence, and no identity model.
attesto_phoenix adds exactly the two things a running server needs and
the core leaves out: a transport (HTTP endpoints and protected-resource
plugs) and persistence (Ecto-backed implementations of the core store
behaviours). Everything that is inherently application policy stays the
host's, supplied through a small set of neutral configuration callbacks.
The split
The library keeps the same boundary Attesto draws - protocol versus
policy - and adds a third concern, transport:
	Protocol (core). Attesto.Token, Attesto.DPoP,
Attesto.MTLS, Attesto.PKCE, Attesto.Scope, Attesto.JWKS,
Attesto.ClientAssertion, Attesto.RequestObject, and
Attesto.Discovery. Pure functions over bytes and claims. This layer
is reused verbatim; this package adds no crypto and forwards every
protocol decision to it.

	Transport (here). Controllers behind a router macro that mount
authorization, token, pushed-authorization-request (RFC 9126),
revocation (RFC 7009), discovery (RFC 8414), JWK Set (RFC 7517),
UserInfo, and optional dynamic-registration (RFC 7591) endpoints, plus
protected-resource plugs that verify a Bearer/DPoP access token and
enforce its sender-constraint binding. The controllers and plugs use
the core OAuth-error / WWW-Authenticate helpers so every failure is
an RFC 6749 §5.2 / RFC 6750 §3 response, never a silent reject.

	Persistence (here). Ecto schemas that implement the core store
behaviours for authorization codes and refresh tokens, and - for
clustered correctness - DPoP nonces and proof jti replay records.
Migration scaffolding is a mix generator that writes the migration
into the host application; this package owns no migration of its own.

	Policy (host application). The client registry and its
revocation rule, client-secret hashing, the subject/principal model,
the scope catalog, signing keys, and the audit log. These are
injected as the callbacks documented on AttestoPhoenix.Config, so
the library never hardcodes one application's identity model.


Configuration
All behaviour is centralized in AttestoPhoenix.Config. It is the single
source of truth read by every controller and plug: it validates the
required keys at build time (raising ArgumentError so misconfiguration
fails closed at boot), applies neutral defaults, and derives the
Attesto.Config the protocol layer runs against via
AttestoPhoenix.Config.to_attesto_config/2.
Anything that is application policy is a callback rather than a baked-in
assumption, named in OAuth terms:
	client lookup -> :load_client
	client-secret verification -> :verify_client_secret
	client public keys -> :client_jwks
	subject/principal resolution -> :load_principal
	scope catalog / narrowing -> :scopes_supported and/or
:authorize_scope
	audit / telemetry -> :on_event (optional, no-op by default)
	dynamic client persistence -> :register_client (only when
registration is enabled)
	mTLS certificate extraction -> :cert_der (only when mTLS is
enabled)
	HTTPS / proxy trust -> :require_https and :trusted_proxies

See AttestoPhoenix.Config for the full key reference and the default
for each value.
Mounting the routes
AttestoPhoenix.Router provides the attesto_routes/1 macro, which
mounts the authorization-server endpoints under a scope the host chooses.
Discovery and the JWK Set are public; the token and revocation endpoints
authenticate the client via the :load_client / :verify_client_secret
callbacks.
Entry points
	AttestoPhoenix.Config - the validated configuration every
controller and plug reads, and the derivation of the protocol
Attesto.Config.
	AttestoPhoenix.Router - the attesto_routes/1 macro that mounts
the HTTP surface.

See the README for the supply/own breakdown, the router and plug usage,
and the migration generator.

      




  

    
AttestoPhoenix.Config 
    



      
Configuration for the attesto_phoenix authorization-server layer.
This is the single source of truth consumed by every controller and plug in
the library. It reads the host's configuration (from a host-chosen
otp_app/config key), validates the required keys, applies neutral defaults,
and derives the Attesto.Config the protocol layer needs.
Build one with new/1 (from a keyword list or map) or from_otp_app/2 (to
read Application.get_env/2). Validation raises ArgumentError on a missing
required key so misconfiguration fails fast at boot.
Keys
Required
	:issuer - issuer URL (string) used as the JWT iss, the discovery
issuer, and the base for endpoint URLs.
	:keystore - module implementing Attesto.Keystore providing the
signing key and the verification keys published via JWKS. Use a static
keystore or a host KMS/HSM/Vault-backed implementation; per-key alg
metadata is supported by the core keystore behaviour.
	:repo - Ecto.Repo module used by the Ecto-backed code, refresh,
nonce, and replay stores.
	:load_client - (client_id -> {:ok, client} | {:error, :not_found} | {:error, :revoked}). Resolves an OAuth client. The host owns the client
registry and revocation policy.

	:verify_client_secret - (client, presented_secret -> boolean).
Constant-time client-secret verification (e.g. via
Attesto.SecureCompare). The host owns secret hashing.
	:load_principal - (subject_id -> {:ok, principal} | {:error, :not_found}). Resolves the subject/principal during protected-resource
authentication.


Optional callbacks
	:authorize_scope - (client, requested_scope -> {:ok, granted_scope} | {:error, :invalid_scope}). Validates/narrows requested scope using
Attesto.Scope algebra. Defaults to "subset of :scopes_supported".
	:on_event - (%AttestoPhoenix.Event{} -> any). Audit/telemetry hook.
No-op by default; the library never stores events itself.
	:send_error - (conn, status, body_map -> conn). Optional transport
hook used by AttestoPhoenix.OAuthError to serialize OAuth/OIDC errors
into the host's API envelope while preserving the RFC status, challenge,
and cache-control semantics.
	:no_store - (conn -> conn). Optional transport hook used by
AttestoPhoenix.OAuthError to apply no-store headers.
	:www_authenticate - (conn, challenge_string -> conn). Optional
transport hook used by AttestoPhoenix.OAuthError to write the
WWW-Authenticate challenge header.
	:resource_metadata - absolute URL of this resource's protected-resource
metadata document (RFC 9728). When set, AttestoPhoenix.Plug.Authenticate
advertises it as a resource_metadata auth-param on every
WWW-Authenticate challenge it renders (RFC 9728 §5.1), so a client that
is refused with 401 can discover which authorization server issues tokens
for this resource. Omitted from the challenge when unset.
	:basic_realm - realm string for token-endpoint Basic auth challenges.
Default "OAuth".
	:htu - (conn -> canonical_url_string). Overrides how the DPoP htu
is computed behind proxies. Defaults to derivation from :trusted_proxies.
	:cert_der - (conn -> der_binary | nil). Extracts the client mTLS
certificate DER. Required only when :mtls_enabled.

	:register_client - (metadata -> {:ok, client} | {:error, reason}).
Persists a dynamically registered client. Required only when
:registration_enabled.

	:unregister_client - (client -> :ok | {:ok, client} | {:error, reason}).
Deletes a dynamically registered client for registration management
cleanup (RFC 7592). Optional; when unset, DELETE requests to the
registration management endpoint fail closed.

	:client_registration_access_token_hash - (client -> String.t() | nil).
Extracts the stored hash of the registration access token issued with a
dynamic client (RFC 7592). Optional; when unset, DELETE requests fail
closed.

	:introspection_authorize - (caller_client_id, response -> boolean).
Authorizes the authenticated introspection caller against the token being
introspected (RFC 7662 §4 / RFC 9701 §5). Consulted only for an active
response; returning anything but true (or raising) downgrades the
response to %{"active" => false} so a caller not entitled to the token
learns nothing about it (FAPI: a regular client querying introspection is
a leakage risk). response is the RFC 7662 member map (carrying aud,
client_id, sub, scope, ...), letting the host match the token's
audience/scope against the calling protected resource. Optional - when
unset, every authenticated caller may introspect any token (the
single-trust-domain default).
	:principal_kinds - non-empty list of Attesto.PrincipalKind values
or a zero-arity callback returning that list, passed into the core token
configuration.
	:build_principal - (client, subject, scope -> map). Builds the
principal map passed to Attesto.Token.mint/3. The returned :sub MUST
be namespaced with the matching Attesto.PrincipalKind sub_prefix:
Attesto.Token rejects an unprefixed subject at mint time
(:invalid_sub). This matters most for the client_credentials grant
(RFC 6749 §4.4), where the principal subject is the OAuth client_id -
and Dynamic Client Registration (RFC 7591 §3.2.1) issues that id
unprefixed (the host's :register_client chooses it; the library
imposes no namespace). :build_principal is the sole seam that applies
the prefix; the prefix is mint-time defense-in-depth (an issued token's
sub is unambiguous across principal kinds), not a substitute for it.
	:build_userinfo_claims - (subject, granted_scopes, requested_claims -> claims_map). Produces the claim values the UserInfo endpoint
(OpenID Connect Core §5.3) returns for the authenticated subject. The
host owns the claim source (its user store); the library owns only the
scope-to-claim shaping (OpenID Connect Core §5.4) and the guarantee that
sub is present (OpenID Connect Core §5.3.2). granted_scopes is the
list of scopes on the access token; requested_claims is the per-claim
request map from the OpenID Connect claims parameter (%{} when none).
Required only when the UserInfo endpoint is mounted.
	:build_id_token_claims - (client, subject, granted_scopes, requested_claims -> claims_map). Produces the host claims merged into an
ID Token (OpenID Connect Core §3.1.3.6 / §5.5 id_token member). Distinct
from :build_userinfo_claims: it receives the resolved client, draws
from the claims parameter's id_token member, and MUST NOT carry sub
(the library sets the verified subject; a host-supplied sub is rejected
by Attesto.IDToken). Optional - when unset the ID Token carries only the
protocol claims.
	:client_id - (client -> String.t()). Extracts the OAuth client
identifier from the host's client struct.
	:client_jwks - (client -> jwks). Returns the client's trusted public
JWK Set for private_key_jwt client authentication. Required only for
clients that authenticate with private_key_jwt.
	:client_redirect_uris - (client -> [String.t()]). Returns the
client's registered redirect URIs (RFC 6749 §3.1.2.2). The authorization
endpoint exact-matches the request redirect_uri against this set
(RFC 6749 §3.1.2.3); a client exposing none rejects every authorization
request (fail closed).
	:authenticate_resource_owner - (conn, request, auth_opts -> {:authenticated, subject} | {:halt, conn} | {:none} | {:error, :login_required | :consent_required | :interaction_required}).
Establishes the resource owner for an authorization request (RFC 6749
§3.1, OIDC Core §3.1.2.3). Returns {:authenticated, subject} once a
resource owner is known (a map carrying at least :subject, the OIDC
sub, and optionally :auth_time, :acr, :amr), {:halt, conn} to
take over the connection (e.g. redirect to a host login page that
re-enters the authorization endpoint), {:none} when no subject can be
established without UI, or an {:error, _} classifying why interaction is
required (OIDC Core §3.1.2.6). auth_opts is a map carrying the OIDC Core
§3.1.2.1 prompt/max_age directives the host must honour: :prompt,
:force_reauth (prompt=login), :interactive (false for
prompt=none, forbidding UI), and :max_age. The host owns all login
UI; the library only invokes this hook. Required only when the
authorization endpoint is mounted.
	:consent - (conn, request, subject -> {:consented, subject} | {:halt, conn} | {:denied, reason}). Obtains the resource owner's consent
for an authorization request (RFC 6749 §4.1.1). Returns
{:consented, subject} to proceed (the returned subject may carry
consent-derived claims), {:halt, conn} to take over the connection (e.g.
render a consent screen that re-enters the authorization endpoint), or
{:denied, reason} to refuse (reported to the client as access_denied,
RFC 6749 §4.1.2.1). When unset, consent is implicitly granted for the
authenticated subject.
	:client_public? - (client -> boolean()). Returns whether a client
may authenticate without a secret and rely on PKCE.
	:client_requires_mtls? - (client -> boolean()). Returns whether a
client requires mTLS-bound token issuance.
	:client_requires_dpop? - (client -> boolean()). Returns whether a
client requires DPoP-bound token issuance.
	:client_grant_types - (client -> [String.t()] | nil). Returns the
grant types registered for this client (RFC 7591 §2). When set, the
token endpoint rejects a requested grant type not in the returned list.

	:issue_refresh_token? - (client, granted_scope -> boolean()).
Returns whether the authorization-code grant should issue an initial
refresh token (RFC 6749 §6). When unset, the token controller issues one
iff the granted scope contains offline_access (OIDC Core §11) and a
:refresh_store is configured.
	:code_store - module implementing Attesto.CodeStore.
	:refresh_store - module implementing Attesto.RefreshStore.
	:par_store - module implementing AttestoPhoenix.PARStore. Defaults to
the single-node AttestoPhoenix.Store.PAR.ETS; use
AttestoPhoenix.Store.EctoPARStore for a clustered/load-balanced
deployment so a request_uri resolves on every node (FAPI 2.0 requires
PAR).
	:consent_grant_store - module implementing
AttestoPhoenix.ConsentGrantStore, the single-use request-bound consent
primitive (RFC 6749 §4.1.1). The host consent screen mints a grant when
the resource owner authorizes; the host's :consent callback consumes it
before a code is issued, so one consent click cannot approve a different
client/redirect/scope/challenge. The library ships the Ecto-backed
AttestoPhoenix.Store.EctoConsentGrantStore; there is no default, because
the library never renders a consent screen — a host wires this only when
it adopts the consent primitive. Read it back with
consent_grant_store/1.
	:grant_types_supported - the grant types the server supports. Advertised
as grant_types_supported (RFC 8414 §2), enforced by the token endpoint (a
grant_type outside the set is rejected), and the accepted set for dynamic
registration. Defaults to every implemented grant; narrow it to disable one
(e.g. drop token-exchange) everywhere at once. See grant_types_supported/1.
	:token_endpoint_auth_methods_supported - client authentication methods
advertised/accepted by dynamic client registration and by the token/PAR
endpoints when configured. When unset, all package-supported methods are
accepted.

Optional values (with defaults)
	:audience - default access-token audience (string or list).

	:client_auth_signing_algs - the JOSE algorithms accepted for
private_key_jwt client-assertion signatures, and the set advertised as
token_endpoint_auth_signing_alg_values_supported in discovery. Defaults
to Attesto.SigningAlg.fapi_algs/0 (PS256, ES256, EdDSA). A non-FAPI
deployment can widen it; verification and the advertised metadata stay in
lockstep because both read this one value.

	:request_object_policy - an Attesto.RequestObject.Policy controlling
verification of signed authorization request objects (JAR, RFC 9101).
Defaults to %Attesto.RequestObject.Policy{} (generic OpenID Connect §6.1:
nbf/exp/typ not required). For FAPI 2.0 Message Signing §5.3.1 set
Attesto.RequestObject.Policy.fapi_message_signing(); the policy is then
enforced both at the PAR endpoint and at /authorize.

	:scopes_supported - list of supported scope strings (concrete and
wildcard) advertised in discovery and used as the default scope catalog.
For an OpenID Provider the reserved openid scope (OpenID Connect Core
§3.1.2.1) is added to the OpenID Provider Metadata automatically by the
core builder; it need not be listed here.

	:bearer_methods_supported - the RFC 6750 access-token presentation
methods the resource server accepts, advertised as
bearer_methods_supported in the RFC 9728 protected-resource metadata
document (/.well-known/oauth-protected-resource). A non-empty list of
distinct methods, each "header" (§2.1) or "body" (§2.2) - the methods
AttestoPhoenix.Plug.Authenticate accepts. The §2.3 "query" method is
rejected: the plug never accepts a query-presented token, so advertising it
would name a method the library cannot honour (and RFC 6750 §2.3 says it
SHOULD NOT be used). Defaults to ["header"]; add "body" only for a
resource server that intentionally accepts RFC 6750 §2.2 form-body
access_token credentials and wants to advertise that method.

	:authorization_endpoint - absolute URL of the host-owned authorization
endpoint (RFC 6749 §3.1 / OpenID Connect Discovery §3). The authorization
endpoint runs the host's login/consent UI, so the library does not mount
it; the host supplies the URL where it serves it. Advertised in the
OpenID Provider Metadata; omitted when unset.

	:userinfo_endpoint - absolute URL of the host-owned UserInfo endpoint
(OpenID Connect Core §5.3). The host owns the claim source, so the
library does not mount it; the host supplies the URL. Advertised in the
OpenID Provider Metadata; omitted when unset.

	:claims_supported - list of claim names the host's UserInfo endpoint
and ID Tokens can return (OpenID Connect Discovery §3). Advertised in the
OpenID Provider Metadata; omitted when unset.

	:claims_parameter_supported - whether the provider accepts the OpenID
Connect claims request parameter (OpenID Connect Discovery §3 /
OpenID Connect Core §5.5). Default false: the authorization endpoint
does not consume a claims parameter unless the host wires it, so the
provider does not claim support for it. Advertised in the OpenID Provider
Metadata only when set to true (the core builder treats absence as
false per OpenID Connect Discovery §3).

	:acr_values_supported - list of Authentication Context Class Reference
values the provider can satisfy (OpenID Connect Discovery §3 /
OpenID Connect Core §2). Advertised only when the host configures a
non-empty list; omitted otherwise.

	:ui_locales_supported - list of BCP47 (RFC 5646) language tags the
provider's UI supports (OpenID Connect Discovery §3). Advertised only
when the host configures a non-empty list; omitted otherwise.

	:require_nonce - require the OpenID Connect nonce parameter on
OpenID Connect Authentication Requests (OpenID Connect Core §3.1.2.1).
Default false. When true, the authorization endpoint passes
require_nonce: true to Attesto.AuthorizationRequest.validate/2 for a
request whose scope contains openid, so a missing nonce on an OIDC
request is rejected with a redirectable invalid_request error. A
non-OpenID OAuth 2.0 request is never affected (RFC 6749 keeps the
authorization code at SHOULD, never requiring a nonce). The host sets
this per its own OpenID Provider policy.

	:require_pushed_authorization_requests - require front-channel
authorization requests to use a PAR request_uri issued by this server
(RFC 9126). Default false.

	:authorization_response_iss - include the RFC 9207 iss authorization
response parameter on success and error redirects. Default true
(authorization-server mix-up defense, mandated by FAPI 2.0); set false
only for a deployment that must omit it.

	:require_https - enforce HTTPS on the endpoints. Default true.

	:trusted_proxies - list of trusted proxy CIDRs/IPs controlling whether
X-Forwarded-* headers are honored. Default [] (no forwarded trust).

	:access_token_ttl - access-token lifetime, seconds. Default 900.

	:refresh_token_ttl - refresh-token lifetime, seconds. Default 1_209_600.

	:refresh_token_rotation_grace_seconds - idempotency window, in
seconds, during which a just-rotated refresh token can be retried and
receive the same successor refresh token instead of being treated as a
reuse attack. Default 60; set 0 for strict immediate reuse
revocation. A non-zero window is important for clients that lose the
first rotation response and retry the previous token (OAuth 2.0 Security
BCP §4.13; FAPI 2.0 Security Profile §5.3.2.1).

	:authorization_code_ttl - authorization-code lifetime, seconds. Default 60.

	:dpop_enabled - enable DPoP sender-constraint support. Default true.

	:dpop_nonce_required - require server-issued DPoP nonces. Default false.

	:mtls_enabled - enable mTLS (RFC 8705) cnf binding. Default false.

	:registration_enabled - enable /oauth/register. Default false.

	:registration_default_scope - the scope assigned to a dynamically
registered client (RFC 7591 §2) when its request omits scope, echoed
back in the §3.2.1 response. :scopes_supported assigns the full catalog;
a list assigns that explicit subset (validated against :scopes_supported
at boot). Default nil - a scopeless registration stays scopeless
(fail-closed). Setting this lets a scopeless DCR client (e.g. an MCP/agent
client) register with a usable scope without each host reinventing it.

	:client_id_metadata - Client ID Metadata Document support - CIMD
(draft-ietf-oauth-client-id-metadata-document-01, IETF OAuth WG). A
keyword list configuring whether (and how) the authorization server
dereferences an HTTPS client_id URL to a client metadata document. The
whole feature is off by default; when enabled: true, discovery
advertises client_id_metadata_document_supported and
AttestoPhoenix.ClientIdMetadata.Resolver resolves a CIMD client_id
through the configured fetcher and cache. Read it back with
client_id_metadata/1 (the merged, defaulted keyword list) or the
client_id_metadata_enabled?/1 predicate. Recognized members, with their
defaults:
	:enabled - master switch. Default false.
	:fetcher - module implementing
AttestoPhoenix.ClientIdMetadata.Fetcher (the SSRF-guarded outbound
GET). Default AttestoPhoenix.ClientIdMetadata.Fetcher.Req. A host
may override with its own HTTP stack or a CIMD proxy service.
	:cache - module implementing
AttestoPhoenix.ClientIdMetadata.Cache. Default
AttestoPhoenix.ClientIdMetadata.Cache.Ecto (cluster-coherent); a
single-node deployment may select
AttestoPhoenix.ClientIdMetadata.Cache.ETS.
	:allow_loopback - permit loopback addresses (the draft's "AS runs on
loopback" exception; development only). Default false.
	:max_document_bytes - body size cap for the fetched document
(draft's recommended 5 KB). Default 5_120.
	:request_timeout_ms - connect and receive timeout for the fetch.
Default 5_000.
	:cache_ttl_bounds - {min_seconds, max_seconds} the resolver clamps
the response's Cache-Control: max-age / Expires freshness to
(RFC 9111). Default {60, 86_400}.
	:require_same_origin_redirect_uri - additionally require the request
redirect_uri to be same-origin with the client_id URL, on top of
the exact-match against the document's redirect_uris (draft §2 MAY,
enforced by default here). Default true.
	:allowed_hosts - optional allowlist of hostnames a CIMD client_id
URL may resolve through; nil means "any public host" (subject to the
fetcher's SSRF guard). Default nil.
	:blocked_hosts - hostnames a CIMD client_id URL must never resolve
through, checked before any network work. Default [].


	:replay_check - DPoP jti replay check (module or {module, fun}).
Defaults to the single-node ETS replay cache.

	:nonce_store - Attesto.DPoP.NonceStore implementation. Defaults to
the single-node ETS nonce store.

	:sweep_interval_ms - interval for AttestoPhoenix.Store.Sweeper. The
sweeper is not started if unset.

	:table_prefix - optional Ecto schema/table prefix for the generated
tables.


Endpoint paths advertised in metadata
The discovery documents (RFC 8414 §3, OpenID Connect Discovery §4) and the
RFC 7591 §3.2.1 registration response advertise absolute endpoint URLs built
from the :issuer and the request path each endpoint is mounted at. By
default the OAuth endpoints live under /oauth/* (the historic surface), but
a host that mounts them elsewhere (for example under /mcp/oauth/* to avoid
colliding with a legacy provider) MUST advertise the paths it actually serves
or clients are misdirected. These keys control that, all additive with
defaults that reproduce the historic /oauth/* surface exactly:
	:oauth_path_prefix - path segment prepended to every OAuth endpoint
tail. Default "/oauth", yielding the historic /oauth/token,
/oauth/par, etc. A host mounting under /mcp/oauth sets
oauth_path_prefix: "/mcp/oauth" to advertise /mcp/oauth/token and so
on. This is the FULL client-visible mount prefix, since the controllers
cannot see the surrounding Phoenix scope. The well-known documents
(RFC 8615) and the JWKS document stay anchored at the host root and are
NOT relocated by this prefix.
	:authorize_path, :token_path, :par_path, :revocation_path,
:introspection_path, :registration_path, :userinfo_path - explicit per-endpoint path
overrides. When set, the override wins over :oauth_path_prefix for that
one endpoint (the integrator's "explicit endpoint overrides plus sane
defaults"). Each defaults to nil, meaning "derive from
:oauth_path_prefix". An override is an absolute path reference
("/custom/token"), advertised verbatim merged onto the issuer.

Use the resolver helpers (token_endpoint_url/1, par_endpoint_url/1,
revocation_endpoint_url/1, registration_endpoint_url/1,
userinfo_endpoint_url/1, authorize_endpoint_url/1, jwks_uri/1, and the
resolved-path helpers token_path/1 and friends) rather than re-deriving the
URLs in callers; the router macro derives its mounted-route tails from the
same source so the mounted routes and the advertised routes cannot drift.
Recommended production callback contracts
The loose *_client, *_principal, authorize_scope, consent, registration,
and event callbacks above are grouped into named behaviours that document the
full contract (with the governing RFC for each callback) and serve as the
recommended production shape: AttestoPhoenix.ClientStore,
AttestoPhoenix.PrincipalStore, AttestoPhoenix.ScopePolicy,
AttestoPhoenix.ConsentPolicy, AttestoPhoenix.RegistrationStore, and
AttestoPhoenix.EventSink. Wiring stays identical: pass an anonymous
function, a {module, function} pair, or a {module, function, extra_args}
triple per key as documented above. The behaviours are the contract; the
Config keys are how a host installs an implementation.
Behaviour-module Config keys
Rather than wiring every host callback as an individual flat key, a host may
install one behaviour module per concern and let the library resolve each
callback from it:
	:client_store - a module implementing AttestoPhoenix.ClientStore.
	:principal_store - a module implementing AttestoPhoenix.PrincipalStore.
	:consent_policy - a module implementing AttestoPhoenix.ConsentPolicy.
	:scope_policy - a module implementing AttestoPhoenix.ScopePolicy.
	:event_sink - a module implementing AttestoPhoenix.EventSink.
	:registration - a module implementing AttestoPhoenix.RegistrationStore.
	:claims_provider - a module implementing AttestoPhoenix.ClaimsProvider.

Each per-callback value is resolved through the matching resolver fun on this
module (client_id_fun/1, load_principal_fun/1, consent_fun/1, and so on)
with a single precedence: the explicit flat key wins when set; otherwise, when
a behaviour module is installed and exports the corresponding behaviour
callback (after Code.ensure_loaded/1), the {module, function} pair is used;
otherwise the resolution is nil (and the consumer's existing fail-closed
default applies). Flat keys therefore never break: a host that wires the
individual callbacks keeps the exact behaviour it had. new/1 validates at
boot that any installed behaviour module is loadable and exports the callbacks
it claims, so a typo'd or partial module fails fast rather than silently
resolving to nil at request time.

      


      
        Summary


  
    Types
  


    
      
        callback()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        allowed_resources(config, client)

      


        The set of resource identifiers this authorization server will mint a token
for, for client (RFC 8707 §2.2).



    


    
      
        authenticate_resource_owner_fun(config)

      


        Resolve the authenticate_resource_owner callback. See resolve_callback/2.



    


    
      
        authorize_endpoint_url(config)

      


        Absolute URL of the authorization endpoint: the issuer merged with
authorize_path/1. Advertised in the OpenID Provider Metadata when the host
does not supply a separate :authorization_endpoint.



    


    
      
        authorize_path(config)

      


        The resolved request path of the authorization endpoint: the explicit
:authorize_path override when set, otherwise :oauth_path_prefix joined
with the conventional /authorize tail.



    


    
      
        authorize_scope_fun(config)

      


        Resolve the authorize_scope callback. See resolve_callback/2.



    


    
      
        backchannel_logout_http(config)

      


        The module that POSTs a logout_token to a Relying Party's backchannel_logout_uri.



    


    
      
        backchannel_logout_session_supported?(config)

      


        Returns true iff the OP includes sid in its logout tokens (advertised as
backchannel_logout_session_supported, Back-Channel Logout 1.0 §2.1). attesto
always asserts sid when the session supplies one, so this tracks
backchannel_logout_supported?/1.



    


    
      
        backchannel_logout_supported?(config)

      


        Returns true iff Back-Channel Logout is supported — logout is enabled AND a
:logout_session_store is wired (advertised as backchannel_logout_supported,
Back-Channel Logout 1.0 §2.1).



    


    
      
        build_id_token_claims_fun(config)

      


        Resolve the build_id_token_claims callback. See resolve_callback/2.



    


    
      
        build_principal_fun(config)

      


        Resolve the build_principal callback. See resolve_callback/2.



    


    
      
        build_userinfo_claims(config, subject, scopes, requested)

      


        Invokes the host's :build_userinfo_claims callback for the authenticated
subject and returns the raw claims map it produces.



    


    
      
        build_userinfo_claims_fun(config)

      


        Resolve the build_userinfo_claims callback. See resolve_callback/2.



    


    
      
        client_backchannel_logout_session_required(config, client)

      


        The Relying Party's backchannel_logout_session_required (Back-Channel Logout
1.0 §2.2): whether its logout token MUST carry sid. Defaults to false.



    


    
      
        client_backchannel_logout_session_required_fun(config)

      


        Resolve the client_backchannel_logout_session_required callback. See resolve_callback/2.



    


    
      
        client_backchannel_logout_uri(config, client)

      


        The Relying Party's registered backchannel_logout_uri (Back-Channel Logout
1.0 §2.2), or nil when the client is not back-channel-logout capable (so no
logout session is recorded and no token is fanned out to it).



    


    
      
        client_backchannel_logout_uri_fun(config)

      


        Resolve the client_backchannel_logout_uri callback. See resolve_callback/2.



    


    
      
        client_grant_types_fun(config)

      


        Resolve the client_grant_types callback. See resolve_callback/2.



    


    
      
        client_id_fun(config)

      


        Resolve the client_id callback. See resolve_callback/2.



    


    
      
        client_id_metadata(config)

      


        Returns the merged, defaulted Client ID Metadata Document (CIMD) options.



    


    
      
        client_id_metadata_enabled?(config)

      


        Returns true iff Client ID Metadata Document support is enabled.



    


    
      
        client_jwks_fun(config)

      


        Resolve the client_jwks callback. See resolve_callback/2.



    


    
      
        client_post_logout_redirect_uris(config, client)

      


        The Relying Party's registered post_logout_redirect_uris (RP-Initiated
Logout 1.0 §2): the :client_post_logout_redirect_uris callback's result, or
[] when the host wires none (so an unvalidatable post_logout_redirect_uri
is always refused).



    


    
      
        client_post_logout_redirect_uris_fun(config)

      


        Resolve the client_post_logout_redirect_uris callback. See resolve_callback/2.



    


    
      
        client_public_fun(config)

      


        Resolve the client_public? callback. See resolve_callback/2.



    


    
      
        client_redirect_uris_fun(config)

      


        Resolve the client_redirect_uris callback. See resolve_callback/2.



    


    
      
        client_registration_access_token_hash_fun(config)

      


        Resolve the client_registration_access_token_hash callback. See resolve_callback/2.



    


    
      
        client_requires_dpop_fun(config)

      


        Resolve the client_requires_dpop? callback. See resolve_callback/2.



    


    
      
        client_requires_mtls_fun(config)

      


        Resolve the client_requires_mtls? callback. See resolve_callback/2.



    


    
      
        client_store_load(config, client_id)

      


        Resolve and load the host's client by client_id (RFC 6749 §2.2).



    


    
      
        client_store_verify_secret(config, client, presented_secret)

      


        Resolve and run the host's constant-time client-secret verification
(RFC 6749 §2.3.1) for client/presented_secret.



    


    
      
        consent_fun(config)

      


        Resolve the consent callback. See resolve_callback/2.



    


    
      
        consent_grant_store(config)

      


        Returns the configured single-use consent-grant store module, or nil.



    


    
      
        device_authorization(config)

      


        The merged, defaulted RFC 8628 device-authorization options.



    


    
      
        device_authorization_enabled?(config)

      


        Returns true iff the RFC 8628 device authorization grant is enabled
(device_authorization: [enabled: true]). When enabled, device_code is
added to grant_types_supported/1 and the device_authorization_endpoint is
advertised.



    


    
      
        device_authorization_endpoint_url(config)

      


        Absolute URL of the device-authorization endpoint (advertised as device_authorization_endpoint, RFC 8628 §4).



    


    
      
        device_authorization_path(config)

      


        The resolved request path of the device-authorization endpoint (RFC 8628).



    


    
      
        device_code_store(config)

      


        The configured Attesto.DeviceCodeStore module, or nil.



    


    
      
        device_verification_endpoint_url(config)

      


        Absolute URL of the device-verification page.



    


    
      
        device_verification_path(config)

      


        The resolved request path of the device-verification page (RFC 8628 §3.3).



    


    
      
        device_verification_uri(config)

      


        The RFC 8628 §3.2 verification URI shown to the user: the configured
device_authorization: [verification_uri: ...] override, otherwise the
issuer-derived device-verification endpoint URL.



    


    
      
        end_session_endpoint_url(config)

      


        Absolute URL of the end-session endpoint (advertised as end_session_endpoint, RP-Initiated Logout 1.0 §2).



    


    
      
        end_session_path(config)

      


        The resolved request path of the end-session endpoint (RP-Initiated Logout 1.0).



    


    
      
        from_otp_app(otp_app, key \\ __MODULE__)

      


        Reads the config for otp_app under key (default AttestoPhoenix) from the
application environment and builds a validated config.



    


    
      
        grant_types_supported(config)

      


        The grant types the authorization server supports.



    


    
      
        introspection_endpoint_url(config)

      


        Absolute URL of the token introspection endpoint (RFC 7662): the issuer merged
with introspection_path/1. Advertised as introspection_endpoint.



    


    
      
        introspection_path(config)

      


        The resolved request path of the token introspection endpoint (RFC 7662). See
authorize_path/1.



    


    
      
        jwks_uri(config)

      


        Absolute URL of the JWK Set document (RFC 7517 §5; the jwks_uri per
RFC 8414 §2). The JWKS document is anchored at the host root under RFC 8615,
so it is NOT relocated by :oauth_path_prefix.



    


    
      
        jwt_bearer(config)

      


        Returns the merged, defaulted Identity Assertion JWT Authorization Grant
(ID-JAG / jwt-bearer) options.



    


    
      
        jwt_bearer_enabled?(config)

      


        Returns true iff the Identity Assertion JWT Authorization Grant (ID-JAG /
jwt-bearer) is enabled.



    


    
      
        load_client_fun(config)

      


        Resolve the load_client callback. See resolve_callback/2.



    


    
      
        load_principal_fun(config)

      


        Resolve the load_principal callback. See resolve_callback/2.



    


    
      
        logout(config)

      


        The merged, defaulted OpenID Connect logout (RP-Initiated + Back-Channel) options.



    


    
      
        logout_enabled?(config)

      


        Returns true iff OpenID Connect logout is enabled (logout: [enabled: true]).
When enabled, the end_session_endpoint is advertised and (with a
:logout_session_store wired) Back-Channel Logout is supported. The host MUST
ALSO pass logout: true to attesto_routes/1 to mount the endpoint.



    


    
      
        logout_session_store(config)

      


        The configured Attesto.LogoutSessionStore module (Back-Channel Logout), or nil.



    


    
      
        logout_session_ttl_seconds(config)

      


        How long a recorded back-channel-logout session lives before it is swept, in seconds.



    


    
      
        new(opts)

      


        Builds and validates a config from a keyword list or map.



    


    
      
        on_event_fun(config)

      


        Resolve the on_event callback. See resolve_callback/2.



    


    
      
        par_endpoint_url(config)

      


        Absolute URL of the pushed-authorization-request endpoint: the issuer merged
with par_path/1. Advertised as pushed_authorization_request_endpoint
(RFC 9126 §5).



    


    
      
        par_path(config)

      


        The resolved request path of the pushed-authorization-request endpoint
(RFC 9126). See authorize_path/1.



    


    
      
        register_client_fun(config)

      


        Resolve the register_client callback. See resolve_callback/2.



    


    
      
        registration_client_uri(config, client_id)

      


        Absolute URL of an individual registered client's RFC 7592 management
endpoint: the registration endpoint URL with the URL-encoded client_id
appended. Returned as registration_client_uri in the RFC 7591 §3.2.1
client information response.



    


    
      
        registration_default_scope(config)

      


        The scope a dynamically registered client is assigned when its registration
request omits scope (RFC 7591 §2: the authorization server MAY register a
default scope). Resolves the :registration_default_scope setting to a
concrete list



    


    
      
        registration_endpoint_url(config)

      


        Absolute URL of the dynamic client registration endpoint: the issuer merged
with registration_path/1. Advertised as registration_endpoint (RFC 7591
§3) only when registration is enabled.



    


    
      
        registration_path(config)

      


        The resolved request path of the dynamic client registration endpoint
(RFC 7591). See authorize_path/1.



    


    
      
        resolve_callback(config, key)

      


        Resolve a configured callback by its flat key.



    


    
      
        resolve_jwt_bearer_subject_fun(config)

      


        Resolve the resolve_jwt_bearer_subject callback. See resolve_callback/2.



    


    
      
        resource_indicators(config)

      


        Returns the merged, defaulted RFC 8707 Resource Indicators options
(:allowed_resources, :allowed_resources_for).



    


    
      
        revocation_endpoint_url(config)

      


        Absolute URL of the revocation endpoint: the issuer merged with
revocation_path/1. Advertised as revocation_endpoint (RFC 8414 §2,
RFC 7009).



    


    
      
        revocation_path(config)

      


        The resolved request path of the revocation endpoint (RFC 7009). See
authorize_path/1.



    


    
      
        to_attesto_config(config, extra \\ [])

      


        Derives the Attesto.Config consumed by the protocol layer from this config.



    


    
      
        token_endpoint_url(config)

      


        Absolute URL of the token endpoint: the issuer merged with token_path/1.
Advertised as token_endpoint (RFC 8414 §2).



    


    
      
        token_path(config)

      


        The resolved request path of the token endpoint. See authorize_path/1.



    


    
      
        unregister_client_fun(config)

      


        Resolve the unregister_client callback. See resolve_callback/2.



    


    
      
        userinfo_endpoint_url(config)

      


        Absolute URL of the UserInfo endpoint: the issuer merged with
userinfo_path/1. Used when the host does not supply a separate
:userinfo_endpoint.



    


    
      
        userinfo_path(config)

      


        The resolved request path of the UserInfo endpoint (OpenID Connect Core
§5.3). See authorize_path/1.



    


    
      
        verify_client_secret_fun(config)

      


        Resolve the verify_client_secret callback. See resolve_callback/2.



    





      


      
        Types


        


  
    
      
    
    
      callback()



        
          
        

    

  


  

      

          @type callback() :: function() | {module(), atom()} | {module(), atom(), [any()]}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.Config{
  access_token_ttl: pos_integer(),
  acr_values_supported: [String.t()],
  audience: String.t() | [String.t()] | nil,
  authenticate_device_user: term(),
  authenticate_resource_owner: callback() | nil,
  authorization_code_ttl: pos_integer(),
  authorization_endpoint: String.t() | nil,
  authorization_response_iss: boolean(),
  authorize_path: String.t() | nil,
  authorize_scope: callback() | nil,
  basic_realm: String.t(),
  bearer_methods_supported: [String.t()],
  build_id_token_claims: callback() | nil,
  build_principal: callback() | nil,
  build_userinfo_claims: callback() | nil,
  cert_der: callback() | nil,
  claims_parameter_supported: boolean(),
  claims_provider: module() | nil,
  claims_supported: [String.t()],
  client_auth_signing_algs: [String.t()] | nil,
  client_backchannel_logout_session_required: term(),
  client_backchannel_logout_uri: term(),
  client_grant_types: callback() | nil,
  client_id: callback() | nil,
  client_id_metadata: keyword(),
  client_jwks: callback() | nil,
  client_post_logout_redirect_uris: term(),
  client_public?: callback() | nil,
  client_redirect_uris: callback() | nil,
  client_registration_access_token_hash: callback() | nil,
  client_requires_dpop?: callback() | nil,
  client_requires_mtls?: callback() | nil,
  client_store: module() | nil,
  code_store: module() | nil,
  consent: callback() | nil,
  consent_grant_store: module() | nil,
  consent_policy: module() | nil,
  device_authorization: term(),
  device_authorization_path: term(),
  device_code_store: term(),
  device_verification_path: term(),
  dpop_enabled: boolean(),
  dpop_nonce_required: boolean(),
  end_session_path: term(),
  event_sink: module() | nil,
  grant_types_supported: [String.t()] | nil,
  htu: callback() | nil,
  introspection_authorize: callback() | nil,
  introspection_path: String.t() | nil,
  issue_refresh_token?: callback() | nil,
  issuer: String.t(),
  jwt_bearer: keyword(),
  keystore: module(),
  load_client: callback(),
  load_principal: callback(),
  logout: keyword(),
  logout_session_store: term(),
  mtls_enabled: boolean(),
  no_store: callback() | nil,
  nonce_store: module() | nil,
  oauth_path_prefix: String.t(),
  on_event: callback() | nil,
  par_path: String.t() | nil,
  par_store: module() | nil,
  par_ttl: pos_integer(),
  principal_kinds: [Attesto.PrincipalKind.t()] | callback() | nil,
  principal_store: module() | nil,
  refresh_store: module() | nil,
  refresh_token_rotation_grace_seconds: non_neg_integer(),
  refresh_token_ttl: pos_integer(),
  register_client: callback() | nil,
  registration: module() | nil,
  registration_default_scope: [String.t()] | :scopes_supported | nil,
  registration_enabled: boolean(),
  registration_path: String.t() | nil,
  render_device_verification: term(),
  render_logged_out: term(),
  replay_check: callback() | module() | nil,
  repo: module(),
  request_object_policy: Attesto.RequestObject.Policy.t() | nil,
  require_https: boolean(),
  require_nonce: boolean(),
  require_pkce: boolean(),
  require_pushed_authorization_requests: boolean(),
  resolve_jwt_bearer_subject: callback() | nil,
  resource_indicators: keyword(),
  resource_metadata: String.t() | nil,
  revocation_path: String.t() | nil,
  scope_policy: module() | nil,
  scopes_supported: [String.t()],
  send_error: callback() | nil,
  sweep_interval_ms: pos_integer() | nil,
  table_prefix: String.t() | nil,
  terminate_session: term(),
  token_endpoint_auth_methods_supported: [String.t()] | nil,
  token_path: String.t() | nil,
  trusted_proxies: [String.t()],
  ui_locales_supported: [String.t()],
  unregister_client: callback() | nil,
  userinfo_endpoint: String.t() | nil,
  userinfo_path: String.t() | nil,
  verify_client_secret: callback(),
  www_authenticate: callback() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      allowed_resources(config, client)



        
          
        

    

  


  

      

          @spec allowed_resources(t(), term()) :: [String.t()]


      


The set of resource identifiers this authorization server will mint a token
for, for client (RFC 8707 §2.2).
Composes the server's own :audience (always served), the static
resource_indicators: [allowed_resources: [...]] list, and the per-client
:allowed_resources_for callback's result. A requested resource is honored
only when it appears here; anything else is invalid_target.

  



  
    
      
    
    
      authenticate_resource_owner_fun(config)



        
          
        

    

  


  

      

          @spec authenticate_resource_owner_fun(t()) :: callback() | nil


      


Resolve the authenticate_resource_owner callback. See resolve_callback/2.

  



  
    
      
    
    
      authorize_endpoint_url(config)



        
          
        

    

  


  

      

          @spec authorize_endpoint_url(t()) :: String.t()


      


Absolute URL of the authorization endpoint: the issuer merged with
authorize_path/1. Advertised in the OpenID Provider Metadata when the host
does not supply a separate :authorization_endpoint.

  



  
    
      
    
    
      authorize_path(config)



        
          
        

    

  


  

      

          @spec authorize_path(t()) :: String.t()


      


The resolved request path of the authorization endpoint: the explicit
:authorize_path override when set, otherwise :oauth_path_prefix joined
with the conventional /authorize tail.

  



  
    
      
    
    
      authorize_scope_fun(config)



        
          
        

    

  


  

      

          @spec authorize_scope_fun(t()) :: callback() | nil


      


Resolve the authorize_scope callback. See resolve_callback/2.

  



  
    
      
    
    
      backchannel_logout_http(config)



        
          
        

    

  


  

      

          @spec backchannel_logout_http(t()) :: module()


      


The module that POSTs a logout_token to a Relying Party's backchannel_logout_uri.

  



  
    
      
    
    
      backchannel_logout_session_supported?(config)



        
          
        

    

  


  

      

          @spec backchannel_logout_session_supported?(t()) :: boolean()


      


Returns true iff the OP includes sid in its logout tokens (advertised as
backchannel_logout_session_supported, Back-Channel Logout 1.0 §2.1). attesto
always asserts sid when the session supplies one, so this tracks
backchannel_logout_supported?/1.

  



  
    
      
    
    
      backchannel_logout_supported?(config)



        
          
        

    

  


  

      

          @spec backchannel_logout_supported?(t()) :: boolean()


      


Returns true iff Back-Channel Logout is supported — logout is enabled AND a
:logout_session_store is wired (advertised as backchannel_logout_supported,
Back-Channel Logout 1.0 §2.1).

  



  
    
      
    
    
      build_id_token_claims_fun(config)



        
          
        

    

  


  

      

          @spec build_id_token_claims_fun(t()) :: callback() | nil


      


Resolve the build_id_token_claims callback. See resolve_callback/2.

  



  
    
      
    
    
      build_principal_fun(config)



        
          
        

    

  


  

      

          @spec build_principal_fun(t()) :: callback() | nil


      


Resolve the build_principal callback. See resolve_callback/2.

  



  
    
      
    
    
      build_userinfo_claims(config, subject, scopes, requested)



        
          
        

    

  


  

      

          @spec build_userinfo_claims(t(), String.t(), [String.t()], map()) :: map()


      


Invokes the host's :build_userinfo_claims callback for the authenticated
subject and returns the raw claims map it produces.
The callback is applied with [subject, granted_scopes, requested_claims]
(see the :build_userinfo_claims key documentation). It is the claim source
for the UserInfo endpoint (OpenID Connect Core §5.3); the host owns the claim
values, the controller owns the scope-to-claim shaping. Raises
ArgumentError when the host has not configured the callback, so a mounted
UserInfo endpoint cannot silently return an empty document.

  



  
    
      
    
    
      build_userinfo_claims_fun(config)



        
          
        

    

  


  

      

          @spec build_userinfo_claims_fun(t()) :: callback() | nil


      


Resolve the build_userinfo_claims callback. See resolve_callback/2.

  



  
    
      
    
    
      client_backchannel_logout_session_required(config, client)



        
          
        

    

  


  

      

          @spec client_backchannel_logout_session_required(t(), term()) :: boolean()


      


The Relying Party's backchannel_logout_session_required (Back-Channel Logout
1.0 §2.2): whether its logout token MUST carry sid. Defaults to false.

  



  
    
      
    
    
      client_backchannel_logout_session_required_fun(config)



        
          
        

    

  


  

      

          @spec client_backchannel_logout_session_required_fun(t()) :: callback() | nil


      


Resolve the client_backchannel_logout_session_required callback. See resolve_callback/2.

  



  
    
      
    
    
      client_backchannel_logout_uri(config, client)



        
          
        

    

  


  

      

          @spec client_backchannel_logout_uri(t(), term()) :: String.t() | nil


      


The Relying Party's registered backchannel_logout_uri (Back-Channel Logout
1.0 §2.2), or nil when the client is not back-channel-logout capable (so no
logout session is recorded and no token is fanned out to it).
The URI is also fail-closed against server-side request forgery: the OP POSTs
a logout_token to it, so a non-https URL, one carrying userinfo/a fragment,
or one whose host is a loopback / private / link-local / unique-local literal
(e.g. 127.0.0.1, 10.x, 169.254.169.254, localhost) is treated as
absent. A registered URL that resolves to an internal address only via DNS is a
residual risk the host's egress controls own.

  



  
    
      
    
    
      client_backchannel_logout_uri_fun(config)



        
          
        

    

  


  

      

          @spec client_backchannel_logout_uri_fun(t()) :: callback() | nil


      


Resolve the client_backchannel_logout_uri callback. See resolve_callback/2.

  



  
    
      
    
    
      client_grant_types_fun(config)



        
          
        

    

  


  

      

          @spec client_grant_types_fun(t()) :: callback() | nil


      


Resolve the client_grant_types callback. See resolve_callback/2.

  



  
    
      
    
    
      client_id_fun(config)



        
          
        

    

  


  

      

          @spec client_id_fun(t()) :: callback() | nil


      


Resolve the client_id callback. See resolve_callback/2.

  



  
    
      
    
    
      client_id_metadata(config)



        
          
        

    

  


  

      

          @spec client_id_metadata(t()) :: keyword()


      


Returns the merged, defaulted Client ID Metadata Document (CIMD) options.
This is the host's :client_id_metadata keyword list merged over the library
defaults (draft-ietf-oauth-client-id-metadata-document-01 §9), so every
recognized member (:enabled, :fetcher, :cache, :allow_loopback,
:max_document_bytes, :request_timeout_ms, :cache_ttl_bounds,
:require_same_origin_redirect_uri, :allowed_hosts, :blocked_hosts) is
always present. AttestoPhoenix.ClientIdMetadata.Resolver and the discovery
wiring read the feature's configuration through this helper rather than
reaching into the struct field directly.

  



  
    
      
    
    
      client_id_metadata_enabled?(config)



        
          
        

    

  


  

      

          @spec client_id_metadata_enabled?(t()) :: boolean()


      


Returns true iff Client ID Metadata Document support is enabled.
The feature is off unless the host sets client_id_metadata: [enabled: true].
Discovery advertises client_id_metadata_document_supported and the
authorization endpoint resolves a CIMD client_id URL only when this is
true.

  



  
    
      
    
    
      client_jwks_fun(config)



        
          
        

    

  


  

      

          @spec client_jwks_fun(t()) :: callback() | nil


      


Resolve the client_jwks callback. See resolve_callback/2.

  



  
    
      
    
    
      client_post_logout_redirect_uris(config, client)



        
          
        

    

  


  

      

          @spec client_post_logout_redirect_uris(t(), term()) :: [String.t()]


      


The Relying Party's registered post_logout_redirect_uris (RP-Initiated
Logout 1.0 §2): the :client_post_logout_redirect_uris callback's result, or
[] when the host wires none (so an unvalidatable post_logout_redirect_uri
is always refused).

  



  
    
      
    
    
      client_post_logout_redirect_uris_fun(config)



        
          
        

    

  


  

      

          @spec client_post_logout_redirect_uris_fun(t()) :: callback() | nil


      


Resolve the client_post_logout_redirect_uris callback. See resolve_callback/2.

  



  
    
      
    
    
      client_public_fun(config)



        
          
        

    

  


  

      

          @spec client_public_fun(t()) :: callback() | nil


      


Resolve the client_public? callback. See resolve_callback/2.

  



  
    
      
    
    
      client_redirect_uris_fun(config)



        
          
        

    

  


  

      

          @spec client_redirect_uris_fun(t()) :: callback() | nil


      


Resolve the client_redirect_uris callback. See resolve_callback/2.

  



  
    
      
    
    
      client_registration_access_token_hash_fun(config)



        
          
        

    

  


  

      

          @spec client_registration_access_token_hash_fun(t()) :: callback() | nil


      


Resolve the client_registration_access_token_hash callback. See resolve_callback/2.

  



  
    
      
    
    
      client_requires_dpop_fun(config)



        
          
        

    

  


  

      

          @spec client_requires_dpop_fun(t()) :: callback() | nil


      


Resolve the client_requires_dpop? callback. See resolve_callback/2.

  



  
    
      
    
    
      client_requires_mtls_fun(config)



        
          
        

    

  


  

      

          @spec client_requires_mtls_fun(t()) :: callback() | nil


      


Resolve the client_requires_mtls? callback. See resolve_callback/2.

  



  
    
      
    
    
      client_store_load(config, client_id)



        
          
        

    

  


  

      

          @spec client_store_load(t(), String.t()) :: term()


      


Resolve and load the host's client by client_id (RFC 6749 §2.2).
A required callback (:load_client / AttestoPhoenix.ClientStore); this
helper invokes the resolved callback so consumers do not re-derive it.

  



  
    
      
    
    
      client_store_verify_secret(config, client, presented_secret)



        
          
        

    

  


  

      

          @spec client_store_verify_secret(t(), term(), String.t()) :: boolean()


      


Resolve and run the host's constant-time client-secret verification
(RFC 6749 §2.3.1) for client/presented_secret.

  



  
    
      
    
    
      consent_fun(config)



        
          
        

    

  


  

      

          @spec consent_fun(t()) :: callback() | nil


      


Resolve the consent callback. See resolve_callback/2.

  



  
    
      
    
    
      consent_grant_store(config)



        
          
        

    

  


  

      

          @spec consent_grant_store(t()) :: module() | nil


      


Returns the configured single-use consent-grant store module, or nil.
The store implements AttestoPhoenix.ConsentGrantStore (the RFC 6749 §4.1.1
request-bound consent primitive). There is no default: the library renders no
consent screen, so a host wires :consent_grant_store only when it adopts the
primitive (typically AttestoPhoenix.Store.EctoConsentGrantStore). A host's
consent UI and its :consent callback read it through this helper.

  



  
    
      
    
    
      device_authorization(config)



        
          
        

    

  


  

      

          @spec device_authorization(t()) :: keyword()


      


The merged, defaulted RFC 8628 device-authorization options.

  



  
    
      
    
    
      device_authorization_enabled?(config)



        
          
        

    

  


  

      

          @spec device_authorization_enabled?(t()) :: boolean()


      


Returns true iff the RFC 8628 device authorization grant is enabled
(device_authorization: [enabled: true]). When enabled, device_code is
added to grant_types_supported/1 and the device_authorization_endpoint is
advertised.

  



  
    
      
    
    
      device_authorization_endpoint_url(config)



        
          
        

    

  


  

      

          @spec device_authorization_endpoint_url(t()) :: String.t()


      


Absolute URL of the device-authorization endpoint (advertised as device_authorization_endpoint, RFC 8628 §4).

  



  
    
      
    
    
      device_authorization_path(config)



        
          
        

    

  


  

      

          @spec device_authorization_path(t()) :: String.t()


      


The resolved request path of the device-authorization endpoint (RFC 8628).

  



  
    
      
    
    
      device_code_store(config)



        
          
        

    

  


  

      

          @spec device_code_store(t()) :: module() | nil


      


The configured Attesto.DeviceCodeStore module, or nil.

  



  
    
      
    
    
      device_verification_endpoint_url(config)



        
          
        

    

  


  

      

          @spec device_verification_endpoint_url(t()) :: String.t()


      


Absolute URL of the device-verification page.

  



  
    
      
    
    
      device_verification_path(config)



        
          
        

    

  


  

      

          @spec device_verification_path(t()) :: String.t()


      


The resolved request path of the device-verification page (RFC 8628 §3.3).

  



  
    
      
    
    
      device_verification_uri(config)



        
          
        

    

  


  

      

          @spec device_verification_uri(t()) :: String.t()


      


The RFC 8628 §3.2 verification URI shown to the user: the configured
device_authorization: [verification_uri: ...] override, otherwise the
issuer-derived device-verification endpoint URL.

  



  
    
      
    
    
      end_session_endpoint_url(config)



        
          
        

    

  


  

      

          @spec end_session_endpoint_url(t()) :: String.t()


      


Absolute URL of the end-session endpoint (advertised as end_session_endpoint, RP-Initiated Logout 1.0 §2).

  



  
    
      
    
    
      end_session_path(config)



        
          
        

    

  


  

      

          @spec end_session_path(t()) :: String.t()


      


The resolved request path of the end-session endpoint (RP-Initiated Logout 1.0).

  



    

  
    
      
    
    
      from_otp_app(otp_app, key \\ __MODULE__)



        
          
        

    

  


  

      

          @spec from_otp_app(atom(), atom()) :: t()


      


Reads the config for otp_app under key (default AttestoPhoenix) from the
application environment and builds a validated config.

  



  
    
      
    
    
      grant_types_supported(config)



        
          
        

    

  


  

      

          @spec grant_types_supported(t()) :: [String.t()]


      


The grant types the authorization server supports.
Advertised as grant_types_supported (RFC 8414 §2) by both discovery documents
and enforced by the token endpoint — a grant_type outside this set is rejected
as unsupported_grant_type before dispatch. Defaults to every grant the token
endpoint implements (["authorization_code", "refresh_token", "client_credentials", "urn:ietf:params:oauth:grant-type:token-exchange"]); configure
:grant_types_supported to narrow it, e.g. drop
urn:ietf:params:oauth:grant-type:token-exchange to disable token exchange
across discovery, the token endpoint, and dynamic registration at once.

  



  
    
      
    
    
      introspection_endpoint_url(config)



        
          
        

    

  


  

      

          @spec introspection_endpoint_url(t()) :: String.t()


      


Absolute URL of the token introspection endpoint (RFC 7662): the issuer merged
with introspection_path/1. Advertised as introspection_endpoint.

  



  
    
      
    
    
      introspection_path(config)



        
          
        

    

  


  

      

          @spec introspection_path(t()) :: String.t()


      


The resolved request path of the token introspection endpoint (RFC 7662). See
authorize_path/1.

  



  
    
      
    
    
      jwks_uri(config)



        
          
        

    

  


  

      

          @spec jwks_uri(t()) :: String.t()


      


Absolute URL of the JWK Set document (RFC 7517 §5; the jwks_uri per
RFC 8414 §2). The JWKS document is anchored at the host root under RFC 8615,
so it is NOT relocated by :oauth_path_prefix.

  



  
    
      
    
    
      jwt_bearer(config)



        
          
        

    

  


  

      

          @spec jwt_bearer(t()) :: keyword()


      


Returns the merged, defaulted Identity Assertion JWT Authorization Grant
(ID-JAG / jwt-bearer) options.
This is the host's :jwt_bearer keyword merged over the library defaults
(draft-ietf-oauth-identity-assertion-authz-grant-04), so every recognized
member (:enabled, :issuers, :assertion_max_lifetime_seconds,
:jwks_resolver, :jwks_fetcher, :jwks_cache, :jwks_cache_ttl_bounds,
:fetch_opts) is always present.
AttestoPhoenix.AuthorizationServer.JwtBearer reads the feature's
configuration through this helper.

  



  
    
      
    
    
      jwt_bearer_enabled?(config)



        
          
        

    

  


  

      

          @spec jwt_bearer_enabled?(t()) :: boolean()


      


Returns true iff the Identity Assertion JWT Authorization Grant (ID-JAG /
jwt-bearer) is enabled.
The feature is off unless the host sets jwt_bearer: [enabled: true, ...].
When enabled, urn:ietf:params:oauth:grant-type:jwt-bearer is added to
grant_types_supported/1 (so both discovery and the token endpoint honour it).

  



  
    
      
    
    
      load_client_fun(config)



        
          
        

    

  


  

      

          @spec load_client_fun(t()) :: callback() | nil


      


Resolve the load_client callback. See resolve_callback/2.

  



  
    
      
    
    
      load_principal_fun(config)



        
          
        

    

  


  

      

          @spec load_principal_fun(t()) :: callback() | nil


      


Resolve the load_principal callback. See resolve_callback/2.

  



  
    
      
    
    
      logout(config)



        
          
        

    

  


  

      

          @spec logout(t()) :: keyword()


      


The merged, defaulted OpenID Connect logout (RP-Initiated + Back-Channel) options.

  



  
    
      
    
    
      logout_enabled?(config)



        
          
        

    

  


  

      

          @spec logout_enabled?(t()) :: boolean()


      


Returns true iff OpenID Connect logout is enabled (logout: [enabled: true]).
When enabled, the end_session_endpoint is advertised and (with a
:logout_session_store wired) Back-Channel Logout is supported. The host MUST
ALSO pass logout: true to attesto_routes/1 to mount the endpoint.

  



  
    
      
    
    
      logout_session_store(config)



        
          
        

    

  


  

      

          @spec logout_session_store(t()) :: module() | nil


      


The configured Attesto.LogoutSessionStore module (Back-Channel Logout), or nil.

  



  
    
      
    
    
      logout_session_ttl_seconds(config)



        
          
        

    

  


  

      

          @spec logout_session_ttl_seconds(t()) :: pos_integer()


      


How long a recorded back-channel-logout session lives before it is swept, in seconds.

  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: t()


      


Builds and validates a config from a keyword list or map.
Raises ArgumentError if a required key is missing or if a dependent key is
absent for an enabled feature (e.g. :register_client when
:registration_enabled, or :cert_der when :mtls_enabled).

  



  
    
      
    
    
      on_event_fun(config)



        
          
        

    

  


  

      

          @spec on_event_fun(t()) :: callback() | nil


      


Resolve the on_event callback. See resolve_callback/2.

  



  
    
      
    
    
      par_endpoint_url(config)



        
          
        

    

  


  

      

          @spec par_endpoint_url(t()) :: String.t()


      


Absolute URL of the pushed-authorization-request endpoint: the issuer merged
with par_path/1. Advertised as pushed_authorization_request_endpoint
(RFC 9126 §5).

  



  
    
      
    
    
      par_path(config)



        
          
        

    

  


  

      

          @spec par_path(t()) :: String.t()


      


The resolved request path of the pushed-authorization-request endpoint
(RFC 9126). See authorize_path/1.

  



  
    
      
    
    
      register_client_fun(config)



        
          
        

    

  


  

      

          @spec register_client_fun(t()) :: callback() | nil


      


Resolve the register_client callback. See resolve_callback/2.

  



  
    
      
    
    
      registration_client_uri(config, client_id)



        
          
        

    

  


  

      

          @spec registration_client_uri(t(), String.t()) :: String.t()


      


Absolute URL of an individual registered client's RFC 7592 management
endpoint: the registration endpoint URL with the URL-encoded client_id
appended. Returned as registration_client_uri in the RFC 7591 §3.2.1
client information response.

  



  
    
      
    
    
      registration_default_scope(config)



        
          
        

    

  


  

      

          @spec registration_default_scope(t()) :: [String.t()] | nil


      


The scope a dynamically registered client is assigned when its registration
request omits scope (RFC 7591 §2: the authorization server MAY register a
default scope). Resolves the :registration_default_scope setting to a
concrete list:
	:scopes_supported — every scope in scopes_supported.
	a list of scope strings — that explicit default (the registration layer
still rejects any member outside scopes_supported).
	nil (the default) — no defaulting; a scopeless registration stays
scopeless (fail-closed).

Returns the resolved list, or nil when no default applies.

  



  
    
      
    
    
      registration_endpoint_url(config)



        
          
        

    

  


  

      

          @spec registration_endpoint_url(t()) :: String.t()


      


Absolute URL of the dynamic client registration endpoint: the issuer merged
with registration_path/1. Advertised as registration_endpoint (RFC 7591
§3) only when registration is enabled.

  



  
    
      
    
    
      registration_path(config)



        
          
        

    

  


  

      

          @spec registration_path(t()) :: String.t()


      


The resolved request path of the dynamic client registration endpoint
(RFC 7591). See authorize_path/1.

  



  
    
      
    
    
      resolve_callback(config, key)



        
          
        

    

  


  

      

          @spec resolve_callback(t(), atom()) :: callback() | nil


      


Resolve a configured callback by its flat key.
Precedence (see the "Behaviour-module Config keys" section): the explicit
flat key wins when set; otherwise the installed behaviour module wins when it
exports the corresponding behaviour callback; otherwise nil. The result is a
value an AttestoPhoenix.Callback.invoke/2,3 caller can run (an anonymous
function, a {module, function} pair, a {module, function, extra_args}
triple), or nil.

  



  
    
      
    
    
      resolve_jwt_bearer_subject_fun(config)



        
          
        

    

  


  

      

          @spec resolve_jwt_bearer_subject_fun(t()) :: callback() | nil


      


Resolve the resolve_jwt_bearer_subject callback. See resolve_callback/2.

  



  
    
      
    
    
      resource_indicators(config)



        
          
        

    

  


  

      

          @spec resource_indicators(t()) :: keyword()


      


Returns the merged, defaulted RFC 8707 Resource Indicators options
(:allowed_resources, :allowed_resources_for).

  



  
    
      
    
    
      revocation_endpoint_url(config)



        
          
        

    

  


  

      

          @spec revocation_endpoint_url(t()) :: String.t()


      


Absolute URL of the revocation endpoint: the issuer merged with
revocation_path/1. Advertised as revocation_endpoint (RFC 8414 §2,
RFC 7009).

  



  
    
      
    
    
      revocation_path(config)



        
          
        

    

  


  

      

          @spec revocation_path(t()) :: String.t()


      


The resolved request path of the revocation endpoint (RFC 7009). See
authorize_path/1.

  



    

  
    
      
    
    
      to_attesto_config(config, extra \\ [])



        
          
        

    

  


  

      

          @spec to_attesto_config(
  t(),
  keyword()
) :: Attesto.Config.t()


      


Derives the Attesto.Config consumed by the protocol layer from this config.
The protocol layer owns only the claim-level policy (:issuer, :audience,
:keystore, the principal kinds, and the default access-token lifetime). The
refresh/code TTLs and the DPoP/mTLS feature toggles are read directly from
this struct by the controllers and plugs, so they are not duplicated into the
Attesto.Config.
Pass principal_kinds: (a non-empty list of Attesto.PrincipalKind) and any
other Attesto.Config.new/1 option as extra to complete the protocol
config; they are merged over the values derived here.

  



  
    
      
    
    
      token_endpoint_url(config)



        
          
        

    

  


  

      

          @spec token_endpoint_url(t()) :: String.t()


      


Absolute URL of the token endpoint: the issuer merged with token_path/1.
Advertised as token_endpoint (RFC 8414 §2).

  



  
    
      
    
    
      token_path(config)



        
          
        

    

  


  

      

          @spec token_path(t()) :: String.t()


      


The resolved request path of the token endpoint. See authorize_path/1.

  



  
    
      
    
    
      unregister_client_fun(config)



        
          
        

    

  


  

      

          @spec unregister_client_fun(t()) :: callback() | nil


      


Resolve the unregister_client callback. See resolve_callback/2.

  



  
    
      
    
    
      userinfo_endpoint_url(config)



        
          
        

    

  


  

      

          @spec userinfo_endpoint_url(t()) :: String.t()


      


Absolute URL of the UserInfo endpoint: the issuer merged with
userinfo_path/1. Used when the host does not supply a separate
:userinfo_endpoint.

  



  
    
      
    
    
      userinfo_path(config)



        
          
        

    

  


  

      

          @spec userinfo_path(t()) :: String.t()


      


The resolved request path of the UserInfo endpoint (OpenID Connect Core
§5.3). See authorize_path/1.

  



  
    
      
    
    
      verify_client_secret_fun(config)



        
          
        

    

  


  

      

          @spec verify_client_secret_fun(t()) :: callback() | nil


      


Resolve the verify_client_secret callback. See resolve_callback/2.

  


        

      


  

    
AttestoPhoenix.Router 
    



      
Router macro that mounts the authorization-server endpoints.
use AttestoPhoenix.Router makes the attesto_routes/1 macro available
inside a Phoenix.Router. Calling it inside (or alongside) a scope
declares the OAuth 2.0 / OpenID Connect server surface:
	GET /.well-known/oauth-authorization-server - authorization-server
metadata (RFC 8414 §3).
	GET /.well-known/openid-configuration - OpenID Provider configuration
(OpenID Connect Discovery 1.0 §4).
	GET /.well-known/jwks.json - the JSON Web Key Set of the verification
keys (RFC 7517 §5; the discovery document's jwks_uri per RFC 8414 §2).
	GET /.well-known/oauth-protected-resource - protected-resource metadata
(RFC 9728 §3), the discovery target of the §5.1 WWW-Authenticate
challenge the resource-server plugs emit.
	GET /oauth/authorize - the authorization endpoint (RFC 6749 §3.1;
OpenID Connect Core 1.0 §3.1.2).
	POST /oauth/token - the token endpoint (RFC 6749 §3.2).
	POST /oauth/par - pushed authorization requests (RFC 9126).
	POST /oauth/revoke - the token revocation endpoint (RFC 7009 §2).
	POST /oauth/introspect - the token introspection endpoint (RFC 7662 §2),
with the RFC 9701 signed-JWT response negotiated by the Accept header.
	POST /oauth/register - dynamic client registration (RFC 7591 §3.1),
mounted only when registration is enabled (see :registration below).
	DELETE /oauth/register/:client_id - dynamic client registration
management cleanup (RFC 7592 §2), mounted with registration.
	GET and POST /oauth/userinfo - the UserInfo endpoint (OpenID Connect
Core 1.0 §5.3); a bearer-authenticated protected resource (RFC 6750 §2.1).

The macro emits nothing but Phoenix.Router route entries pointing at this
library's controllers; it holds no policy of its own. Every behavioral
decision (which clients exist, which scopes are granted, whether DPoP / mTLS
binding is offered, whether registration is open) is owned by the host
through AttestoPhoenix.Config, which the controllers read at request time.
Placement and pipelines
The discovery, OpenID configuration, and JWKS documents are unauthenticated
public metadata (RFC 8414 §5; OpenID Connect Discovery 1.0 §4; RFC 8615).
The authorization endpoint does not authenticate the client (RFC 6749 §3.1):
the resource owner authenticates through the host's login/consent callbacks,
so it carries no client-authentication pipeline. The token, revocation, and
registration endpoints authenticate the client from the request itself
(RFC 6749 §2.3, RFC 7009 §2, RFC 7591 §3), and the UserInfo endpoint is
bearer-authenticated from the Authorization header (RFC 6750 §2.1) by its
controller, rather than from a caller session, so they too take no
session-bearing pipeline. Supply a :pipeline only to attach
transport-level concerns the host wants in front of every endpoint (for
example a parser that accepts application/x-www-form-urlencoded at the
token endpoint per RFC 6749 §4.4.2, or an HTTPS-enforcing plug).
scope "/" do
  attesto_routes()
end

# or with a host pipeline and a mount prefix:
scope "/" do
  attesto_routes(pipeline: :oauth_server, prefix: "/auth")
end
Options
	:prefix - path segment prepended to the /oauth/* endpoints (the
well-known documents always live at the host root per RFC 8615, so the
prefix does not apply to them). Defaults to "".
	:pipeline - a pipeline name (atom) or list of pipeline names to
pipe_through for the mounted routes. Defaults to [] (no extra
pipeline; the surrounding scope's pipe_through, if any, still
applies).
	:registration - when true, mounts POST /oauth/register
(RFC 7591) and DELETE /oauth/register/:client_id (RFC 7592). Defaults
to false. The endpoints still fail closed at request time unless the
host has wired the registration callbacks in AttestoPhoenix.Config;
this option only controls whether the routes exist, so a deployment that
never offers registration presents no registration surface at all.

The library never inspects :registration to make a policy decision: it is
a route-existence toggle. Authorization-server metadata advertised at the
discovery endpoint is derived from AttestoPhoenix.Config by the discovery
controller, not from these macro options.

      


      
        Summary


  
    Functions
  


    
      
        attesto_routes(opts \\ [])

      


        Mounts the authorization-server endpoints. See the module documentation for
the route table and the accepted options.



    





      


      
        Functions


        


    

  
    
      
    
    
      attesto_routes(opts \\ [])


        (macro)


        
          
        

    

  


  

Mounts the authorization-server endpoints. See the module documentation for
the route table and the accepted options.

  


        

      


  

    
AttestoPhoenix.ClientStore behaviour
    



      
The host-owned OAuth client registry contract (RFC 6749 §2 / §3.1.2).
The library never owns the client registry: it resolves a client from its
identifier, verifies its secret in constant time, and reads the per-client
attributes the authorization, token, PAR, and revocation endpoints need. A
host implements this behaviour and wires each callback into
AttestoPhoenix.Config as an anonymous function, a {module, function}
pair, or a {module, function, extra_args} triple. This module is the
contract those Config keys install; it is the recommended production shape
but the wiring is unchanged from passing the callbacks individually.
Each @callback corresponds to the identically named AttestoPhoenix.Config
key:
	load_client/1 (:load_client, required)
	verify_client_secret/2 (:verify_client_secret, required)
	client_id/1 (:client_id)
	client_jwks/1 (:client_jwks)
	client_redirect_uris/1 (:client_redirect_uris)
	client_public?/1 (:client_public?)
	client_requires_mtls?/1 (:client_requires_mtls?)
	client_requires_dpop?/1 (:client_requires_dpop?)
	client_grant_types/1 (:client_grant_types)

The client term is opaque to the library: whatever
load_client/1 returns is threaded back into the other callbacks unchanged.

      


      
        Summary


  
    Types
  


    
      
        client()

      


        The host's opaque client representation (e.g. an Ecto struct).



    





  
    Callbacks
  


    
      
        client_backchannel_logout_session_required(client)

      


        Whether this client's logout_token MUST carry a sid claim
(backchannel_logout_session_required, Back-Channel Logout 1.0 §2.2).
Defaults to false when the callback is not exposed.



    


    
      
        client_backchannel_logout_uri(client)

      


        The client's registered backchannel_logout_uri (OpenID Connect Back-Channel
Logout 1.0 §2.2), or nil when the client is not back-channel-logout capable.
When present, the OP records a logout session at ID-Token mint and POSTs a
logout_token here when the session ends.



    


    
      
        client_grant_types(client)

      


        The grant types registered for this client (RFC 7591 §2).



    


    
      
        client_id(client)

      


        The client's OAuth identifier (RFC 6749 §2.2), extracted from the host's
client representation.



    


    
      
        client_jwks(client)

      


        The client's trusted public JWK Set for private_key_jwt client
authentication (RFC 7523 / OpenID Connect Core §9). Returns nil for a
client that does not authenticate with a signed assertion.



    


    
      
        client_post_logout_redirect_uris(client)

      


        The client's registered post_logout_redirect_uris (OpenID Connect
RP-Initiated Logout 1.0 §2). The end-session endpoint exact-matches the
request post_logout_redirect_uri against this set; a client exposing none
has no validated return URI (fail closed — the OP renders its own page).



    


    
      
        client_public?(client)

      


        Whether the client may authenticate without a secret and rely on PKCE
(RFC 6749 §2.1 / RFC 7636).



    


    
      
        client_redirect_uris(client)

      


        The client's registered redirect URIs (RFC 6749 §3.1.2.2). The authorization
endpoint exact-matches the request redirect_uri against this set
(RFC 6749 §3.1.2.3); a client exposing none rejects every authorization
request (fail closed).



    


    
      
        client_requires_dpop?(client)

      


        Whether the client requires DPoP-bound token issuance (RFC 9449).



    


    
      
        client_requires_mtls?(client)

      


        Whether the client requires mTLS-bound token issuance (RFC 8705).



    


    
      
        load_client(client_id)

      


        Resolve an OAuth client by its identifier (RFC 6749 §2.2).



    


    
      
        verify_client_secret(client, presented_secret)

      


        Constant-time verification of a presented client secret (RFC 6749 §2.3.1).



    





      


      
        Types


        


  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: term()


      


The host's opaque client representation (e.g. an Ecto struct).

  


        

      

      
        Callbacks


        


  
    
      
    
    
      client_backchannel_logout_session_required(client)


        (optional)


        
          
        

    

  


  

      

          @callback client_backchannel_logout_session_required(client()) :: boolean()


      


Whether this client's logout_token MUST carry a sid claim
(backchannel_logout_session_required, Back-Channel Logout 1.0 §2.2).
Defaults to false when the callback is not exposed.

  



  
    
      
    
    
      client_backchannel_logout_uri(client)


        (optional)


        
          
        

    

  


  

      

          @callback client_backchannel_logout_uri(client()) :: String.t() | nil


      


The client's registered backchannel_logout_uri (OpenID Connect Back-Channel
Logout 1.0 §2.2), or nil when the client is not back-channel-logout capable.
When present, the OP records a logout session at ID-Token mint and POSTs a
logout_token here when the session ends.

  



  
    
      
    
    
      client_grant_types(client)


        (optional)


        
          
        

    

  


  

      

          @callback client_grant_types(client()) :: [String.t()] | nil


      


The grant types registered for this client (RFC 7591 §2).
When the host exposes this callback, the token endpoint rejects a requested
grant_type not in the returned list before dispatching to the grant
implementation. Return nil only when the host has no per-client grant
registry and wants the package's legacy configured-supported-grants behavior.

  



  
    
      
    
    
      client_id(client)


        (optional)


        
          
        

    

  


  

      

          @callback client_id(client()) :: String.t()


      


The client's OAuth identifier (RFC 6749 §2.2), extracted from the host's
client representation.

  



  
    
      
    
    
      client_jwks(client)


        (optional)


        
          
        

    

  


  

      

          @callback client_jwks(client()) :: map() | nil


      


The client's trusted public JWK Set for private_key_jwt client
authentication (RFC 7523 / OpenID Connect Core §9). Returns nil for a
client that does not authenticate with a signed assertion.

  



  
    
      
    
    
      client_post_logout_redirect_uris(client)


        (optional)


        
          
        

    

  


  

      

          @callback client_post_logout_redirect_uris(client()) :: [String.t()]


      


The client's registered post_logout_redirect_uris (OpenID Connect
RP-Initiated Logout 1.0 §2). The end-session endpoint exact-matches the
request post_logout_redirect_uri against this set; a client exposing none
has no validated return URI (fail closed — the OP renders its own page).

  



  
    
      
    
    
      client_public?(client)


        (optional)


        
          
        

    

  


  

      

          @callback client_public?(client()) :: boolean()


      


Whether the client may authenticate without a secret and rely on PKCE
(RFC 6749 §2.1 / RFC 7636).

  



  
    
      
    
    
      client_redirect_uris(client)


        (optional)


        
          
        

    

  


  

      

          @callback client_redirect_uris(client()) :: [String.t()]


      


The client's registered redirect URIs (RFC 6749 §3.1.2.2). The authorization
endpoint exact-matches the request redirect_uri against this set
(RFC 6749 §3.1.2.3); a client exposing none rejects every authorization
request (fail closed).

  



  
    
      
    
    
      client_requires_dpop?(client)


        (optional)


        
          
        

    

  


  

      

          @callback client_requires_dpop?(client()) :: boolean()


      


Whether the client requires DPoP-bound token issuance (RFC 9449).

  



  
    
      
    
    
      client_requires_mtls?(client)


        (optional)


        
          
        

    

  


  

      

          @callback client_requires_mtls?(client()) :: boolean()


      


Whether the client requires mTLS-bound token issuance (RFC 8705).

  



  
    
      
    
    
      load_client(client_id)



        
          
        

    

  


  

      

          @callback load_client(client_id :: String.t()) ::
  {:ok, client()} | {:error, :not_found} | {:error, :revoked}


      


Resolve an OAuth client by its identifier (RFC 6749 §2.2).
Returns {:ok, client} for a usable client, {:error, :not_found} when no
such client exists, or {:error, :revoked} when the client is known but has
been revoked. The host owns the registry and the revocation policy.

  



  
    
      
    
    
      verify_client_secret(client, presented_secret)



        
          
        

    

  


  

      

          @callback verify_client_secret(client(), presented_secret :: String.t()) :: boolean()


      


Constant-time verification of a presented client secret (RFC 6749 §2.3.1).
Returns true iff presented_secret matches the client's stored secret.
The host owns secret hashing; use Attesto.SecureCompare to avoid timing
leaks.

  


        

      


  

    
AttestoPhoenix.ConsentPolicy behaviour
    



      
The host-owned resource-owner authentication and consent contract
(RFC 6749 §3.1 / §4.1.1, OpenID Connect Core §3.1.2).
The authorization endpoint runs the host's login and consent UI, so the
library mounts the endpoint but delegates the resource-owner interaction to
the host. A host implements this behaviour and wires each callback into
AttestoPhoenix.Config; this module is the contract those keys install and
the recommended production shape.
Each @callback corresponds to the identically named AttestoPhoenix.Config
key:
	authenticate_resource_owner/3 (:authenticate_resource_owner)
	consent/3 (:consent)


      


      
        Summary


  
    Callbacks
  


    
      
        authenticate_resource_owner(conn, request, auth_opts)

      


        Establish the resource owner for an authorization request (RFC 6749 §3.1,
OpenID Connect Core §3.1.2.3).



    


    
      
        consent(conn, request, subject)

      


        Obtain the resource owner's consent for an authorization request
(RFC 6749 §4.1.1).



    





      


      
        Callbacks


        


  
    
      
    
    
      authenticate_resource_owner(conn, request, auth_opts)


        (optional)


        
          
        

    

  


  

      

          @callback authenticate_resource_owner(
  conn :: Plug.Conn.t(),
  request :: term(),
  auth_opts :: map()
) ::
  {:authenticated, map()}
  | {:halt, Plug.Conn.t()}
  | {:none}
  | {:error, :login_required | :consent_required | :interaction_required}


      


Establish the resource owner for an authorization request (RFC 6749 §3.1,
OpenID Connect Core §3.1.2.3).
Returns {:authenticated, subject} once a resource owner is known (a map
carrying at least :subject, the OIDC sub, and optionally :auth_time,
:acr, :amr); {:halt, conn} to take over the connection (e.g. redirect
to a host login page that re-enters the authorization endpoint); {:none}
when no subject can be established without UI; or an {:error, _}
classifying why interaction is required (OpenID Connect Core §3.1.2.6).
auth_opts carries the OpenID Connect Core §3.1.2.1 prompt/max_age
directives the host must honour (:prompt, :force_reauth, :interactive,
:max_age).

  



  
    
      
    
    
      consent(conn, request, subject)


        (optional)


        
          
        

    

  


  

      

          @callback consent(conn :: Plug.Conn.t(), request :: term(), subject :: map()) ::
  {:consented, map()} | {:halt, Plug.Conn.t()} | {:denied, term()}


      


Obtain the resource owner's consent for an authorization request
(RFC 6749 §4.1.1).
Returns {:consented, subject} to proceed (the returned subject may carry
consent-derived claims), {:halt, conn} to take over the connection (e.g.
render a consent screen that re-enters the authorization endpoint), or
{:denied, reason} to refuse (reported to the client as access_denied,
RFC 6749 §4.1.2.1). When the Config key is unset, consent is implicitly
granted for the authenticated subject.

  


        

      


  

    
AttestoPhoenix.EventSink behaviour
    



      
The host-owned audit/telemetry contract.
The library emits %AttestoPhoenix.Event{} structs at authorization-server
milestones (token issuance, revocation, client registration, and so on) but
never stores them itself. A host implements this behaviour and wires the
callback into AttestoPhoenix.Config under :on_event; this module is the
contract that key installs and the recommended production shape. When the key
is unset, event emission is a no-op.

      


      
        Summary


  
    Callbacks
  


    
      
        on_event(event)

      


        Handle an authorization-server event. The return value is ignored; the host
owns persistence, metrics, and logging. The callback must not raise on the
request path (a failing audit sink should degrade, not break token issuance).



    





      


      
        Callbacks


        


  
    
      
    
    
      on_event(event)



        
          
        

    

  


  

      

          @callback on_event(event :: AttestoPhoenix.Event.t()) :: any()


      


Handle an authorization-server event. The return value is ignored; the host
owns persistence, metrics, and logging. The callback must not raise on the
request path (a failing audit sink should degrade, not break token issuance).

  


        

      


  

    
AttestoPhoenix.PrincipalStore behaviour
    



      
The host-owned subject/principal contract.
The library resolves the subject during protected-resource authentication
and builds the principal map minted into issued tokens, but the subject
source (the host's user store) and the claim shaping are host policy. A host
implements this behaviour and wires each callback into
AttestoPhoenix.Config; this module is the contract those keys install and
the recommended production shape.
Each @callback corresponds to the identically named AttestoPhoenix.Config
key:
	load_principal/1 (:load_principal, required)
	build_principal/3 (:build_principal)
	resolve_jwt_bearer_subject/1 (:resolve_jwt_bearer_subject, required only
when the ID-JAG jwt-bearer grant is enabled)


      


      
        Summary


  
    Types
  


    
      
        principal()

      


        The host's opaque principal/subject representation.



    





  
    Callbacks
  


    
      
        build_principal(client, subject, scope)

      


        Build the principal map passed to Attesto.Token.mint/3 for an
authorization-code or client_credentials grant. Receives the resolved
client, the subject identifier, and the granted scope. The returned map
carries at least :sub and any host-owned claims.



    


    
      
        load_principal(subject_id)

      


        Resolve the subject/principal by its identifier during protected-resource
authentication. Returns {:ok, principal} or {:error, :not_found}.



    


    
      
        resolve_jwt_bearer_subject(claims)

      


        Map a validated Identity Assertion JWT Authorization Grant (ID-JAG) to a local
subject for the urn:ietf:params:oauth:grant-type:jwt-bearer grant
(draft-ietf-oauth-identity-assertion-authz-grant-04).



    





      


      
        Types


        


  
    
      
    
    
      principal()



        
          
        

    

  


  

      

          @type principal() :: term()


      


The host's opaque principal/subject representation.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      build_principal(client, subject, scope)


        (optional)


        
          
        

    

  


  

      

          @callback build_principal(
  client :: term(),
  subject :: String.t(),
  scope :: [String.t()]
) :: map()


      


Build the principal map passed to Attesto.Token.mint/3 for an
authorization-code or client_credentials grant. Receives the resolved
client, the subject identifier, and the granted scope. The returned map
carries at least :sub and any host-owned claims.
The returned :sub MUST be namespaced with the matching
Attesto.PrincipalKind sub_prefix - Attesto.Token rejects an unprefixed
subject at mint time (:invalid_sub). For the client_credentials grant
(RFC 6749 §4.4) the subject handed in is the OAuth client_id, and Dynamic
Client Registration (RFC 7591 §3.2.1) issues that id unprefixed: this
callback is the sole place the kind prefix is applied. The prefix is mint-time
defense-in-depth (a token's sub stays unambiguous across principal kinds),
so namespacing here is mandatory rather than cosmetic.

  



  
    
      
    
    
      load_principal(subject_id)



        
          
        

    

  


  

      

          @callback load_principal(subject_id :: String.t()) ::
  {:ok, principal()} | {:error, :not_found}


      


Resolve the subject/principal by its identifier during protected-resource
authentication. Returns {:ok, principal} or {:error, :not_found}.

  



  
    
      
    
    
      resolve_jwt_bearer_subject(claims)


        (optional)


        
          
        

    

  


  

      

          @callback resolve_jwt_bearer_subject(claims :: map()) ::
  {:ok, subject :: String.t()} | String.t() | {:error, term()}


      


Map a validated Identity Assertion JWT Authorization Grant (ID-JAG) to a local
subject for the urn:ietf:params:oauth:grant-type:jwt-bearer grant
(draft-ietf-oauth-identity-assertion-authz-grant-04).
Receives the string-keyed, already-verified assertion claims (the signature,
trusted iss, aud, client_id binding, exp/iat, and jti replay have
all been checked). The host maps the asserted external identity - typically
claims["sub"] (unique when scoped with claims["iss"]) and/or
claims["email"] - to the local subject the issued token is minted for, the
same subject string build_principal/3 then receives.
Returns {:ok, subject} (or a bare subject string) to authorize, or
{:error, reason} (or any non-subject value) to deny - a deny becomes
RFC 6749 §5.2 invalid_grant. Required only when the jwt-bearer grant is
enabled (AttestoPhoenix.Config enforces this at boot).

  


        

      


  

    
AttestoPhoenix.RegistrationStore behaviour
    



      
The host-owned dynamic client registration persistence contract
(RFC 7591 §3 / RFC 7592 §2).
The registration controller owns credential generation and protocol framing,
but the client registry is host-owned: it persists a newly registered
client, deletes one during registration management cleanup, and exposes the
stored registration access-token hash for management requests. A host
implements this behaviour and wires each callback into
AttestoPhoenix.Config; this module is the contract those keys install and
the recommended production shape.
Each @callback corresponds to the identically named AttestoPhoenix.Config
key:
	register_client/1 (:register_client, required when
:registration_enabled)
	unregister_client/1 (:unregister_client)
	client_registration_access_token_hash/1
(:client_registration_access_token_hash)


      


      
        Summary


  
    Types
  


    
      
        client()

      


        The host's opaque client representation.



    





  
    Callbacks
  


    
      
        client_registration_access_token_hash(client)

      


        Return the stored hash of the registration access token issued with a dynamic
client (RFC 7592 §2), or nil. When the Config key is unset, DELETE requests
fail closed.



    


    
      
        register_client(attrs)

      


        Persist a dynamically registered client (RFC 7591 §3.2.1).



    


    
      
        unregister_client(client)

      


        Delete a dynamically registered client during registration management cleanup
(RFC 7592 §2). Returns :ok, {:ok, client}, or {:error, reason}. When
the Config key is unset, DELETE requests to the management endpoint fail
closed.



    





      


      
        Types


        


  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: term()


      


The host's opaque client representation.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      client_registration_access_token_hash(client)


        (optional)


        
          
        

    

  


  

      

          @callback client_registration_access_token_hash(client()) :: String.t() | nil


      


Return the stored hash of the registration access token issued with a dynamic
client (RFC 7592 §2), or nil. When the Config key is unset, DELETE requests
fail closed.

  



  
    
      
    
    
      register_client(attrs)



        
          
        

    

  


  

      

          @callback register_client(attrs :: map()) :: {:ok, client()} | {:error, term()}


      


Persist a dynamically registered client (RFC 7591 §3.2.1).
Receives the validated, issuance-ready attributes (the at-rest secret hash,
never the plaintext). Returns {:ok, client} or {:error, reason}; a store
rejection surfaces to the caller as invalid_client_metadata rather than a
server fault.

  



  
    
      
    
    
      unregister_client(client)


        (optional)


        
          
        

    

  


  

      

          @callback unregister_client(client()) :: :ok | {:ok, client()} | {:error, term()}


      


Delete a dynamically registered client during registration management cleanup
(RFC 7592 §2). Returns :ok, {:ok, client}, or {:error, reason}. When
the Config key is unset, DELETE requests to the management endpoint fail
closed.

  


        

      


  

    
AttestoPhoenix.ScopePolicy behaviour
    



      
The host-owned scope-authorization contract (RFC 6749 §3.3).
The library performs the scope algebra (Attesto.Scope), but which scopes a
given client may be granted is host policy. A host implements this behaviour
and wires the callback into AttestoPhoenix.Config under :authorize_scope;
this module is the contract that key installs and the recommended production
shape. When the key is unset, the library defaults to "the requested scope
must be a subset of :scopes_supported".

      


      
        Summary


  
    Callbacks
  


    
      
        authorize_scope(client, requested_scope)

      


        Validate and narrow a requested scope for a client (RFC 6749 §3.3).



    





      


      
        Callbacks


        


  
    
      
    
    
      authorize_scope(client, requested_scope)



        
          
        

    

  


  

      

          @callback authorize_scope(client :: term(), requested_scope :: [String.t()]) ::
  {:ok, [String.t()]} | {:error, :invalid_scope}


      


Validate and narrow a requested scope for a client (RFC 6749 §3.3).
Returns {:ok, granted_scope} with the (possibly narrowed) scope to issue,
or {:error, :invalid_scope} (RFC 6749 §5.2) to reject. requested_scope
is the list of requested scope strings.

  


        

      


  

    
AttestoPhoenix.Controller.DiscoveryController 
    



      
RFC 8414 - OAuth 2.0 Authorization Server Metadata endpoint.
Serves the discovery document at
/.well-known/oauth-authorization-server (RFC 8414 §3) so that clients
can discover the issuer, the endpoint URLs, and the capabilities the
authorization server advertises.
The document is assembled by Attesto.Discovery.metadata/2; this
controller contributes transport concerns only and adds no policy of its
own. Every protocol member - the issuer, the token endpoint
(token_endpoint), the JWKS location (jwks_uri), the PKCE challenge
methods (code_challenge_methods_supported, fixed to S256 per RFC 7636
§4.2), and the DPoP algorithms (dpop_signing_alg_values_supported, RFC
		is derived by the core builder from the protocol configuration.



The capability members reflect exactly what the server supports:
grant_types_supported is read from AttestoPhoenix.Config.grant_types_supported/1
(every grant the token endpoint dispatches by default — authorization_code,
refresh_token, client_credentials, and OAuth token exchange — narrowed when
the host configures :grant_types_supported, and the token endpoint enforces
the same set); token_endpoint_auth_methods_supported lists the client-authentication
methods it accepts (client_secret_basic, client_secret_post,
private_key_jwt, and none for PKCE-using public clients). The PAR
endpoint is advertised separately as pushed_authorization_request_endpoint.
The host-specific members - the supported scopes (scopes_supported),
the authorization endpoint, and the dynamic registration endpoint
(registration_endpoint, RFC 7591, advertised only when registration is
enabled) - are read from AttestoPhoenix.Config and passed through,
never hardcoded here.
The response carries no secrets and is identical for every caller, so it
is served unauthenticated. RFC 8414 §3.1 permits caching of the metadata
response, so a public, cacheable Cache-Control header is set.
Wiring
The router pipeline must place the AttestoPhoenix.Config under
conn.private[:attesto_phoenix_config] (the same key the other endpoints
read) and the derived Attesto.Config under
conn.private[:attesto_protocol_config]. Both are required; a missing
value raises rather than serving a partial document, because a partial
discovery document would misdirect clients to endpoints that may not
exist.

      


      
        Summary


  
    Functions
  


    
      
        show(conn, params)

      


        Render the RFC 8414 metadata document as JSON.



    





      


      
        Functions


        


  
    
      
    
    
      show(conn, params)



        
          
        

    

  


  

      

          @spec show(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Render the RFC 8414 metadata document as JSON.
Fails closed with RuntimeError when either required configuration value
is absent from conn.private, since serving a document that omits
required members would misdirect clients.

  


        

      


  

    
AttestoPhoenix.Controller.JWKSController 
    



      
GET /.well-known/jwks.json - the JSON Web Key Set (RFC 7517 §5).
Publishes the public halves of the issuer's signing keys as a JWK Set so a
resource server (or any client) can verify issued JWTs without a shared
secret. A verifier fetches this set, then selects the key whose kid matches
the token's JWS header (RFC 7515 §4.1.4). This is the document the
authorization-server metadata's jwks_uri points at (RFC 8414 §2).
The set carries every verification key, so it covers a rotation window:
tokens minted under the outgoing key still verify while the incoming key is
also published. Only public key material is emitted; private components never
appear (RFC 7517 §1).
This endpoint is unauthenticated public metadata, and its response is the same
for every caller, so it is marked publicly cacheable (RFC 9111 §5.2.2). The
JWK Set construction is delegated to Attesto.JWKS; this controller owns only
the HTTP binding and the cache policy.
Configuration
Built on AttestoPhoenix.Config. The set is derived entirely from
configuration; this controller holds no policy of its own:
	:keystore - the Attesto.Keystore whose verification_pems/0 are
published. The host owns where the keys come from.

The configured AttestoPhoenix.Config is read from
conn.private[:attesto_phoenix_config], placed there by the host's router
pipeline.

      


      
        Summary


  
    Functions
  


    
      
        show(conn, params)

      


        Handle GET /.well-known/jwks.json (RFC 7517 §5).



    





      


      
        Functions


        


  
    
      
    
    
      show(conn, params)



        
          
        

    

  


  

      

          @spec show(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Handle GET /.well-known/jwks.json (RFC 7517 §5).
Builds the public JWK Set from the configured keystore's verification keys and
renders it as a publicly cacheable JSON document.

  


        

      


  

    
AttestoPhoenix.Controller.PARController 
    



      
Pushed Authorization Request endpoint (RFC 9126).
The endpoint authenticates the client, stores the submitted authorization
request parameters behind a request_uri, and returns that reference to be
used at /oauth/authorize. The authorization endpoint still performs the
normal client/redirect/scope/PKCE validation when the reference is resolved.
This controller is a thin adapter: it parses the request off the Plug.Conn,
authenticates the client via AttestoPhoenix.ClientAuthentication
(RFC 6749 §2.3), lifts the DPoP facts into a %PAR.Request{} of plain data,
and calls AttestoPhoenix.AuthorizationServer.PAR.store/2. Every storage,
credential-stripping, and DPoP-binding decision lives in that conn-free core.

      


      
        Summary


  
    Functions
  


    
      
        create(conn, params)

      


    





      


      
        Functions


        


  
    
      
    
    
      create(conn, params)



        
          
        

    

  


  

      

          @spec create(Plug.Conn.t(), map()) :: Plug.Conn.t()


      



  


        

      


  

    
AttestoPhoenix.Controller.RegistrationController 
    



      
OAuth 2.0 Dynamic Client Registration endpoint (RFC 7591 §3).
Handles POST /oauth/register. This module owns the HTTP and protocol-framing
concerns only: it parses the RFC 7591 §2 client-metadata document, validates
the requested metadata against the server's advertised policy, mints the
client's credentials through the Attesto core, hands the validated,
issuance-ready attributes to the host's persistence callback, and renders the
RFC 7591 §3.2.1 client information response or the RFC 7591 §3.2.2 error body.
It carries no business-domain logic; the client registry is owned entirely by
the host through the :register_client callback resolved from
AttestoPhoenix.Config.
Disabled by default
Dynamic registration is an open door: a successful request mints a new client
from an otherwise unauthenticated POST. The library therefore mounts this
endpoint only when the host opts in (AttestoPhoenix.Router's
:registration option) AND supplies a :register_client callback
(AttestoPhoenix.Config raises at boot otherwise). Any admission control the
host wants in front of registration - a registration access token
(RFC 7591 §3), an allowlist, rate limiting - lives in the host pipeline ahead
of this action; the library does not assume one.
Wire contract
POST /oauth/register with application/json: the request body is a JSON
client-metadata document (RFC 7591 §3.1). Any other Content-Type is rejected
as invalid_client_metadata rather than parsed through an unintended path. A
metadata document carries nested arrays (redirect_uris, grant_types) that
have no canonical form-encoded representation, so no form encoding is offered
here.
Recognised metadata members (RFC 7591 §2) include redirect_uris,
grant_types, token_endpoint_auth_method, and a space-delimited scope
string. The request is validated member by member against the server's policy
inputs - the scope catalog (AttestoPhoenix.Config's :scopes_supported),
the supported grant types, and the supported token-endpoint auth methods -
and the first failure is returned.
Issued credentials
This controller owns credential generation: it mints the client_id and (for
a confidential client, i.e. any token_endpoint_auth_method other than
none) a high-entropy client_secret via Attesto.Secret (RFC 6749 §2.3.1
high-entropy secret). The plaintext secret appears in the RFC 7591 §3.2.1
response exactly once, accompanied by the REQUIRED client_secret_expires_at
(0, non-expiring); only its one-way hash is handed to the host for
persistence, so a leaked client store yields no usable secret.
Responses
Success renders HTTP 201 with the RFC 7591 §3.2.1 client information response
(the registered metadata plus the synthesised client_id, the optional
client_secret with its REQUIRED client_secret_expires_at, and
client_id_issued_at). Failure renders the RFC 7591
§3.2.2 error body ({"error": code, "error_description": ...}) with the
RFC 7591 §3.2.2 codes invalid_redirect_uri and invalid_client_metadata.
A host store rejection surfaces as invalid_client_metadata (the request
named a client the store would not accept) rather than a 500. Both success
and error responses carry no-store cache headers (RFC 7234 §5.2) because the
body can carry a freshly minted credential.
Event
A successful registration emits a :client_registered event (RFC 7591)
through AttestoPhoenix.Event carrying the issued client_id. The plaintext
secret is never placed on the event.

      


      
        Summary


  
    Functions
  


    
      
        create(conn, params)

      


        Dynamic client registration action (RFC 7591 §3.1).



    


    
      
        delete(conn, map)

      


        Dynamic client registration management delete action (RFC 7592 §2).



    





      


      
        Functions


        


  
    
      
    
    
      create(conn, params)



        
          
        

    

  


  

      

          @spec create(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Dynamic client registration action (RFC 7591 §3.1).
Validates the client-metadata document, mints the client's credentials,
persists via the host callback, and renders either the RFC 7591 §3.2.1
client information response or an RFC 7591 §3.2.2 error. Every response
carries no-store cache headers (RFC 7234 §5.2).

  



  
    
      
    
    
      delete(conn, map)



        
          
        

    

  


  

      

          @spec delete(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Dynamic client registration management delete action (RFC 7592 §2).
Deletes a previously registered client at its client configuration endpoint
(RFC 7592 §2.3). A host must wire both
:client_registration_access_token_hash and :unregister_client; absent
either callback, the endpoint fails closed.

  


        

      


  

    
AttestoPhoenix.Controller.RevocationController 
    



      
POST /oauth/revoke - OAuth 2.0 Token Revocation (RFC 7009).
A client presents a credential it issued and asks the authorization
server to invalidate it. This endpoint revokes the refresh credential:
revoking one refresh token tears down its whole family (every token
descended from the same authorization), via the configured
Attesto.RefreshStore. Access tokens are stateless, short-lived JWTs
with no server-side state to drop, so a hint pointing at one is honored
as a no-op success rather than an error (RFC 7009 §2.2).
Client authentication (RFC 7009 §2.1, RFC 6749 §2.3)
The revocation endpoint requires the same client authentication as the
token endpoint. A confidential client authenticates with
client_secret_basic (HTTP Basic) or client_secret_post (form
parameters). Authentication is fail-closed: a request that names a
client but does not prove the secret is rejected invalid_client
(HTTP 401, RFC 6749 §5.2), and a request that names no client at all is
likewise rejected, since this endpoint serves confidential clients. The
authenticated client_id is then threaded into revocation so one client
cannot revoke another client's tokens (RFC 7009 §2.1).
Client lookup and secret comparison are delegated to the host through the
:load_client and :verify_client_secret configuration callbacks; this
controller owns no client registry.
No-existence oracle (RFC 7009 §2.2)
Once the client is authenticated, the response is always HTTP 200 with
an empty body, whether or not the presented token existed, was expired,
or was already revoked. A revocation endpoint must not let a caller probe
which tokens are live. The only non-200 outcomes are a malformed request
(invalid_request, missing the required token parameter) and failed
client authentication (invalid_client).
Caching (RFC 6749 §5.1)
Every response carries Cache-Control: no-store and Pragma: no-cache,
so an intermediary never caches a revocation result.
Configuration
Built on AttestoPhoenix.Config. The callbacks this controller reads:
	:load_client - resolve an OAuth client by client_id.
	:verify_client_secret - constant-time client-secret comparison.
	:on_event (optional) - audit/telemetry hook; receives a
:token_revoked AttestoPhoenix.Event after a successful revocation
request.

The configured AttestoPhoenix.Config is read from
conn.private[:attesto_phoenix_config], placed there by the host's
router pipeline. The Attesto.RefreshStore revocation runs over defaults
to the package's Ecto-backed store; a host pipeline may override it by
putting a module under conn.private[:attesto_phoenix_refresh_store].

      


      
        Summary


  
    Functions
  


    
      
        create(conn, params)

      


        Handle POST /oauth/revoke (RFC 7009 §2.1).



    





      


      
        Functions


        


  
    
      
    
    
      create(conn, params)



        
          
        

    

  


  

      

          @spec create(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Handle POST /oauth/revoke (RFC 7009 §2.1).
Authenticates the client, then revokes the presented refresh token and
its family. Always responds 200 once the client is authenticated,
regardless of whether the token existed.

  


        

      


  

    
AttestoPhoenix.Controller.TokenController 
    



      
OAuth 2.0 token endpoint (RFC 6749 §3.2).
Handles POST /oauth/token. This module owns the HTTP and protocol-framing
concerns only: it resolves the host %AttestoPhoenix.Config{}, applies the
no-store cache headers (RFC 7234 §5.2), authenticates the client (RFC 6749
§2.3), lifts the request and the relevant conn facts into a plain
AttestoPhoenix.AuthorizationServer.Token.Request, calls the conn-free core
AttestoPhoenix.AuthorizationServer.Token.issue/2, emits the audit events the
core returns as data, and renders the RFC 6749 §5.1 success body or the
RFC 6749 §5.2 error body. It carries no business-domain logic; every grant,
claim, and policy decision lives in the core or behind a
AttestoPhoenix.Config callback.
Grant types
	authorization_code (RFC 6749 §4.1.3) with mandatory PKCE (RFC 7636).
	refresh_token (RFC 6749 §6) with rotation and reuse detection
(RFC 6749 §10.4, OAuth 2.0 Security BCP).
	client_credentials (RFC 6749 §4.4).
	OAuth token exchange (RFC 8693).

Client authentication
Accepts HTTP Basic credentials (RFC 6749 §2.3.1, RFC 7617), request-body
credentials (RFC 6749 §2.3.1), and private_key_jwt assertions (RFC 7523 /
OIDC Core §9). Presenting more than one client-authentication method is
rejected (RFC 6749 §2.3). Confidential clients must authenticate; a client
identified without a secret/assertion is admitted only when the host's
:client_public? callback marks it public, in which case it relies on PKCE
(RFC 7636) instead.
Responses
Success renders the RFC 6749 §5.1 body; failure renders the RFC 6749 §5.2
error body. Both carry no-store cache headers (RFC 7234 §5.2) so credentials
are never cached by an intermediary. A use_dpop_nonce error carries the
fresh DPoP-Nonce header (RFC 9449 §8) verbatim in its :headers.
Configuration
All host policy is resolved through AttestoPhoenix.Config; nothing is
hardcoded here. See AttestoPhoenix.AuthorizationServer.Token for the
grant/claim policy callbacks the core reads, and AttestoPhoenix.Config for
the authoritative definitions and defaults.

      


      
        Summary


  
    Functions
  


    
      
        create(conn, params)

      


        Token endpoint action (RFC 6749 §3.2).



    





      


      
        Functions


        


  
    
      
    
    
      create(conn, params)



        
          
        

    

  


  

      

          @spec create(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Token endpoint action (RFC 6749 §3.2).
Authenticates the client, delegates the grant to the core, emits the returned
audit events, and renders either the RFC 6749 §5.1 success body or an
RFC 6749 §5.2 error. Every response carries no-store cache headers
(RFC 7234 §5.2).

  


        

      


  

    
AttestoPhoenix.Controller.UserinfoController 
    



      
OpenID Connect UserInfo endpoint (OpenID Connect Core 1.0 §5.3).
Returns claims about the authenticated subject as a JSON object. The
endpoint is a protected resource: the caller presents the access token issued
during authentication, and the endpoint releases the subject claims the
token's scopes authorize.
Authentication
Verification is delegated to the engine's protected-resource verify path,
Attesto.Plug.Authenticate, which this controller runs at the top of its
action. That plug parses the Authorization header (Bearer, RFC 6750 §2.1,
or DPoP, RFC 9449 §7.1), verifies the access token through Attesto.Token,
and - for a sender-constrained token - enforces the DPoP / mTLS binding,
honouring cnf.jkt / cnf.x5t#S256. A DPoP-bound token presented under the
Bearer scheme is rejected there, not here. On failure the plug halts the conn
with the RFC 6750 §3 / RFC 9449 §7.1 WWW-Authenticate challenge, which this
controller returns unchanged.
Per OpenID Connect Core §5.3.1 both GET and POST are accepted; the host
router maps both verbs to the :userinfo action.
Authorization
The verified access token MUST carry the openid scope (OpenID Connect Core
§5.3.1). A token without it is answered 403 with error="insufficient_scope"
and the scope="openid" auth-param (RFC 6750 §3.1).
Claims
The scopes on the access token (its scope claim, RFC 9068 §2.2.3) gate which
claims are released (OpenID Connect Core §5.4):
	profile - the OpenID Connect Core §5.4 profile claim set.
	email - email and email_verified.
	address - the address claim (a JSON object, OpenID Connect Core §5.1.1).
	phone - phone_number and phone_number_verified.

The host supplies the claim values through the :build_userinfo_claims
callback (see AttestoPhoenix.Config); this controller keeps only the values
the granted scopes authorize and always includes sub (OpenID Connect Core
§5.3.2), the stable subject identifier, regardless of scope.
Beyond the scope-implied set, individual claims requested through the OpenID
Connect claims request parameter's userinfo member (OpenID Connect Core
§5.5) are also released. The authorization endpoint records that parameter on
the access token (its claims claim) at issuance; the verify path surfaces it
here, and the named claims are added to the release allow-list so a Relying
Party can obtain a single claim without requesting the whole scope. A claim
the host's source does not supply is simply omitted (a UserInfo response need
not contain every requested claim, OpenID Connect Core §5.5). When the
provider advertises claims_parameter_supported: false (the default, see
AttestoPhoenix.Config), the access token carries no claims claim and this
reduces to scope-gated release.
Configuration contract
Resolved through AttestoPhoenix.Config (see that module for the
authoritative definitions):
	:build_userinfo_claims - the host's claim source (required to mount
this endpoint).
	:issuer, :audience, :keystore, :access_token_ttl - claim-level
policy supplied to the engine verify path as an Attesto.Config.
	:dpop_enabled, :dpop_nonce_required, :nonce_store, :replay_check,
:cert_der, :mtls_enabled, :htu - sender-constraint policy and
stores, threaded into Attesto.Plug.Authenticate.


      


      
        Summary


  
    Functions
  


    
      
        userinfo(conn, params)

      


        UserInfo action (OpenID Connect Core §5.3). Handles both GET and POST
(OpenID Connect Core §5.3.1).



    





      


      
        Functions


        


  
    
      
    
    
      userinfo(conn, params)



        
          
        

    

  


  

      

          @spec userinfo(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


UserInfo action (OpenID Connect Core §5.3). Handles both GET and POST
(OpenID Connect Core §5.3.1).
Named userinfo rather than call so it does not collide with the
Phoenix.Controller plug entrypoint (Phoenix.Controller.Pipeline.call/2)
that dispatches the action.

  


        

      


  

    
AttestoPhoenix.OpenAPI.TokenEndpoint 
    



      
OpenApiSpex operation and schema values for the OAuth 2.0 token endpoint.
This module is available only when the host depends on :open_api_spex.
attesto_phoenix declares that dependency as optional, so authorization
servers that do not publish an OpenAPI document do not compile or ship
OpenApiSpex.
The first documented request is the RFC 6749 §4.4 client_credentials
exchange, because it is the common machine-to-machine token endpoint
integration. The response and error schemas cover Bearer tokens, DPoP-bound
tokens, and the OAuth / DPoP error envelope emitted by
AttestoPhoenix.Controller.TokenController.
Host wiring
Add operation/1 to the host's OpenApiSpex.PathItem for POST /oauth/token and merge schemas/0 into the host's components.

      


      
        Summary


  
    Functions
  


    
      
        operation(opts \\ [])

      


        Returns the OpenApiSpex operation for POST /oauth/token.



    


    
      
        request_body()

      


        Returns the token request body for the media types accepted by the token
controller.



    


    
      
        responses()

      


        Returns token endpoint responses keyed by HTTP status.



    


    
      
        schemas()

      


        Returns reusable component schemas referenced by operation/1.



    





      


      
        Functions


        


    

  
    
      
    
    
      operation(opts \\ [])



        
          
        

    

  


  

      

          @spec operation(keyword()) :: OpenApiSpex.Operation.t()


      


Returns the OpenApiSpex operation for POST /oauth/token.
Options:
	:tags - operation tags, defaulting to ["OAuth 2.0"].
	:operation_id - operation id, defaulting to
"attestoPhoenixTokenCreate".
	:summary - summary text.
	:description - description text.
	:security - OpenAPI security requirements supplied by the host.

The operation intentionally does not name host security-scheme components.
Client authentication is described in the request body and prose, while a
host that defines HTTP Basic or other client-auth security schemes can pass
security: ....

  



  
    
      
    
    
      request_body()



        
          
        

    

  


  

      

          @spec request_body() :: OpenApiSpex.RequestBody.t()


      


Returns the token request body for the media types accepted by the token
controller.

  



  
    
      
    
    
      responses()



        
          
        

    

  


  

      

          @spec responses() :: %{required(integer()) => OpenApiSpex.Response.t()}


      


Returns token endpoint responses keyed by HTTP status.

  



  
    
      
    
    
      schemas()



        
          
        

    

  


  

      

          @spec schemas() :: %{required(String.t()) => OpenApiSpex.Schema.t()}


      


Returns reusable component schemas referenced by operation/1.

  


        

      


  

    
AttestoPhoenix.Store.EctoCodeStore 
    



      
Ecto implementation of the Attesto.CodeStore behaviour.
Authorization codes are single-use (RFC 6749 §4.1.2) and, with PKCE
mandatory (RFC 7636), the code is the only browser-deliverable secret in
the authorization-code flow. The single-use guarantee therefore cannot be
advisory: it must be enforced by the store so that two concurrent
redemptions of one code cannot both succeed.
take/1 issues an UPDATE ... WHERE consumed_at IS NULL RETURNING ..., so
the fetch and the consumption mark are one statement. Exactly one of any
number of racing redemptions sees the row as fresh; later callers either get
:error for an unsuccessful first presentation or {:error, :consumed, meta}
for a code that was already successfully redeemed. This holds across all
nodes sharing the database. The code is consumed even when the caller later
rejects the redemption (mismatched redirect URI, failed PKCE verifier): a code
presented once is spent, which denies an attacker repeated validation
attempts against a captured code.
The plaintext code is never persisted; the primary key is the
Attesto.Secret.hash/1 digest of the code. The column layout and the
record bridge live in AttestoPhoenix.Schema.Authorization; this module
only owns the two atomic database operations.
The repository module is supplied by the host application (:repo under
the :attesto_phoenix app) and is read at call time. A store with no
backing repository can make no guarantees, so a missing :repo fails
closed rather than silently no-opping.

      


      
        Summary


  
    Functions
  


    
      
        get(code_hash)

      


        Reads the live (unconsumed) record for code_hash WITHOUT consuming it.



    


    
      
        mark_consumed(code_hash, meta)

      


        Marks a successfully redeemed code as reuse-trackable.



    


    
      
        put(record)

      


        Persists an authorization-code record keyed by its :code_hash.



    


    
      
        take(code_hash)

      


        Atomically fetches and deletes the record for code_hash.



    





      


      
        Functions


        


  
    
      
    
    
      get(code_hash)



        
          
        

    

  


  

      

          @spec get(Attesto.CodeStore.code_hash()) :: {:ok, Attesto.CodeStore.entry()} | :error


      


Reads the live (unconsumed) record for code_hash WITHOUT consuming it.
Returns {:ok, entry} for a present, not-yet-consumed code, or :error
otherwise. Unlike take/1 this is a plain SELECT - it does NOT mark the code
consumed - so it is safe for read-only pre-checks at the token endpoint (e.g.
a holder-of-key / DPoP requirement, RFC 9449 §10) without burning single use.

  



  
    
      
    
    
      mark_consumed(code_hash, meta)



        
          
        

    

  


  

      

          @spec mark_consumed(Attesto.CodeStore.code_hash(), Attesto.CodeStore.consumed_meta()) ::
  :ok


      


Marks a successfully redeemed code as reuse-trackable.
Attesto.AuthorizationCode.redeem/4 calls this after every validation step
has passed. A later take/1 for the same hash can then surface
{:error, :consumed, meta} instead of treating the replay as an unknown code.

  



  
    
      
    
    
      put(record)



        
          
        

    

  


  

      

          @spec put(Attesto.CodeStore.entry()) :: :ok


      


Persists an authorization-code record keyed by its :code_hash.
The record is the plain map the protocol layer hands over: a :code_hash,
the opaque grant :data, and an integer :expires_at in unix seconds.
AttestoPhoenix.Schema.Authorization.from_record/1 spreads it across the
row's columns and validates it fail-closed (missing required field or a
non-S256 PKCE method is rejected, not defaulted).
The hash is the primary key, so a duplicate insert is a caller bug:
Attesto.AuthorizationCode derives the hash from freshly generated random
bytes, so a collision means the random source repeated or the same entry
was put twice. insert!/1 raises on the unique-constraint violation rather
than silently overwriting an existing, possibly already-issued, code. Fail
closed; no upsert.

  



  
    
      
    
    
      take(code_hash)



        
          
        

    

  


  

      

          @spec take(Attesto.CodeStore.code_hash()) :: {:ok, Attesto.CodeStore.entry()} | :error


      


Atomically fetches and deletes the record for code_hash.
Returns {:ok, entry} when the row existed (and is now gone), or :error
when it was absent. The fetch and the delete are one indivisible statement
(DELETE ... RETURNING), so the single-use contract of Attesto.CodeStore
holds against concurrent redemptions.
The loaded row is folded back into the :code_hash / :data /
:expires_at (unix seconds) map via
AttestoPhoenix.Schema.Authorization.to_record/1. Expiry is not checked
here: Attesto.AuthorizationCode re-checks :expires_at after take/1,
and consuming the row regardless of freshness preserves single use, since
an expired-but-present code is still spent on first presentation.

  


        

      


  

    
AttestoPhoenix.Store.EctoNonceStore 
    



      
Postgres-backed Attesto.DPoP.NonceStore for clustered deployments
(RFC 9449 §8).
A server may require a server-issued nonce in every DPoP proof, binding
each proof to a short-lived, server-chosen value. This defeats proof
pre-generation and narrows the replay window beyond what the jti cache
(RFC 9449 §11.1) alone provides. An in-memory store cannot share a nonce
across nodes: a nonce issued on one node would be unknown to another. This
implementation persists each nonce so any node honours a nonce issued by any
other.
Behaviour callbacks
	issue/1 mints, persists, and returns an opaque nonce for the
DPoP-Nonce response header (RFC 9449 §8.1). The TTL is recorded on the
row as a concrete expires_at so a later check needs no TTL argument.
	valid?/1 reports whether a nonce was issued by this store, has not
expired, and has not yet been consumed. It is read-only, so it is the
shape Attesto.DPoP.verify_proof/2 expects for :nonce_check when the
caller does not need single-use consumption.

Single-use consume
A read-only check cannot make a nonce single-use under concurrency: two
requests could both observe the same live nonce. accept/2 is the atomic
consume primitive that delivers the single-use guarantee (RFC 9449 §8). It
marks the nonce used and returns :ok to exactly one caller, or
{:error, :used | :expired | :unknown} to every other, via one conditional
statement:
UPDATE dpop_nonces
   SET used_at = $now
 WHERE nonce = $nonce AND used_at IS NULL AND issued_at >= $cutoff
Postgres serialises concurrent updates to the same row, so exactly one
caller observes an affected-row count of 1 (the winner) and the rest
observe 0. No read-modify-write race exists.
TTL
issue/1 records issuance and the derived expiry; accept/2 also takes the
TTL so the caller's policy, not this store, fixes the freshness window. A
nonce whose issued_at is older than now - ttl is rejected with
{:error, :expired} (RFC 9449 §8).
The repository is read from the supplied AttestoPhoenix.Config.

      


      
        Summary


  
    Functions
  


    
      
        accept(nonce, ttl)

      


        Atomically consumes nonce under a freshness window of ttl seconds.



    


    
      
        accept(config, nonce, ttl)

      


        Like accept/2, using an explicit AttestoPhoenix.Config.



    


    
      
        issue()

      


        Mints and persists a fresh nonce valid for ttl_seconds, returning the
opaque value to put in a DPoP-Nonce header. Behaviour entrypoint; resolves
the repo from the application-wide configured AttestoPhoenix.Config.



    


    
      
        issue(ttl_seconds)

      


        Mints and persists a fresh nonce valid for ttl_seconds, returning the
opaque value to put in a DPoP-Nonce header. Behaviour entrypoint; resolves
the repo from the application-wide configured AttestoPhoenix.Config.



    


    
      
        issue(config, ttl_seconds)

      


        Like issue/1, using an explicit AttestoPhoenix.Config.



    


    
      
        valid?(nonce)

      


        Returns true iff nonce was issued by this store, has not expired, and has
not been consumed. Behaviour entrypoint; resolves the repo from the
application-wide configured AttestoPhoenix.Config.



    


    
      
        valid?(config, nonce)

      


        Like valid?/1, using an explicit AttestoPhoenix.Config.



    





      


      
        Functions


        


  
    
      
    
    
      accept(nonce, ttl)



        
          
        

    

  


  

      

          @spec accept(String.t(), pos_integer()) :: :ok | {:error, :used | :expired | :unknown}


      


Atomically consumes nonce under a freshness window of ttl seconds.
Returns :ok to the single caller that wins the consume, and a precise
reason to every other so the server can answer with the correct DPoP error
(RFC 9449 §8) rather than silently rejecting (fail-closed):
	{:error, :used} - the nonce was already consumed.
	{:error, :expired} - the nonce is past the freshness window.
	{:error, :unknown} - the nonce was never issued by this store.

Behaviour-style entrypoint; resolves the repo from the application-wide
configured AttestoPhoenix.Config.

  



  
    
      
    
    
      accept(config, nonce, ttl)



        
          
        

    

  


  

      

          @spec accept(AttestoPhoenix.Config.t(), String.t(), pos_integer()) ::
  :ok | {:error, :used | :expired | :unknown}


      


Like accept/2, using an explicit AttestoPhoenix.Config.

  



  
    
      
    
    
      issue()



        
          
        

    

  


  

      

          @spec issue() :: String.t()


      


Mints and persists a fresh nonce valid for ttl_seconds, returning the
opaque value to put in a DPoP-Nonce header. Behaviour entrypoint; resolves
the repo from the application-wide configured AttestoPhoenix.Config.

  



  
    
      
    
    
      issue(ttl_seconds)



        
          
        

    

  


  

      

          @spec issue(pos_integer()) :: String.t()


      


Mints and persists a fresh nonce valid for ttl_seconds, returning the
opaque value to put in a DPoP-Nonce header. Behaviour entrypoint; resolves
the repo from the application-wide configured AttestoPhoenix.Config.

  



  
    
      
    
    
      issue(config, ttl_seconds)



        
          
        

    

  


  

      

          @spec issue(AttestoPhoenix.Config.t(), pos_integer()) :: String.t()


      


Like issue/1, using an explicit AttestoPhoenix.Config.

  



  
    
      
    
    
      valid?(nonce)



        
          
        

    

  


  

      

          @spec valid?(String.t()) :: boolean()


      


Returns true iff nonce was issued by this store, has not expired, and has
not been consumed. Behaviour entrypoint; resolves the repo from the
application-wide configured AttestoPhoenix.Config.

  



  
    
      
    
    
      valid?(config, nonce)



        
          
        

    

  


  

      

          @spec valid?(AttestoPhoenix.Config.t(), String.t()) :: boolean()


      


Like valid?/1, using an explicit AttestoPhoenix.Config.

  


        

      


  

    
AttestoPhoenix.Store.EctoRefreshStore 
    



      
Ecto implementation of the Attesto.RefreshStore behaviour.
The protocol core (Attesto.RefreshToken) owns all rotation logic and reuse
detection; this module is purely the storage seam. It persists refresh-token
records over AttestoPhoenix.Schema.RefreshToken and provides the atomic
single-use claim on which reuse detection depends (RFC 6749 §10.4, OAuth 2.0
Security BCP §4.13).
Why the claim must be atomic
Rotation requires detecting when an already-rotated (consumed) token is
presented again: that is the captured-token signal, and the whole family
must then be revoked. Reliable detection needs a compare-and-set that, in
one indivisible step, checks the token is unconsumed and marks it consumed.
Here that is a single conditional UPDATE ... RETURNING:
UPDATE attesto_refresh_tokens
   SET consumed = true, consumed_at = now()
 WHERE token_hash = $1 AND consumed = false
RETURNING ...
Zero rows updated with a row still present means the token was already
consumed: reuse. A non-atomic read-then-write would let two concurrent
rotations both observe "unconsumed" and both succeed, defeating detection.
This holds across all nodes sharing the database, which the single-node ETS
store cannot offer. consume/1 returns {:ok, entry} to the single winner,
{:reuse, entry} on a replay, and :error for an unknown token.
Sticky revocation
revoke_family/1 marks every row in the family revoked (it does not delete
them) so the revocation persists. A subsequent insert/1 checks the family
before writing and refuses with {:error, :family_revoked}, so a successor
whose claim won before the revocation landed cannot be added to a revoked
family. Revocation therefore rejects later inserts, not only the rows present
when it ran. The check and the insert run in one transaction so no concurrent
revocation can interleave between them.
The repo is resolved from the application environment (:repo under the
:attesto_phoenix app) so the host owns the connection; nothing here
hardcodes an OTP app's repo, and a missing repo fails closed.

      


      
        Summary


  
    Functions
  


    
      
        consume(token_hash, opts \\ [])

      


        Atomically marks the token consumed if it was not already.



    


    
      
        get(token_hash)

      


        Non-consuming read of the record for token_hash, or :error if absent or
family-revoked.



    


    
      
        insert(record)

      


        Persists a new (unconsumed) refresh-token record.



    


    
      
        remember_successor(token_hash, successor, opts \\ [])

      


        Records the successor minted by a consumed parent token.



    


    
      
        revoke_family(family_id)

      


        Revokes a token family: marks every token in family_id revoked.



    





      


      
        Functions


        


    

  
    
      
    
    
      consume(token_hash, opts \\ [])



        
          
        

    

  


  

      

          @spec consume(
  Attesto.RefreshStore.token_hash(),
  keyword()
) ::
  {:ok, Attesto.RefreshStore.entry()}
  | {:reuse, Attesto.RefreshStore.entry()}
  | :error


      


Atomically marks the token consumed if it was not already.
Returns {:ok, entry} to the single caller that wins the claim (the record
is reported as it stood, unconsumed, since the successor is minted from it),
{:reuse, entry} when the token was already consumed (the caller MUST then
revoke_family/1; the entry carries the :family_id), or :error for an
unknown token. The conditional UPDATE ... WHERE consumed = false RETURNING
is one indivisible statement, so concurrent rotations cannot both win.

  



  
    
      
    
    
      get(token_hash)



        
          
        

    

  


  

      

          @spec get(Attesto.RefreshStore.token_hash()) ::
  {:ok, Attesto.RefreshStore.entry()} | :error


      


Non-consuming read of the record for token_hash, or :error if absent or
family-revoked.
Returns the record in the Attesto.RefreshStore contract shape (opaque
:data context, :expires_at as absolute unix seconds). Used by
Attesto.RefreshToken to validate a rotation (expiry, client and DPoP
binding) and to detect an already-consumed replay before the atomic claim,
so a recoverable validation failure does not burn the token.

  



  
    
      
    
    
      insert(record)



        
          
        

    

  


  

      

          @spec insert(Attesto.RefreshStore.entry()) :: :ok | {:error, :family_revoked}


      


Persists a new (unconsumed) refresh-token record.
Returns {:error, :family_revoked} when the record's :family_id has
already been revoked, and the row is NOT written. The revocation check and
the insert run in one transaction holding a per-family advisory lock (shared
with revoke_family/1), so a concurrent revocation cannot interleave and
leave a live successor in a revoked family (sticky revocation, RFC 6749
§10.4). A plain FOR UPDATE on the existing rows would not suffice: under
READ COMMITTED a revoking UPDATE that began before this insert committed
would not see the just-inserted successor (a phantom), leaving it live. The
advisory lock serializes the two operations outright, so a revocation that
loses the race still runs its UPDATE on a fresh snapshot that includes the
new row. The opaque store record is flattened onto the schema columns by
AttestoPhoenix.Schema.RefreshToken.from_store_record/2.

  



    

  
    
      
    
    
      remember_successor(token_hash, successor, opts \\ [])



        
          
        

    

  


  

      

          @spec remember_successor(Attesto.RefreshStore.token_hash(), map(), keyword()) ::
  :ok | :error


      


Records the successor minted by a consumed parent token.
The core uses this for refresh-rotation idempotency: an immediate retry of a
just-rotated token by the same client can receive the same successor rather
than revoking the family. Only consumed parents accept a successor marker.
The marker is encrypted before it is written to the database; if no
:refresh_successor_secret is configured, the store fails closed by returning
:error.

  



  
    
      
    
    
      revoke_family(family_id)



        
          
        

    

  


  

      

          @spec revoke_family(Attesto.RefreshStore.family_id()) :: :ok


      


Revokes a token family: marks every token in family_id revoked.
The rows are kept (their :family_revoked flag is set) rather than deleted,
so the revocation is sticky: a successor insert/1 serialized after this call
is refused (see insert/1). The revocation runs in a transaction holding the
same per-family advisory lock as insert/1, so a concurrent successor insert
cannot slip a live row past it: a revocation that wins the lock is seen by the
later insert (refused); one that loses runs its UPDATE after the insert has
committed, on a fresh snapshot that includes the new row. Idempotent:
re-revoking is a no-op re-set, and revoking an unknown family updates nothing
and returns :ok.

  


        

      


  

    
AttestoPhoenix.Store.EctoReplayCheck 
    



      
Ecto-backed, shared-store jti replay check for DPoP proofs
(RFC 9449 §11.1).
RFC 9449 §11.1 requires the resource server to refuse a DPoP proof whose
jti it has already processed. A captured-and-replayed proof would
otherwise be reusable for the full iat acceptance window (typically 60
seconds).
check_and_record/2 implements the (jti, ttl_seconds) -> :ok | {:error, :replay} callback shape that Attesto.DPoP.verify_proof/2
invokes via its :replay_check option. Records live in one relational
table (AttestoPhoenix.Schema.DPoPReplay), so the check is correct
across every node of a multi-node deployment: a jti recorded on any
node is rejected on every other. The verifier passes its own
:max_age_seconds as ttl_seconds, so each record's retention is sized
to the proof's freshness window.
Why a shared store
Attesto.DPoP.ReplayCache is a per-node ETS singleton. RFC 9449 §11.1
replay rejection only holds across a deployment if every request for a
given access token reaches the same node - otherwise a captured proof is
replayable once per node behind a load balancer. A multi-node deployment
MUST therefore use a shared store such as this one. A single-node host
may instead wire Attesto.DPoP.ReplayCache directly and skip the
database round-trip.
Atomic record-and-check
check_and_record/2 inserts the jti with its expires_at:
	:ok - the row was inserted; this jti had not been seen.
	{:error, :replay} - the insert hit the unique constraint on jti
(the table's primary key); this jti was already recorded and the
proof is a replay.

The decision is made by the database's unique constraint, not by a
read-then-write in the application, so two concurrent requests carrying
the same jti (on one node or several) cannot both observe :ok:
exactly one insert wins and every other observes the conflict. This is
the relational equivalent of INSERT ... ON CONFLICT DO NOTHING and is
the property that makes the check safe across nodes.
An already-expires_at-elapsed row for the same jti is treated as a
collision and rejected rather than overwritten. That is not a
correctness gap: a proof whose iat window has closed is rejected by
DPoP freshness before replay is even consulted, so the only effect is to
fail closed on an unreachable corner. The periodic sweep reclaims
expired rows so the table does not grow without bound.
Periodic sweep
Rows whose expires_at is in the past are no longer security-relevant
(a repeat of the same jti is rejected by DPoP freshness before replay
is consulted), so they are deleted in bulk by
AttestoPhoenix.Store.Sweeper, the package's GenServer sweeper, on a
fixed interval. The check is correct without the sweeper running; the
sweeper only reclaims space.
Configuration
All policy is read from configuration; nothing is hardcoded. The backing
Ecto.Repo is the one configured for the library
(config :attesto_phoenix, repo: MyApp.Repo), the same value
AttestoPhoenix.Config carries under :repo. It is read at call time
and a missing repo fails closed: a replay check with no backing store
could make no decision safely.
Wiring
Use it as the verifier's :replay_check:
Attesto.DPoP.verify_proof(proof,
  http_method: "GET",
  http_uri: uri,
  replay_check: &AttestoPhoenix.Store.EctoReplayCheck.check_and_record/2
)

      


      
        Summary


  
    Functions
  


    
      
        check_and_record(jti, ttl_seconds \\ 60)

      


        Record jti and report whether it has already been seen within its TTL
window.



    


    
      
        sweep()

      


        Delete every recorded jti whose expires_at has elapsed and return the
count.



    





      


      
        Functions


        


    

  
    
      
    
    
      check_and_record(jti, ttl_seconds \\ 60)



        
          
        

    

  


  

      

          @spec check_and_record(String.t(), pos_integer()) :: :ok | {:error, :replay}


      


Record jti and report whether it has already been seen within its TTL
window.
Returns :ok when the jti was not present and has now been recorded,
or {:error, :replay} when an entry already exists. The two-argument
form takes the jti and the number of seconds to retain it, which is
the shape Attesto.DPoP.verify_proof/2 passes its :replay_check
callback (the verifier derives the TTL from its own acceptance window).
Pass &check_and_record/2 directly. The TTL argument defaults to
60 seconds when called as check_and_record/1.
The Ecto.Repo is read from configuration; replay policy is never
hardcoded here.

  



  
    
      
    
    
      sweep()



        
          
        

    

  


  

      

          @spec sweep() :: non_neg_integer()


      


Delete every recorded jti whose expires_at has elapsed and return the
count.
AttestoPhoenix.Store.Sweeper drives the periodic sweep across all
Ecto-backed tables; this function exposes the replay-table sweep on its
own for hosts that prefer to drive it from their own scheduler. Deletion
uses a strict < comparison against a single captured "now", so a row
whose expires_at equals "now" is retained, never deleted: the sweep
widens no acceptance window.

  


        

      


  

    
AttestoPhoenix.Store.PAR.ETS 
    



      
Single-node ETS Pushed Authorization Request store.
This is a development/default store. Clustered deployments should provide a
AttestoPhoenix.PARStore backed by shared storage.

      




  

    
AttestoPhoenix.Store.Sweeper 
    



      
Optional periodic housekeeping GenServer that deletes expired rows from the
Ecto-backed authorization-code, refresh-token, DPoP-nonce, DPoP-replay,
pushed-authorization-request, client-id-metadata-cache, and consent-grant
tables.
Each of these tables carries an expires_at column whose semantics are fixed
by the relevant RFC:
	authorization codes - RFC 6749 §4.1.2 ("The authorization code MUST expire
shortly after it is issued") and §10.5 (codes are short-lived,
single-use).
	refresh tokens - RFC 6749 §1.5 / §6 (refresh tokens MAY expire); the
stored expiry bounds the credential's lifetime.
	server-issued DPoP nonces - RFC 9449 §8 / §9 (the nonce the resource or
authorization server requires the client to echo is time-bounded).
	DPoP proof jti replay records - RFC 9449 §11.1 (a jti need only be
remembered for the proof iat acceptance window; past that window the
record is dead weight).
	pushed authorization requests - RFC 9126 §2.2 (a request_uri reference is
short-lived; past its expiry it can resolve nothing).
	cached Client ID Metadata Documents -
draft-ietf-oauth-client-id-metadata-document-01 §6 / RFC 9111 (a cached
document is fresh only until its expires_at; past that it is re-fetched).
	consent grants - RFC 6749 §4.1.1 / §4.1.2 (consent precedes a short-lived
authorization code; a grant past its expires_at can authorize nothing,
and consume/2 already rejects it on read).
	back-channel-logout sessions - OpenID Connect Back-Channel Logout 1.0 (a
recorded (session, RP) delivery row past its expires_at belongs to an
abandoned session and is no longer a logout target).

Correctness vs. housekeeping
Sweeping is not required for correctness. Every store re-validates
expires_at against the current time on read, so an expired row that has not
yet been swept is never honored: an expired authorization code is rejected, an
expired nonce is rejected, and an expired replay record no longer blocks a
fresh jti. The sweeper exists only to bound table growth by reclaiming rows
that can no longer affect any decision. It is therefore safe to run on any
interval, or not at all.
This is generic TTL housekeeping: it issues a single
DELETE ... WHERE expires_at < $now per swept table and makes no assumption
about how, where, or by which process the host deploys it.
Comparison boundary (fail-closed)
Deletion uses a strict < comparison against a single DateTime captured
once per sweep (DateTime.utc_now/0) and reused across every table, so a
sweep applies one consistent boundary. A row whose expires_at equals "now"
is retained, never deleted, so the sweeper can only ever remove rows that the
stores themselves already treat as expired. The sweeper widens no acceptance
window.
Configuration
All policy is read from AttestoPhoenix.Config; nothing is hardcoded here.
	:repo - the Ecto.Repo the deletes run against (required by
AttestoPhoenix.Config).
	:sweep_interval_ms - how often a sweep runs, in milliseconds. When this
key is unset the sweeper MUST NOT be placed in the supervision tree;
start_link/1 raises rather than silently choosing an interval, so a
missing interval is a configuration error, not a default.
	:table_prefix - optional Ecto schema/table prefix applied to every
delete so a host that installed the generated tables under a non-default
prefix sweeps the same tables it created.

The set of swept tables is fixed by the generated schema and is not
host-configurable: every Ecto-backed store the library generates carries an
expires_at column and is swept.

      


      
        Summary


  
    Functions
  


    
      
        start_link(opts)

      


        Starts the sweeper.



    


    
      
        sweep_now(server \\ __MODULE__)

      


        Runs a single sweep synchronously and returns the number of rows deleted per
table. Test- and diagnostic-facing; the supervised process drives sweeps via
the configured interval, not this call.



    





      


      
        Functions


        


  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the sweeper.
Requires a %AttestoPhoenix.Config{} under the :config key. The config's
:sweep_interval_ms MUST be a positive integer; a missing or non-positive
interval raises ArgumentError so a misconfigured host fails at boot instead
of starting a process that never sweeps.

  



    

  
    
      
    
    
      sweep_now(server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec sweep_now(GenServer.server()) :: %{optional(String.t()) => non_neg_integer()}


      


Runs a single sweep synchronously and returns the number of rows deleted per
table. Test- and diagnostic-facing; the supervised process drives sweeps via
the configured interval, not this call.

  


        

      


  

    
AttestoPhoenix.Schema.Authorization 
    



      
Ecto schema for the single-use authorization codes backing an
Attesto.CodeStore.
This is the persistent record shape behind the authorization-code grant
(RFC 6749 §4.1). The store layer mints one row per code at the
authorization endpoint and consumes it at the token endpoint; this module
only describes the row and translates it to and from the protocol struct
Attesto.AuthorizationCode.Grant. All protocol decisions (code
generation and hashing, PKCE verification, DPoP/mTLS binding checks,
expiry, single-use semantics) live in attesto; nothing here re-derives
them.
What is stored, and what is not
Only the hash of the code is persisted (:code_hash), never the
plaintext code handed to the client. The plaintext is a bearer secret
(RFC 6749 §10.5): a database disclosure must not yield a usable code, so
the column is the output of Attesto.Secret.hash/1 and is the unique
lookup key.
The remaining columns are the authorization-request context that must be
reproduced at redemption time:
	:client_id - the client the code was issued to (RFC 6749 §4.1.3:
the code MUST be redeemed by that same client).
	:subject - the resource owner the code authenticates.
	:scope - the granted scope, a list of scope tokens.
	:redirect_uri - the registered redirect URI, compared by exact
string match at redemption (RFC 6749 §3.1.2 / §4.1.3).
	:code_challenge / :code_challenge_method - the PKCE challenge and
its transform (RFC 7636). Only S256 is a valid method.
	:cnf - the optional confirmation/key-binding map (RFC 7800). When
present it holds a jkt (DPoP key thumbprint, RFC 9449 §6) and/or an
x5t#S256 (mTLS certificate thumbprint, RFC 8705 §3.1); a bound code
MUST be redeemed presenting the same binding.
	:nonce - the OIDC request nonce (OpenID Connect Core §3.1.2.1),
round-tripped into the eventual ID Token.
	:claims - an opaque map of additional request context carried from
the authorization request to redemption.

Lifecycle columns
	:family_id - the grant family this code will mint into, used to revoke
descendants when a redeemed code is replayed.
	:access_token_jti / :access_token_expires_at - the access token
produced by the successful code redemption. Stored only after issuance,
and used to deny the token if the code is later replayed.
	:access_token_revoked_at - set when code reuse revokes that token.
	:expires_at - absolute expiry as a utc_datetime. Authorization
codes are short-lived (RFC 6749 §4.1.2 recommends a maximum of ten
minutes).
	:consumed_at - set when the code is spent. The single-use contract
(RFC 6749 §4.1.2) is enforced by an atomic claim in the store; this
column also lets a later presentation be recognized as reuse instead of
an unknown code.
	:consumed_success - whether the first presentation completed all
redemption checks. Only successful redemption is replayed as reuse.
	:inserted_at - insertion timestamp.

Record bridge
Attesto.CodeStore exchanges plain maps with a :code_hash, a
:data map, and an integer :expires_at (unix seconds). from_record/2
builds an Ecto changeset from such a map for insertion, and to_record/1
rebuilds the map from a loaded row so the protocol layer can hydrate the
authorization-code grant from record.data.
Table name and prefix
The table is attesto_authorization_codes by default and is namespaced
by the optional schema prefix passed via from_record/2's :prefix
option (or the schema-wide prefix configured through
AttestoPhoenix.Config), letting a host isolate the
authorization-server tables in their own schema.

      


      
        Summary


  
    Types
  


    
      
        store_record()

      


        The plain map exchanged with Attesto.CodeStore: the code hash, the
opaque grant :data, and the absolute expiry in unix seconds.



    


    
      
        t()

      


        A persisted authorization-code row.



    





  
    Functions
  


    
      
        code_challenge_method()

      


        The only accepted PKCE code-challenge method (RFC 7636 §4.3, S256).



    


    
      
        from_record(record, opts \\ [])

      


        Builds an insertable changeset from a Attesto.CodeStore record map.



    


    
      
        table()

      


        The default table name for this schema.



    


    
      
        to_record(row)

      


        Rebuilds the Attesto.CodeStore record map from a loaded row.



    





      


      
        Types


        


  
    
      
    
    
      store_record()



        
          
        

    

  


  

      

          @type store_record() :: %{code_hash: String.t(), data: map(), expires_at: integer()}


      


The plain map exchanged with Attesto.CodeStore: the code hash, the
opaque grant :data, and the absolute expiry in unix seconds.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.Schema.Authorization{
  __meta__: term(),
  access_token_expires_at: DateTime.t() | nil,
  access_token_jti: String.t() | nil,
  access_token_revoked_at: DateTime.t() | nil,
  claims: map() | nil,
  client_id: String.t() | nil,
  cnf: map() | nil,
  code_challenge: String.t() | nil,
  code_challenge_method: String.t() | nil,
  code_hash: String.t() | nil,
  consumed_at: DateTime.t() | nil,
  consumed_success: boolean(),
  expires_at: DateTime.t() | nil,
  family_id: String.t() | nil,
  inserted_at: DateTime.t() | nil,
  nonce: String.t() | nil,
  redirect_uri: String.t() | nil,
  resource: [String.t()] | nil,
  scope: [String.t()] | nil,
  subject: String.t() | nil
}


      


A persisted authorization-code row.

  


        

      

      
        Functions


        


  
    
      
    
    
      code_challenge_method()



        
          
        

    

  


  

      

          @spec code_challenge_method() :: String.t()


      


The only accepted PKCE code-challenge method (RFC 7636 §4.3, S256).

  



    

  
    
      
    
    
      from_record(record, opts \\ [])



        
          
        

    

  


  

      

          @spec from_record(
  store_record(),
  keyword()
) :: Ecto.Changeset.t()


      


Builds an insertable changeset from a Attesto.CodeStore record map.
record is the map the protocol layer persists: a :code_hash, the
opaque grant :data, and an integer :expires_at in unix seconds. The
fields inside :data (client, subject, scope, redirect URI, PKCE
challenge, optional DPoP thumbprint, OIDC nonce, and request claims) are
spread across the row's columns so they can be queried and audited
individually while still round-tripping losslessly via to_record/1.
Options:
	:prefix - the Ecto schema prefix (database schema) to write the row
into. Defaults to no prefix.
	:now - the insertion clock as a DateTime. Defaults to
DateTime.utc_now/0. Provided for deterministic tests.

Validation is fail-closed: a missing required field (hash, client,
subject, redirect URI, or expiry) is rejected rather than defaulted. PKCE
is optional at persistence (a confidential client the host exempted from
PKCE via Attesto.AuthorizationRequest's :require_pkce issues a code with
no challenge); when a code_challenge_method is present it is constrained to
S256 (RFC 7636 §4.3), and a challenge-less code stores a NULL method.

  



  
    
      
    
    
      table()



        
          
        

    

  


  

      

          @spec table() :: String.t()


      


The default table name for this schema.

  



  
    
      
    
    
      to_record(row)



        
          
        

    

  


  

      

          @spec to_record(t()) :: store_record()


      


Rebuilds the Attesto.CodeStore record map from a loaded row.
The columns are folded back into the opaque grant :data map in exactly
the shape the protocol layer expects, and the
:expires_at utc_datetime is converted back to unix seconds. The
protocol layer re-checks expiry after taking the record, so a row that is
past :expires_at is still returned here and rejected downstream.

  


        

      


  

    
AttestoPhoenix.Schema.DPoPNonce 
    



      
Ecto schema for a single server-issued DPoP nonce (RFC 9449 §8).
Each row records one nonce, the instant it was issued, and the instant it
was consumed (nil while still unused). The single-use guarantee of
Attesto.DPoP.NonceStore is implemented at the storage layer by a
conditional update against used_at; this schema only describes the row
shape and does not embed any consumption policy.
Columns
	nonce - the opaque, unpredictable value returned to the client in the
DPoP-Nonce response header (RFC 9449 §8.1). A unique index on this
column is required so a nonce can be issued at most once.
	issued_at - issuance instant. Combined with a caller-supplied TTL at
consume time it defines the freshness window (RFC 9449 §8).
	expires_at - precomputed expiry (issued_at + ttl at issuance) so a
stateless freshness check has no TTL argument to supply.
	used_at - consumption instant, or nil while unused. The transition
from nil to non-nil happens exactly once.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        A persisted DPoP nonce row.



    





  
    Functions
  


    
      
        consume_changeset(nonce, used_at)

      


        Changeset that marks an issued nonce as consumed at used_at.



    


    
      
        issue_changeset(nonce \\ %__MODULE__{}, attrs)

      


        Changeset for inserting a freshly issued nonce.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.Schema.DPoPNonce{
  __meta__: term(),
  expires_at: DateTime.t() | nil,
  id: Ecto.UUID.t() | nil,
  issued_at: DateTime.t() | nil,
  nonce: String.t() | nil,
  used_at: DateTime.t() | nil
}


      


A persisted DPoP nonce row.

  


        

      

      
        Functions


        


  
    
      
    
    
      consume_changeset(nonce, used_at)



        
          
        

    

  


  

      

          @spec consume_changeset(t(), DateTime.t()) :: Ecto.Changeset.t()


      


Changeset that marks an issued nonce as consumed at used_at.
Single-use acceptance (RFC 9449 §8): a nonce may be spent exactly once. The
caller performs the load-and-stamp atomically (a conditional update_all
guarded on used_at IS NULL) so two concurrent nodes cannot both observe the
same nonce as unused; this changeset only describes the field write.

  



    

  
    
      
    
    
      issue_changeset(nonce \\ %__MODULE__{}, attrs)



        
          
        

    

  


  

      

          @spec issue_changeset(
  t()
  | %AttestoPhoenix.Schema.DPoPNonce{
      __meta__: term(),
      expires_at: term(),
      id: term(),
      issued_at: term(),
      nonce: term(),
      used_at: term()
    },
  map()
) :: Ecto.Changeset.t()


      


Changeset for inserting a freshly issued nonce.
Requires the opaque :nonce value and both bounding instants. A nonce with no
expiry would never fail closed, so a missing :expires_at (or :issued_at) is
a hard validation error rather than a silently issued unlimited nonce. The
unique_constraint/3 on :nonce surfaces a duplicate issuance as a changeset
error rather than a raised exception, so a caller can treat a collision as a
generation retry.

  


        

      


  

    
AttestoPhoenix.Schema.DPoPReplay 
    



      
Ecto schema for one recorded DPoP proof jti (JWT ID).
RFC 9449 §11.1 requires the resource server to refuse a DPoP proof whose
jti it has already processed. A captured-and-replayed proof would
otherwise be reusable for the full iat acceptance window. An in-memory,
per-node replay cache satisfies that requirement only when every request
for a given access token lands on the same node; behind a load balancer on
a clustered BEAM a captured proof is replayable once per node, which is a
silently-broken security boundary.
This schema backs the multi-node alternative: a shared, durable store of
seen jti values that every node consults. The Ecto replay-check store
inserts one row per proof with INSERT ... ON CONFLICT DO NOTHING so the
check and the record are a single atomic round trip, and reads the
affected-row count to decide accept (:ok) versus replay
({:error, :replay}). Because the record is durable and shared, the §11.1
guarantee holds across the cluster.
Columns
	jti (:string, unique) - the proof's jti claim (RFC 9449 §4.2,
RFC 7519 §4.1.7). The unique constraint is the atomic record-and-check
primitive: a conflicting insert means the jti was already seen.
	expires_at (:utc_datetime_usec) - the instant after which this row
no longer needs to be retained. The store sets it to the proof's
freshness horizon (insert time plus the acceptance window passed as
ttl_seconds) so a proof whose iat window has closed is rejected by
freshness OR by replay, never just by an eviction race. A periodic
prune deletes rows whose expires_at is in the past; the store stays
correct without pruning, since a re-presented jti still conflicts on
the unique constraint until its row is deleted.
	inserted_at (:utc_datetime_usec) - when the jti was first
recorded. Diagnostic only; replay decisions never read it.

The acceptance window is verifier policy, not schema policy: the store
receives it as the ttl_seconds argument of the :replay_check callback
shape ((jti, ttl_seconds) -> :ok | {:error, :replay}) and derives
expires_at from it. This schema hardcodes no window and no retention.
The matching table is produced by the migration generator; the
dpop_replays source keeps the schema and the generated migration in
agreement.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        A recorded DPoP jti row.



    





  
    Functions
  


    
      
        changeset(replay, attrs)

      


        Build the changeset for recording a single seen jti.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.Schema.DPoPReplay{
  __meta__: term(),
  expires_at: DateTime.t() | nil,
  inserted_at: DateTime.t() | nil,
  jti: String.t() | nil
}


      


A recorded DPoP jti row.

  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(replay, attrs)



        
          
        

    

  


  

      

          @spec changeset(t(), map()) :: Ecto.Changeset.t()


      


Build the changeset for recording a single seen jti.
Both jti and expires_at are required; a row with a missing freshness
horizon could never be pruned and a row with no jti could never be
matched, so the changeset rejects either rather than persisting an unusable
record (fail closed, no silent accept).
The unique constraint on jti is declared so that a conflicting insert
surfaces as a changeset error rather than a raised Ecto.ConstraintError,
letting the replay-check store map the conflict to {:error, :replay}. The
atomic record-and-check path uses INSERT ... ON CONFLICT DO NOTHING
directly; this changeset is the validated entry point for callers that
prefer the changeset API.

  


        

      


  

    
AttestoPhoenix.Schema.RefreshToken 
    



      
Ecto schema for the refresh-token records that back an Ecto-backed
Attesto.RefreshStore.
Refresh tokens are rotated single-use credentials (RFC 6749 §6, §10.4;
OAuth 2.0 Security BCP §4.13). Presenting a token consumes it and mints a
successor in the same family; re-presenting an already-consumed token is
the captured-token signal that revokes the whole family. Only the hash of
each token is persisted, never the plaintext, so a leaked store yields no
usable credentials.
Columns
	:token_hash - Attesto.Secret.hash/1 of the token. The lookup key;
a unique index enforces one row per token.
	:family_id - groups every token descended from one authorization
grant. Revoked together on reuse detection.
	:generation - rotation generation within the family (0 for the
first token).
	:client_id - the OAuth client the token was issued to (RFC 6749 §10.4
requires rotation to be confined to the issuing client). nil for a
token with no client binding.
	:subject - the resource owner the token authorizes.
	:scope - the granted scope as a list of strings (RFC 6749 §3.3); a
successor's scope MUST be a subset of its predecessor's.
	:cnf - the RFC 7800 confirmation claim binding the token to a proof of
possession (e.g. %{"jkt" => thumbprint} for a DPoP key, RFC 9449;
%{"x5t#S256" => thumbprint} for an mTLS certificate, RFC 8705). nil
for a bearer token.
	:claims - opaque issuer context round-tripped into the next access
token. A map; never nil.
	:consumed - whether the token has already been rotated. The atomic
transition of this flag (see claim_changeset/1) is what makes reuse
detection reliable.
	:consumed_at - when the token was rotated, used for the short
idempotency window on honest refresh retries.
	:successor - encrypted already-minted successor returned during an
idempotent retry. The plaintext successor token is never stored directly
in the database.
	:family_revoked - whether the token's family has been revoked. A
revoked family fails closed: no row in it may be rotated, and no
successor may be inserted into it (sticky revocation).
	:expires_at - absolute expiry. A token at or past its expiry is
refused without being consumed.
	:parent_hash - the :token_hash of the predecessor that minted this
token, or nil for the first token in a family. Diagnostic lineage; it
is never used as a lookup key.
	:inserted_at - issuance time, set on insert.

Confirmation translation
Attesto.RefreshToken carries the proof-of-possession binding as a
:dpop_jkt thumbprint inside its opaque context map. This schema persists
the binding as a structured :cnf confirmation so the same column can hold
any RFC 7800 member. from_store_record/2 folds a :dpop_jkt into a cnf,
and to_store_record/1 unfolds it back, so the protocol layer continues to
speak :dpop_jkt while storage stays confirmation-shaped.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        claim_changeset(record, consumed_at)

      


        Changeset that atomically claims (consumes) an unconsumed token.



    


    
      
        from_store_record(record, opts \\ [])

      


        Build the insert attributes for a store record handed in by
Attesto.RefreshToken.



    


    
      
        insert_changeset(struct \\ %__MODULE__{}, attrs)

      


        Changeset for inserting a new (unconsumed) refresh-token record.



    


    
      
        to_store_record(row)

      


        Render a persisted row back into the Attesto.RefreshStore record shape the
protocol layer expects.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.Schema.RefreshToken{
  __meta__: term(),
  acr: term(),
  auth_time: term(),
  claims: term(),
  client_id: term(),
  cnf: term(),
  consumed: term(),
  consumed_at: term(),
  expires_at: term(),
  family_id: term(),
  family_revoked: term(),
  generation: term(),
  id: term(),
  inserted_at: term(),
  parent_hash: term(),
  resource: term(),
  scope: term(),
  subject: term(),
  successor: term(),
  token_hash: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      claim_changeset(record, consumed_at)



        
          
        

    

  


  

      

          @spec claim_changeset(t(), DateTime.t()) :: Ecto.Changeset.t()


      


Changeset that atomically claims (consumes) an unconsumed token.
The atomic primitive on which reuse detection depends (see
Attesto.RefreshStore) is UPDATE ... SET consumed = true WHERE token_hash = $1 AND consumed = false. An Ecto-backed store runs this
changeset inside such a guarded update so that two concurrent rotations
cannot both observe the token as unconsumed: exactly one update affects a
row, the other affects none and is reported as reuse.

  



    

  
    
      
    
    
      from_store_record(record, opts \\ [])



        
          
        

    

  


  

      

          @spec from_store_record(
  map(),
  keyword()
) :: map()


      


Build the insert attributes for a store record handed in by
Attesto.RefreshToken.
The protocol layer's record is %{token_hash, family_id, generation, data, expires_at, consumed} where data is the opaque context
(%{subject, scope, client_id, dpop_jkt, claims}). This flattens data
into the schema's columns, translating :dpop_jkt into an RFC 7800 :cnf
confirmation, and renders :expires_at (unix seconds in the contract) as a
DateTime. :parent_hash is taken from opts[:parent_hash] when the store
threads predecessor lineage; the contract does not carry it.

  



    

  
    
      
    
    
      insert_changeset(struct \\ %__MODULE__{}, attrs)



        
          
        

    

  


  

      

          @spec insert_changeset(t(), map()) :: Ecto.Changeset.t()


      


Changeset for inserting a new (unconsumed) refresh-token record.
Validates the columns the store contract requires and enforces single-use
storage via the unique constraint on :token_hash. A new record is always
unconsumed and never starts revoked; passing either flag as true is refused
so an insert cannot smuggle a token into a consumed or revoked state.

  



  
    
      
    
    
      to_store_record(row)



        
          
        

    

  


  

      

          @spec to_store_record(t()) :: map()


      


Render a persisted row back into the Attesto.RefreshStore record shape the
protocol layer expects.
Inverse of from_store_record/2: it rebuilds the opaque :data context
(unfolding the :cnf confirmation back into :dpop_jkt) and renders
:expires_at back to unix seconds. :generation is not stored as a column;
it is reported as 0 so the contract's record stays well-formed without the
schema asserting lineage it does not track.

  


        

      


  

    
AttestoPhoenix.Event 
    



      
Neutral event struct and dispatcher for the optional :on_event callback.
An OAuth 2.0 / OIDC authorization server takes many decisions that an
operator may wish to record: a token was issued, a token request was denied,
a token was revoked (RFC 7009), a refresh token was rotated (RFC 6749 §6),
presented refresh-token reuse was detected (RFC 6819 §5.2.2.3), a bearer
token authenticated a request (RFC 6750), a request was rejected, or a client
was registered (RFC 7591). Recording those decisions (to a log, a database,
a SIEM) is host policy, not a concern of this library. This module therefore
does two things and nothing more:
	Defines a closed set of event names and a generic payload struct that
carries only OAuth/OIDC vocabulary (subject, client id, scope, grant
type, result, request metadata).
	Dispatches each event to the host's optional :on_event callback read
from AttestoPhoenix.Config. When the callback is unset the dispatch is
a no-op: the library emits, the host stores.

The dispatcher never raises on a missing callback (emission is optional),
never inspects or persists the event itself, and discards the callback's
return value so a storage decision can never alter the authorization-server
control flow that emitted the event.
Configuration
The callback is the :on_event field of AttestoPhoenix.Config. It accepts
any of the AttestoPhoenix.Config.callback/0 forms - an anonymous
function, a {module, function} pair, or a full {module, function, args}
tuple - and is invoked with the %AttestoPhoenix.Event{} struct. For the
{module, function, args} form the event is prepended to args:
config :my_app, AttestoPhoenix,
  on_event: &MyApp.OAuth.handle_event/1

config :my_app, AttestoPhoenix,
  on_event: {MyApp.OAuth, :handle_event}

config :my_app, AttestoPhoenix,
  on_event: {MyApp.OAuth, :handle_event, [extra_context]}

      


      
        Summary


  
    Types
  


    
      
        name()

      


        The closed set of authorization-server lifecycle events.



    


    
      
        t()

      


        A neutral authorization-server event.



    





  
    Functions
  


    
      
        dispatch(callback, event)

      


        Dispatches a pre-built event struct to a resolved :on_event callback.



    


    
      
        emit(config, name, fields \\ %{})

      


        Emits an event to the host's :on_event callback, if one is configured.



    


    
      
        names()

      


        Returns the closed set of recognized event names.



    


    
      
        new(name, fields \\ %{})

      


        Builds an event struct for name from a payload of OAuth/OIDC fields.



    





      


      
        Types


        


  
    
      
    
    
      name()



        
          
        

    

  


  

      

          @type name() ::
  :token_issued
  | :token_denied
  | :code_issued
  | :authorization_denied
  | :authorization_failed
  | :token_revoked
  | :refresh_issued
  | :refresh_rotated
  | :refresh_reuse_detected
  | :auth_succeeded
  | :auth_denied
  | :client_registered


      


The closed set of authorization-server lifecycle events.
	:token_issued - an access (and optionally refresh) token was issued in
response to a successful grant (RFC 6749 §5.1). Its :metadata includes
:token_type, :sender_constraint, and :cnf so a host can audit whether
the issued access token is plain Bearer, DPoP-bound, or mTLS-bound.
	:token_denied - a token request was rejected (RFC 6749 §5.2). Its
:metadata includes :client_id when known, :reason as the structured
OAuth error atom, and the sender-constraint audit fields :token_type,
:sender_constraint, and :cnf.
	:code_issued - an authorization code was issued at the authorization
endpoint in response to a successful authorization request (RFC 6749
§4.1.2).
	:authorization_denied - the resource owner refused an authorization
request, reported to the client as access_denied (RFC 6749 §4.1.2.1).
	:authorization_failed - an authorization request was rejected before a
code was issued (RFC 6749 §4.1.2.1), whether reported as a direct error
page or by redirect.
	:token_revoked - a previously issued token was revoked (RFC 7009).
	:refresh_issued - an initial refresh token was issued alongside an
access token at the token endpoint (RFC 6749 §5.1, §6). Distinct from
:refresh_rotated: no predecessor was consumed, this is the first token
in a new rotation family.
	:refresh_rotated - a refresh token was exchanged and a new refresh token
issued, invalidating the presented one (RFC 6749 §6, RFC 6819 §5.2.2.3).
	:refresh_reuse_detected - an already-rotated refresh token was presented
again, indicating possible theft (RFC 6819 §5.2.2.3).
	:auth_succeeded - a presented access token authenticated a protected
resource request (RFC 6750 §2.1).
	:auth_denied - a protected resource request was rejected (RFC 6750 §3.1).
	:client_registered - a client was registered (RFC 7591).


  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.Event{
  client_id: String.t() | nil,
  grant_type: String.t() | nil,
  metadata: map(),
  name: name(),
  result: term() | nil,
  scope: String.t() | nil,
  subject: String.t() | nil
}


      


A neutral authorization-server event.
Every field is optional because the populated subset depends on the event:
a :token_denied before client authentication has no :subject, a
client_credentials grant has no resource-owner :subject, and so on. The
library never fabricates a value it does not have.
	:name - the event name (one of name/0).
	:subject - the resource owner identifier, the sub claim (RFC 7519
§4.1.2) when one is present.
	:client_id - the OAuth client identifier (RFC 6749 §2.2).
	:scope - the granted or requested scope (RFC 6749 §3.3).
	:grant_type - the grant type of the request (RFC 6749 §1.3).
	:result - for denial events, a machine-readable reason term (typically an
RFC 6749 §5.2 error code such as :invalid_client or :invalid_grant).
	:metadata - a host-opaque map of request metadata (for example client IP
or request identifiers). For token issuance-like events (:token_issued,
:refresh_issued, and :refresh_rotated) and token denials
(:token_denied), this map also carries sender-constraint audit fields:
:token_type ("Bearer" or "DPoP"), :sender_constraint (:none,
:dpop, or :mtls), and :cnf (%{"jkt" => thumbprint},
%{"x5t#S256" => thumbprint}, or nil). Denials additionally carry
:reason as the OAuth error atom and :client_id when known.


  


        

      

      
        Functions


        


  
    
      
    
    
      dispatch(callback, event)



        
          
        

    

  


  

      

          @spec dispatch(AttestoPhoenix.Config.callback() | nil, t()) :: :ok


      


Dispatches a pre-built event struct to a resolved :on_event callback.
callback is any AttestoPhoenix.Config.callback/0 form, or nil for the
unconfigured case (a no-op returning :ok). Exposed for callers that already
hold a built struct and the resolved callback.

  



    

  
    
      
    
    
      emit(config, name, fields \\ %{})



        
          
        

    

  


  

      

          @spec emit(AttestoPhoenix.Config.t(), name(), map() | keyword()) :: :ok


      


Emits an event to the host's :on_event callback, if one is configured.
config is the AttestoPhoenix.Config for the request; the callback is read
from its :on_event field. name plus fields are passed to new/2 (so an
unrecognized name raises). When :on_event is unset this is a no-op that
returns :ok.
Emission is observational: the callback's return value is discarded and :ok
is always returned, so a host's storage decision can never alter the
authorization-server control flow that emitted the event.

  



  
    
      
    
    
      names()



        
          
        

    

  


  

      

          @spec names() :: [name(), ...]


      


Returns the closed set of recognized event names.

  



    

  
    
      
    
    
      new(name, fields \\ %{})



        
          
        

    

  


  

      

          @spec new(name(), map() | keyword()) :: t()


      


Builds an event struct for name from a payload of OAuth/OIDC fields.
name must be a recognized event name (name/0); an unrecognized name
raises ArgumentError so a typo fails closed instead of silently emitting an
uninterpretable event. fields is a map or keyword list whose recognized
keys (:subject, :client_id, :scope, :grant_type, :result,
:metadata) populate the struct. An unknown key raises KeyError via
struct!/2 rather than being silently dropped.
Examples
iex> AttestoPhoenix.Event.new(:token_issued, client_id: "abc", scope: "openid")
%AttestoPhoenix.Event{
  name: :token_issued,
  client_id: "abc",
  scope: "openid",
  metadata: %{}
}

  


        

      


  

    
AttestoPhoenix.OAuthError 
    



      
The error value type and the wire-rendering helpers for the
authorization-server controllers and the protected-resource plugs.
This module is both:
	a struct - the controllers build %AttestoPhoenix.OAuthError{}
with new/2 / new/3 and thread it through their with chains as
the {:error, error} term, then render it once at the boundary with
render/2; and

	a set of header helpers - unauthorized/4, use_dpop_nonce/3,
insufficient_scope/3, no_store/2, and www_authenticate/3 -
used by the protected-resource plugs to emit WWW-Authenticate
challenges and cache-suppression headers directly.


It is the single place the library turns an internal error into the bytes
a client receives. It covers four surfaces, each governed by a different
RFC:
	Token / endpoint errors (RFC 6749 §5.2) - the JSON body
{"error": <code>, "error_description": <text>} returned by the
token, revocation, and registration endpoints. When the request
attempted HTTP Authorization-based client authentication and the
status is 401, RFC 6749 §5.2 requires a matching WWW-Authenticate
challenge, so render/2 re-derives it from the request rather than
trusting the caller to remember.

	Protected-resource challenges (RFC 6750 §3 / RFC 9449 §7.1) - a
WWW-Authenticate response header naming the Bearer or DPoP
scheme and carrying the error, error_description, scope, and
(for DPoP) algs auth-params.

	DPoP nonce challenges (RFC 9449 §8 / §9) - the use_dpop_nonce
error returned with a fresh DPoP-Nonce response header, telling
the client to retry the request carrying that nonce.

	Cache suppression (RFC 6749 §5.1) - no_store/2 marks a
response uncacheable with Cache-Control: no-store and
Pragma: no-cache, mandatory on every response that carries a
token, and applied to every error response here for defense in depth.


Every quoted auth-param value is escaped per the WWW-Authenticate
quoted-string grammar (RFC 9110 §11.2 / RFC 7235): a bare " or \
inside a value would otherwise let an attacker break out of the quotes
and inject additional challenge parameters.
Configuration callbacks
The transport details are policy a host may override. Each is read from
AttestoPhoenix.Config and falls back to the RFC-correct default
implemented here when the host does not set it:
	:send_error - (conn, status, body_map -> conn). Serializes the
RFC 6749 §5.2 envelope and sends the response. Default encodes JSON
with application/json and halts.
	:no_store - (conn -> conn). Sets the RFC 6749 §5.1 cache
headers. Default sets Cache-Control: no-store and
Pragma: no-cache.
	:www_authenticate - (conn, challenge_string -> conn). Writes the
challenge header. Default sets the www-authenticate response
header.

The RFC semantics (which code maps to which status, which auth-params,
which header) are owned by this module and are not overridable; only the
serialization/transport is.
This module compiles only when Plug is available.

      


      
        Summary


  
    Types
  


    
      
        scheme()

      


        The protected-resource authentication scheme a challenge names.



    


    
      
        t()

      


        An OAuth 2.0 error value rendered to the RFC 6749 §5.2 envelope.



    





  
    Functions
  


    
      
        insufficient_scope(conn, required, scheme \\ :bearer)

      


        Respond 403 insufficient_scope naming the required scopes
(RFC 6750 §3.1).



    


    
      
        new(code, description \\ nil, opts \\ [])

      


        Build an OAuth 2.0 error value (RFC 6749 §5.2).



    


    
      
        no_store(conn, config \\ nil)

      


        Apply the RFC 6749 §5.1 cache-suppression headers to conn.



    


    
      
        render(conn, error)

      


        Render an %AttestoPhoenix.OAuthError{} to the RFC 6749 §5.2 wire format.



    


    
      
        unauthorized(conn, scheme, error, opts \\ [])

      


        Respond 401 with a protected-resource WWW-Authenticate challenge for
scheme (RFC 6750 §3 / RFC 9449 §7.1).



    


    
      
        use_dpop_nonce(conn, nonce, opts \\ [])

      


        Respond 401 use_dpop_nonce carrying a fresh DPoP-Nonce header
(RFC 9449 §8 / §9).



    


    
      
        www_authenticate(conn, config \\ nil, challenge)

      


        Set the WWW-Authenticate response header to challenge.



    





      


      
        Types


        


  
    
      
    
    
      scheme()



        
          
        

    

  


  

      

          @type scheme() :: :bearer | :dpop


      


The protected-resource authentication scheme a challenge names.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoPhoenix.OAuthError{
  error: atom(),
  error_description: String.t() | nil,
  headers: [{String.t(), String.t()}],
  status: pos_integer()
}


      


An OAuth 2.0 error value rendered to the RFC 6749 §5.2 envelope.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      insufficient_scope(conn, required, scheme \\ :bearer)



        
          
        

    

  


  

      

          @spec insufficient_scope(Plug.Conn.t(), [String.t()], scheme()) :: Plug.Conn.t()


      


Respond 403 insufficient_scope naming the required scopes
(RFC 6750 §3.1).
The WWW-Authenticate challenge for scheme carries the error,
error_description, and the RFC 6750 §3.1 scope auth-param listing the
scopes the request would need. Applies the RFC 6749 §5.1 no-store headers.

  



    

    

  
    
      
    
    
      new(code, description \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec new(atom(), String.t() | nil, keyword()) :: t()


      


Build an OAuth 2.0 error value (RFC 6749 §5.2).
code is the error code atom (e.g. :invalid_request, :invalid_client).
description is the human-readable error_description (or nil). The
HTTP status defaults from the RFC 6749 §5.2 mapping for code and can be
overridden with the :status option. The :headers option carries extra
response headers a caller must emit alongside the error (e.g. the
RFC 9449 §8 DPoP-Nonce header on a use_dpop_nonce error); it defaults
to [].

  



    

  
    
      
    
    
      no_store(conn, config \\ nil)



        
          
        

    

  


  

      

          @spec no_store(Plug.Conn.t(), AttestoPhoenix.Config.t() | nil) :: Plug.Conn.t()


      


Apply the RFC 6749 §5.1 cache-suppression headers to conn.
Sets Cache-Control: no-store and Pragma: no-cache. Mandatory on every
response that carries an access or refresh token. Delegates to the host's
:no_store callback when configured.

  



  
    
      
    
    
      render(conn, error)



        
          
        

    

  


  

      

          @spec render(Plug.Conn.t(), t()) :: Plug.Conn.t()


      


Render an %AttestoPhoenix.OAuthError{} to the RFC 6749 §5.2 wire format.
Writes the JSON envelope {"error": code, "error_description": desc} with
the error's status, applies the RFC 6749 §5.1 no-store headers, and - when
the request attempted Authorization-based client authentication and the
status is 401 - adds the RFC 6749 §5.2 WWW-Authenticate: Basic
challenge. The Basic realm defaults to "OAuth" and may be overridden by
the :basic_realm config key.

  



    

  
    
      
    
    
      unauthorized(conn, scheme, error, opts \\ [])



        
          
        

    

  


  

      

          @spec unauthorized(Plug.Conn.t(), scheme(), String.t(), keyword()) :: Plug.Conn.t()


      


Respond 401 with a protected-resource WWW-Authenticate challenge for
scheme (RFC 6750 §3 / RFC 9449 §7.1).
The challenge carries error (an OAuth error code string) and, when
supplied, the optional auth-params. Options:
	:description - the error_description auth-param.
	:scope - a space-delimited scope string for the scope auth-param.
	:algs - a space-delimited list of acceptable DPoP signing
algorithms for the RFC 9449 §5.1 algs auth-param (:dpop scheme).
	:dpop_nonce - sets the RFC 9449 §8 DPoP-Nonce response header.

Sets the status, the challenge header, any DPoP nonce header, the
RFC 6749 §5.1 no-store headers, and writes the RFC 6749 §5.2 body.

  



    

  
    
      
    
    
      use_dpop_nonce(conn, nonce, opts \\ [])



        
          
        

    

  


  

      

          @spec use_dpop_nonce(Plug.Conn.t(), String.t(), keyword()) :: Plug.Conn.t()


      


Respond 401 use_dpop_nonce carrying a fresh DPoP-Nonce header
(RFC 9449 §8 / §9).
The protected resource (or token endpoint) uses this to demand the client
retry the request including the server-issued nonce. Emits a DPoP
challenge whose error is use_dpop_nonce, sets the DPoP-Nonce
response header, and applies the RFC 6749 §5.1 no-store headers.

  



    

  
    
      
    
    
      www_authenticate(conn, config \\ nil, challenge)



        
          
        

    

  


  

      

          @spec www_authenticate(Plug.Conn.t(), AttestoPhoenix.Config.t() | nil, String.t()) ::
  Plug.Conn.t()


      


Set the WWW-Authenticate response header to challenge.
Delegates to the host's :www_authenticate callback when configured;
otherwise sets the www-authenticate header directly.

  


        

      


  

    
AttestoPhoenix.PARStore behaviour
    



      
Behaviour for Pushed Authorization Request storage (RFC 9126).
The store keeps normalized authorization request parameters behind a PAR
request_uri reference. Values are opaque maps because the authorization
endpoint still runs the normal Attesto.AuthorizationRequest validation after
the reference is resolved.
The authorization endpoint uses fetch/1, not take/1, because host
applications commonly establish login or consent and then re-enter the
authorization endpoint with the same request_uri. Stores should expire
entries by TTL; they should not consume them simply because the front channel
was resolved.

      


      
        Summary


  
    Callbacks
  


    
      
        fetch(t)

      


    


    
      
        put(t, map, pos_integer)

      


    


    
      
        take(t)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      fetch(t)



        
          
        

    

  


  

      

          @callback fetch(String.t()) :: {:ok, map()} | :error


      



  



  
    
      
    
    
      put(t, map, pos_integer)



        
          
        

    

  


  

      

          @callback put(String.t(), map(), pos_integer()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      take(t)


        (optional)


        
          
        

    

  


  

      

          @callback take(String.t()) :: {:ok, map()} | :error


      



  


        

      


  

    
AttestoPhoenix.RequestContext 
    



      
Neutral request-fact helpers the OAuth 2.0 / OIDC flows derive from a Plug.Conn.
Authorization-server endpoints need a handful of transport-level facts that are
not safe to read straight off the Plug.Conn when the listener sits behind a
reverse proxy:
	the client IP, honoring X-Forwarded-For only for trusted proxies;
	whether the request effectively arrived over HTTPS (RFC 8446), honoring
a trusted X-Forwarded-Proto: https hop;
	the canonical request URL (htu) and method (htm) a DPoP proof is
bound to, per RFC 9449 §4.2 / §4.3;
	the peer certificate DER presented at the TLS layer, used for the
RFC 8705 §3 mutual-TLS cnf binding.

Every forwarded-header-derived fact is gated on a trusted-proxy allowlist. A
request that arrives from a peer outside that allowlist with forged
X-Forwarded-* headers is a spoofing attempt: the headers are dropped and the
fact is derived from the direct connection only. This is fail-closed by
construction, an untrusted peer cannot assert https, cannot redirect the
DPoP htu, and cannot forge a client IP.
The trust boundary, the HTTPS requirement, and the optional certificate
extractor are read from AttestoPhoenix.Config; this module never hardcodes
deployment policy.
Trusted-proxy allowlist
config.trusted_proxies controls whether X-Forwarded-* headers are honored.
It accepts a list whose elements are any of:
	:loopback - matches 127.0.0.0/8 and ::1.
	:any - matches every peer. Only safe when another mechanism (firewall,
ingress ACL) guarantees that only the proxy can reach the app port. Prefer
explicit CIDRs.
	an IP tuple ({10, 0, 0, 1} / an 8-element IPv6 tuple) - exact match.
	a binary CIDR string ("10.0.0.0/8", "::1/128") - subnet match.

The default ([]) trusts no proxy, so forwarded headers are never honored
unless the host opts in.

      


      
        Summary


  
    Functions
  


    
      
        canonical_url(conn, config)

      


        Returns the canonical request URL (htu) the DPoP proof is bound to, per
RFC 9449 §4.3: the request URI without its query or fragment.



    


    
      
        cert_der(conn, config)

      


        Returns the peer certificate DER for the RFC 8705 §3 mutual-TLS cnf binding,
or nil when no client certificate was presented.



    


    
      
        check_https(conn, config)

      


        Returns :ok when the request satisfies the configured transport policy, or
{:error, :insecure_transport} when config.require_https is set and the
request did not effectively arrive over HTTPS.



    


    
      
        client_ip(conn, config)

      


        Returns the client IP as a string, or nil if it cannot be determined.



    


    
      
        from_trusted_proxy?(conn, config)

      


        Returns true when conn.remote_ip falls inside config.trusted_proxies.



    


    
      
        http_method(conn)

      


        Returns the HTTP method (htm) the DPoP proof is bound to, per RFC 9449 §4.2.



    


    
      
        https?(conn, config)

      


        Returns true when the request effectively arrived over HTTPS.



    





      


      
        Functions


        


  
    
      
    
    
      canonical_url(conn, config)



        
          
        

    

  


  

      

          @spec canonical_url(Plug.Conn.t(), AttestoPhoenix.Config.t()) :: String.t()


      


Returns the canonical request URL (htu) the DPoP proof is bound to, per
RFC 9449 §4.3: the request URI without its query or fragment.
When config.htu is set, that callback is used so a host can fully override
URL reconstruction (e.g. for a proxy topology this module does not model).
Otherwise the URL is built from the effective scheme/host/port, which honor
X-Forwarded-Proto / X-Forwarded-Host / X-Forwarded-Port only when the
request comes from a trusted proxy. An untrusted peer therefore cannot
redirect the htu check by injecting forwarded headers: the URL falls back to
the direct connection's authority and the proof either verifies against the
real listener URL or fails on its signature.

  



  
    
      
    
    
      cert_der(conn, config)



        
          
        

    

  


  

      

          @spec cert_der(Plug.Conn.t(), AttestoPhoenix.Config.t()) :: binary() | nil


      


Returns the peer certificate DER for the RFC 8705 §3 mutual-TLS cnf binding,
or nil when no client certificate was presented.
When config.cert_der is set (required by AttestoPhoenix.Config whenever
mtls_enabled is true), that callback extracts the DER; this is the supported
override for proxy topologies that surface the client certificate in a header
rather than on the TLS socket. Otherwise the certificate is read from the
connection's peer data, which the underlying adapter populates when the TLS
socket negotiated client authentication.

  



  
    
      
    
    
      check_https(conn, config)



        
          
        

    

  


  

      

          @spec check_https(Plug.Conn.t(), AttestoPhoenix.Config.t()) ::
  :ok | {:error, :insecure_transport}


      


Returns :ok when the request satisfies the configured transport policy, or
{:error, :insecure_transport} when config.require_https is set and the
request did not effectively arrive over HTTPS.
This is the fail-closed transport check the token and protected-resource
endpoints run before touching a credential: a bearer token or client secret
that has already crossed a plain-HTTP hop must be treated as compromised, so
the request is refused rather than served or redirected (a redirect would have
the client replay the exposed credential).

  



  
    
      
    
    
      client_ip(conn, config)



        
          
        

    

  


  

      

          @spec client_ip(Plug.Conn.t(), AttestoPhoenix.Config.t()) :: String.t() | nil


      


Returns the client IP as a string, or nil if it cannot be determined.
When the request comes from a trusted proxy and carries X-Forwarded-For, the
left-most entry (the original client per RFC 7239 / the de-facto
X-Forwarded-For convention) is returned. Otherwise the direct connection's
remote_ip is used. An untrusted peer cannot forge the client IP this way: its
X-Forwarded-For is ignored entirely.

  



  
    
      
    
    
      from_trusted_proxy?(conn, config)



        
          
        

    

  


  

      

          @spec from_trusted_proxy?(Plug.Conn.t(), AttestoPhoenix.Config.t()) :: boolean()


      


Returns true when conn.remote_ip falls inside config.trusted_proxies.
This is the single trust gate that governs whether any X-Forwarded-* header
is honored. It is exposed so callers that need a custom forwarded-header read
can apply the same boundary rather than re-implementing it and risking drift.

  



  
    
      
    
    
      http_method(conn)



        
          
        

    

  


  

      

          @spec http_method(Plug.Conn.t()) :: String.t()


      


Returns the HTTP method (htm) the DPoP proof is bound to, per RFC 9449 §4.2.
The method is taken verbatim from the request; it is not derived from any
forwarded header.

  



  
    
      
    
    
      https?(conn, config)



        
          
        

    

  


  

      

          @spec https?(Plug.Conn.t(), AttestoPhoenix.Config.t()) :: boolean()


      


Returns true when the request effectively arrived over HTTPS.
The effective scheme is the connection scheme, upgraded to https when a
trusted proxy forwards X-Forwarded-Proto: https. An untrusted peer's
forwarded scheme is ignored, so a plain-HTTP hop cannot masquerade as TLS.

  


        

      


  

    
mix attesto_phoenix.gen.migration 
    



      
Generates an Ecto migration that creates the persistence backing the
Ecto-based stores ship with attesto_phoenix.
The migration creates nine tables, named to match the runtime schemas
exactly so a by-the-docs deploy installs tables the Ecto-backed stores can
use without modification:
	attesto_authorization_codes - the authorization code grant store
(AttestoPhoenix.Schema.Authorization). Holds one row per issued
authorization code (RFC 6749, section 4.1) plus the PKCE binding
(RFC 7636), the optional cnf key binding (RFC 7800), the OIDC nonce,
mapped claims, the descendant family_id, consumed markers, and the
access-token jti issued from a successful redemption so code reuse can
revoke it. Keyed on code_hash (no surrogate id); consulted exactly once
at the token endpoint.

	attesto_refresh_tokens - the refresh token store
(AttestoPhoenix.Schema.RefreshToken, RFC 6749, section 6). Each row
carries the rotation family_id and generation it belongs to, the
consumed/consumed_at idempotency markers, successor retry payload,
family_revoked sticky revocation flag, the cnf key binding, mapped
claims, and the diagnostic parent_hash, so that reuse of a rotated
token can be detected and the whole family revoked (RFC 6819, section
5.2.2.3 - refresh token rotation / replay detection).

	attesto_device_codes - the device authorization grant store
(AttestoPhoenix.Schema.DeviceCode, RFC 8628). One row per device code,
keyed on device_code_hash (the poll key) and user_code (the
verification key), carrying the bound scope/resource/dpop_jkt, the
status state machine (pending → approved|denied → consumed), the
approved subject/granted_scope/granted_claims, and last_polled_at
for the section 3.5 poll-interval guard.

	attesto_logout_sessions - the Back-Channel Logout session store
(AttestoPhoenix.Schema.LogoutSession, OpenID Connect Back-Channel Logout
1.0). One row per (session, Relying Party) pair, recorded at ID-Token
mint and read at the end-session endpoint to deliver a logout_token.
Upserted on (sid, client_id); carries the subject, the RP's
backchannel_logout_uri/session_required, and the expires_at that
bounds an abandoned session.

	dpop_nonces - server-issued DPoP nonces
(AttestoPhoenix.Schema.DPoPNonce, RFC 9449, section 8). Each row is a
single-use nonce carrying issued_at, expires_at, and the used_at
consumption marker.

	dpop_replays - the DPoP proof replay cache keyed by the proof's jti
as its PRIMARY KEY (AttestoPhoenix.Schema.DPoPReplay, RFC 9449,
section 11.1). A row is the record that a given proof JWT has already been
seen within its acceptance window.

	attesto_pushed_authorization_requests - the Pushed Authorization Request
store (AttestoPhoenix.Schema.PushedAuthorizationRequest, RFC 9126). Each
row maps a one-time request_uri reference (the PRIMARY KEY) to the stored,
validated authorization request params and the reference expires_at, so
a request_uri pushed to one node is resolvable on every node (FAPI 2.0
requires PAR).

	attesto_client_id_metadata - the Client ID Metadata Document cache
(AttestoPhoenix.Schema.ClientIdMetadata,
draft-ietf-oauth-client-id-metadata-document-01). Each row caches one
validated CIMD document under its client_id URL (the PRIMARY KEY), as a
jsonb metadata map plus the expires_at derived from the response's HTTP
freshness directives (RFC 9111). Keeps every authorization request from
re-fetching the URL and, being shared, makes the cache coherent across a
cluster and bounds the outbound fetch fan-out.

	attesto_consent_grants - the single-use, request-bound consent grant
store (AttestoPhoenix.Schema.ConsentGrant / EctoConsentGrantStore,
RFC 6749 §4.1.1). Each row records one consent decision keyed on an
unguessable token (the PRIMARY KEY), with a binding_hash over the exact
request the user saw and a short expires_at; consumed_at marks single
use. The host consent screen mints a row; the host's :consent callback
consumes it before a code is issued, so one consent click cannot approve a
different client/redirect/scope/challenge.


Usage
mix attesto_phoenix.gen.migration --repo MyApp.Repo
Options
	--repo - the Ecto repo module the migration is generated for. May be
given more than once to target several repos. When omitted the repos
configured for the host application are used (the same resolution
mix ecto.gen.migration performs).

	--table-prefix - an optional prefix applied to every generated table
name (for example --table-prefix oauth_ yields
oauth_attesto_authorization_codes).
Defaults to no prefix. When omitted, the prefix configured for the host
(:table_prefix on the AttestoPhoenix.Config keyword the host puts in
its application environment) is used so the generated tables match the
prefix the Ecto stores read at runtime; the task never invents a prefix.

	--migrations-path - directory the migration file is written to. Defaults
to the repo's priv/<repo>/migrations directory, the same location
mix ecto.gen.migration uses.

	--otp-app - the host application whose environment holds the
AttestoPhoenix.Config keyword to read :table_prefix from when
--table-prefix is omitted. Optional; without it the default (no prefix)
is used.

	--config-key - the application environment key the host stores its
AttestoPhoenix.Config keyword under. Defaults to AttestoPhoenix.Config,
matching AttestoPhoenix.Config.from_otp_app/2. Only consulted together
with --otp-app.


The generated migration is reversible: up creates the tables and indexes and
down drops them.

      




  

    
mix attesto_phoenix.install 
    



      
Installs the attesto_phoenix authorization-server layer into a Phoenix app
Wires the OAuth 2.0 / OpenID Connect authorization-server layer this library
provides into the host Phoenix application:
	adds an AttestoPhoenix.Config config skeleton (issuer, keystore, repo,
the Ecto-backed token stores, a chosen :oauth_path_prefix, and neutral
defaults) to the host config,
	mounts the server routes (attesto_routes/1) at the chosen prefix into
the host router,
	scaffolds host callback modules implementing the recommended production
behaviours (AttestoPhoenix.ClientStore, PrincipalStore,
ScopePolicy, ConsentPolicy, RegistrationStore, EventSink) with
documented stub callbacks the host fills in,
	points the host at mix attesto_phoenix.gen.migration for the Ecto
tables the bundled stores read.

Every step is idempotent: re-running the task does not duplicate the config,
the route, or the scaffolded modules. The task never decides authorization
policy; it scaffolds the contract the host owns (RFC 6749 §2/§3.3/§4.1.1,
RFC 7591 §3, OpenID Connect Core §3.1.2/§5.3) and emits notices telling the
host exactly what to fill in.
Example
mix attesto_phoenix.install

Options
	--oauth-path-prefix - the client-visible mount prefix for the OAuth
endpoints (RFC 8414 §3 advertises the absolute URLs; the mounted routes
and the advertised metadata derive from the same prefix so they cannot
drift). Defaults to /oauth, reproducing the historic surface. A host
avoiding a collision with a legacy provider may pass, for example,
--oauth-path-prefix /mcp/oauth. The well-known documents (RFC 8615)
and the JWKS document stay anchored at the host root and are NOT
relocated by this prefix.
	--callbacks-module - the base module the scaffolded callback modules
are generated under. Defaults to <App>.AuthZ, yielding
<App>.AuthZ.ClientStore and friends.
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